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ABSTRACT

Boolean functions play a fundamental role in the design of symmetric key primitives,
particularly in stream ciphers, which have become significant in lightweight cryptographic
applications due to their low computational complexity. In EUROCRYPT 2016, Méaux
et al. introduced a stream cipher, FLIP, which is based on a filter permutator, where the
input to the filtering Boolean function is restricted to constant Hamming weight vectors
x € F3. In this thesis, we focus on the construction of Weightwise Almost Perfectly Bal-
anced (WAPB) and Weightwise Perfectly Balanced (WPB) Boolean functions, which ex-
hibit (almost) balance over the sets E;, ,, = {z € F5 : wy(z) = k} forall 0 < k£ < n. These
functions are of particular interest in the context of FLIP cipher framework.

The following provides a brief description of our work on the construction and analysis
of the WAPB/WPB Boolean functions.

1. We present several constructions of WAPB Boolean functions based on Siegenthaler’s
method. We introduce a new class of WAPB Boolean functions, known as com-
plementary weightwise almost perfectly balanced (CWAPB) Boolean functions, and
identify the necessary and sufficient conditions under which the function is special

WAPB (SWAPB) as defined by Gini and Méaux in their INDOCRYPT 2022 paper.

Specifically, we propose a method for constructing a class of n variable WAPB func-
tions by extending the support of a known n variable WAPB Boolean function, where
n = ny2" for some integer m, with ng being odd. This approach, combined with an
elegant construction of WPB functions proposed by Mesnager and Su, gives a gen-
eralized framework for constructing WAPB functions that is applicable for arbitrary

n.

2. For two Boolean functions f : FJ* — [, and g : ) — Ty, we define the direct sum
h(z,y) = f(z) + g(y) as a Boolean function over F;*"" for z € Fy* and y € F3.
We study the direct sum construction of WAPB and WPB Boolean functions and
establish a general condition under which the direct sum £ results in a WAPB/WPB
Boolean function. Given f and g each being either WAPB or WPB, we investigate
two cases under which h is WAPB or WPB. Our findings refine the earlier result by

X



Carlet et al. on the construction of WPB functions and compute the weight of h over
Ex. for k € [1,n— 1] earlier proved by Zhu et al. that the direct sum of several WPB

functions.

We propose a recursive construction of WPB functions based on direct sum and es-
tablish an upper bound to the algebraic immunity of the resulting functions. The
constructed functions also exhibit high nonlinearity over F. Furthermore, we de-
fine another subclass of WAPB functions called alternating WAPB (AWAPB), which

enable a recursive direct sum construction method for generating WAPB functions.

. We propose a general construction method for a class of WAPB Boolean functions
based on the action of a cyclic permutation group P = (r), where 7 € S,, is a per-
mutation on n elements, acting on Fy. In particular, we studied the WAPB/WPB
Boolean functions generated due to the action of two significant permutation groups,
(1) and (o), where 1) is a distinct binary-cycle permutation and o is a rotation. When
n = 2™ for m > 0, a particular case of this construction is a WPB Boolean function
in 2" variables, proposed by Liu and Mesnager in Design, Codes and Cryptography,
2019. We evaluate the nonlinearity and weighted nonlinearities of the functions ob-
tained from this construction, and as a result, the derived bounds improve upon those
established by Liu and Mesnager. We theoretically analyze the cryptographic prop-
erties of the WAPB functions derived from these permutations and experimentally

evaluate their nonlinearity parameters for n between 4 and 10.
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Summary

Boolean functions are fundamental component to the design of symmetric key crypto-
graphic primitives, both in stream ciphers and block ciphers. The cryptographic properties
of Boolean functions have been defined over ;. However, in stream cipher FLIP, the input
to the filtering function is restricted to E» , C F3, where E» ,, = {z € F} : wy(z) = 3}.
This shift needs the development and analysis of Boolean functions that exhibit strong cryp-
tographic properties over such restricted domains.

This thesis focuses on the study and constructions of two classes of Boolean func-
tions: Weightwise Perfectly Balanced (WPB) and Weightwise Almost Perfectly Balanced
(WAPB) Boolean functions. A Boolean function is said to be WPB if it is balanced on
Ern = {z € F} : wy(z) = k} forall k € [1,n — 1], and the existence of such functions is
limited to cases where n is a power of 2. Therefore, WAPB functions have been introduced
in the literature that are almost balanced in each subset Ey ,, for all £ € [0, n — 1]. Since it is
challenging in optimize all cryptographic criteria of Boolean function over 3, it is crucial
to study trade offs especially when the function must be balanced or almost balanced on
each subset Ey, ,, for all k.

We begin with the definitions of WPB and WAPB Boolean functions and then investi-
gate several methods of constructing such functions with better cryptographic criteria such
as their weightwise nonlinearity and weightwise algebraic immunity. We generalize WPB
constructions by Mesnager and Su in [[77], and Liu and Mesnager in [ ?] to arbitrary n. We in-
troduce several secondary and recursive constructions based on Siegenthaler’s construction
over restricted domain, which are further extended to construct WAPB Boolean functions
by lifting the support of lower dimensional WAPB functions. We discuss the cryptographic
properties of such resultant functions.

A key contribution of this thesis is the use of group actions (particularly, cyclic sub-
groups of the symmetric group) to construct WAPB Boolean functions with strong non-
linearity and weightwise nonlinearity. We establish improved lower bounds for these pa-

rameters. Additionally, we study the direct sum of WAPB and WPB functions, initially



CONTENTS

analyzed by Carlet et al. in [20] for WPB case. In this thesis, we identify those conditions
under which the resulting function remain to be WAPB and WPB. Several propositions are
provided to demonstrate balancedness, nonlinearity, and algebraic immunity in the direct
sum framework.

Experimental results validate our theoretical findings and show that the constructed
WAPB functions exhibit improved cryptographic properties compared to existing functions,
especially for n not a power of 2. We provide a detailed comparison with known results
and upper bounds for weightwise nonlinearity.

In conclusion, this thesis contributes both novel constructions for WAPB Boolean func-

tions that are useful in lightweight cryptographic applications such as FLIP.
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Chapter 1

Introduction

The research presented in this thesis focuses on the study of Boolean functions and their
critical role in modern cryptography, particularly in the framework of symmetric key en-
cryption. To understand the significance of Boolean functions in cryptographic design, it
is important to consider how cryptography has evolved from its early origins as a tool for
securing messages in puzzles and military communication to its current role in protecting
digital information.

In this chapter, we provide a concise overview of the fundamental concepts of cryptog-
raphy and trace its evolution into modern cryptographic practices. We introduce various
cryptographic primitives and discuss their roles in achieving security objectives such as
confidentiality, integrity, and authenticity.

Subsequently, we focus on stream ciphers, a class of symmetric key encryption schemes,
by describing their general structure and also emphasizing the significant role of the Boolean
function, which is a map from {0, 1} — {0, 1}, in their design. Special attention is paid
to the use of Boolean functions in constructing secure stream ciphers, particularly in the
context of fully homomorphic encryption. Additionally, we highlight the importance of

Boolean functions in the structure of block ciphers.

1.1 Motivation

Classical cryptography was initially developed to enable two individuals to communicate

securely over insecure channels, ensuring that any eavesdropper capable of monitoring all



1 Introduction

communication between them would be unable to extract the original message, known as
the plaintext, from the transmitted content, referred to as the ciphertext. Transformation of
plaintext into ciphertext is called encryption and is ensured by a cipher. One of the earliest
known ciphers was the Scytale cipher, used by the Spartans in ancient Greece in the 7th
century BC. The famous Caesar cipher, named after the Roman general, politician Julius
Caesar, was used in 46th BC to communicate with his generals during military campaigns
securely. Cryptography was crucial during World War I and World War II in securing mil-
itary communications and gathering intelligence. Notable examples include the German
military’s use of the Enigma [55] and Lorenz cipher machines [32]. In 1948, Claude Shan-
non laid the theoretical foundation through two landmark papers on information theory
[Sh48] and cryptography [Sh49], both of which have a significant influence on modern
cryptography and cryptanalysis. Since then, cryptography has evolved significantly with
the advent of computers and digital systems. Now, it goes beyond secret communication to
include advanced mathematical methods for securing digital data, protecting computational
systems, and enabling secure distributed computing against adversarial threats.

The primary objective of cryptography is to protect information from unauthorized ac-
cess, modification, and impersonation. This is achieved through the following three foun-

dational security principles mentioned in [[76, Chapter 1]:

e Confidentiality: It ensures that messages exchanged during communication can
only be read by intended recipients. Even if an active or passive adversary, who has
access to the transmission channel, is unable to derive any meaningful information

about the content of messages exchanged between authorized recipients.

e Integrity: It ensures that the content of exchanged messages during a communica-
tion cannot be unauthorizedly modified by an active adversary who has access to the

transmission channel. If an active adversary attempts to modify the content of the
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messages, such tampering can be detected.

o Authenticity: It ensures that the message truly originates from the person with whom
we are communicating and that this person is indeed authorized for communication.
In otherword, it prevents an adversary from impersonating a legitimate source of

messages to any of the authentic communication partners.

In today’s world, cryptography is indispensable, serving a crucial role in a wide range of
activities such as protecting users’ privacy on social networking platforms, enabling se-
cure e-commerce transactions with credit cards, supporting digital currencies, preventing
tampering of legal and financial documents, verifying software updates, and safeguarding
private data stored in online platform.

Cryptographic systems rely on various fundamental building blocks known as crypto-
graphic primitives. Among the most essential primitives are: symmetric key encryption,
asymmetric key encryption. These primitives differ primarily in their use of encryption and
decryption keys.

Asymmetric key encryption, also known as public key encryption, where encryption and
decryption use two different keys. The receiver generates a pair of keys (pk, sk), where pk
denotes the public key and sk the secret key. The public key pk is openly shared and used by
any sender to encrypt messages. Only the receiver can decrypt the received ciphertext using
its secret key sk. Hence, asymmetric key encryption enables multiple senders to communi-
cate privately with a single receiver. In contrast, symmetric key encryption enables private
communication only between two parties who share the same key for the communication
in advance. The first ground-breaking work was by W. Diffie and M. Hellman in [33], for
asymmetric key cryptography by introducing the concept of key exchange over a public
channel.

Symmetric key encryption, also known as private key encryption, involves a single key
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that is shared between the communicating parties. This shared key is used for both encryp-
tion by the sender and decryption by the receiver. In 1883, Auguste Kerckhoffs, in [60],
explicitly stated that a cipher needs to be secure as long as the encryption key remains se-
cret, even if the adversary has complete knowledge of the cipher algorithm. This concept is
now known as Kerckhoffs’ principle and it asserts that the security of symmetric encryption
relies solely on the confidentiality of the shared secret key. As a result, anyone who knows
the key can compromise the confidentiality of the encryption scheme. Thus, the main chal-
lenge is key exchange problem, which arises from the fact that the sender and receiver need
to agree on a secret key before establishing secure communication, but there is no secure
channel available for this exchange.

In [94], Claude Shannon introduced the foundational concepts of confusion and diffu-
sion, which have had a profound impact on the design and security of symmetric ciphers.
There exist two classes of symmetric ciphers: block ciphers and stream ciphers, which are
based on the process of encryption of plaintext. A block cipher is a specific type of sym-
metric encryption scheme that operates on fixed-size blocks of the plaintext. The plaintext
message m is divided into blocks of size ¢ (e.g., 64 or 128 bits), denoted as mq, mo, - - - and
also known as a message block. If the message length is not a multiple of the block size ¢,
then it is typically padded to fill the last message block. Each block is encrypted individ-
ually using a secret key k. Mathematically a block cipher encryption can be seen as: for a
fixed k, and for each block m; € X, the encryption function is defined as f; : X — &,
which transform each block m; to fy(m;). Thus, fj is bijective for a fixed k. Hence, at the
receiver end, m can be recovered using the decryption function, which is the inverse of f;.
The block cipher literature is well developed, and one may refer to [62]. One of the earliest
widely adopted block ciphers is Data Encryption Standard (DES) developed by IBM in the
1970s. However, by the 1990s, the 56-bit key size had become vulnerable to brute-force at-

tacks. As aresult, DES was replaced by more robust algorithms such as Triple DES (3DES)
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by Merkle and Hellman in 1981 and later in 2001, the Advanced Encryption Standard (AES)
or, proposed as Rijndael [25] was adopted by NIST, which supports much larger key sizes
(128, 192, or 256 bits) and block size of 128 bits, offering significantly stronger resistance
against brute-force attacks. Other popular block ciphers are CAMELLIA [block size: 128
bits; key size: 128, 192 or, 256 bits] jointly developed by NTT and Mitsubishi Electric Cor-
poration, RC6 [bock size: 128 bits; key size: 128, 192 or, 256 bits] [84], SERPENT [block
size: 128 bit; key size: 128, 192 or, 256 bits] [9], CAST-256 [block size: 128 bits; key size:
upto 256] [[I]], TWOFISH [block size: 128 bits; key size: 256] [91]]. Most of the block ci-
phers employ a substitution-box, commonly referred to as an S-box, to perform substitution
operations. An S-box takes an input of m-bits and produces an output of n-bits, which can
formally described as (m,n)-Boolean function or a vectorial Boolean function. In block
cipher design, a very popular structure is substitution-permutation networks (SPN), where
the permutation boxes (or P-boxes or a (n,n)-Boolean functions) together with S-boxes
are used to make the relation between plaintext and the ciphertext difficult to understand.
It can be observed that an (m, n)-Boolean function consists of n individual Boolean func-
tions, each taking m input bits. Specifically, for an input binary vector (x1, z2, - , Zym),
the output is a binary vector (y1,ys, - -+ , ¥, ) and the coordinates yy, yo, - - - , y,, are the out-
puts of Boolean functions evaluated over (z1, xo,- - , x,,). For additional information on
vectorial Boolean functions and their cryptographic criteria, refer to [19, Chapter 2].
Stream ciphers are a class of symmetric key encryption schemes that encrypt the plain-
text messages one bit (or, a small block like 4-bits, a byte) at a time. Letmy, mo, mg--- € X
be the plaintext sequence, where X" typically represents the binary set {0, 1}. A keystream
k1, ko, k3, - - - is generated from a short initial secret value k, referred as secret key, which

is assumed to be securely shared beforehand between the communicating parties. For each
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1, the encryption is performed by a function fj, : X — X, defined as

fr,(my) =m,; @ k;

where & denotes the bitwise XOR (i.e., eXclusive OR or, addition mod 2). Consequently,
stream cipher takes the plaintext string mq, ms, ms - - - € X and outputs a ciphertext string
c1,C9,C3,-+- € X, where ¢; = fi,(m;). Similarly, decryption involves applying the in-
verse of fi, (here, f, itself) to recover the plaintext string from the ciphertext string. The
security of the stream cipher depends on the unpredictability of the keystream. A sequence
is considered unpredictable, if it exhibits randomness. If the keystream ky, ko, k3, - - is a
truly random bits, the resulting encryption scheme (using f,) is known as Vernam Cipher
or, one time pad [57, pp.32-34]. The one time pad achieves perfect secrecy, as defined
in Shannon’s work [94]. In particular, Shannon proved that a necessary condition for a
symmetric-key encryption is that the key must be at least as long as the message. This con-
dition establishes a lower bound on the key length to provide perfect secrecy. However,
generating truly random bits is both practically difficult and computationally inefficient.
To address such a challenge, pseudorandom number generators (PRNGs) are employed. A
PRNG is a determistic algorithm that has one or more inputs called seeds or initial vectors,
and it outputs a sequence of values known as pseudorandom sequence, that appear to be
random according to specified statistical tests provided by NIST [88]. This sequence is as
good as a random sequence, as long as we consider only a polynomial time observer. We
call a PRNG a cryptographic PRNG if the output is unpredictable, given that the seed or ini-
tial vector is unknown. For further mathematical definitions one can refer [57, Chapter-2].
In a stream cipher, the keystream should behave like a pseudorandom sequence, which is
XOR-ed with the plaintext sequence to produce the ciphertext. Hence, a major challenge in
stream ciphers is keystream generation and secret key distribution. For example: SALSA20

[8] and ChaCha20 [[7], are two stream ciphers that are currently considered secure and can
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also be adapted into cryptographic PRNG.

The primary motivation for dedicated stream ciphers is their efficiency, particularly in
hardware-constrained environments where minimizing gate count and low power consump-
tion is needed. There are different constructions of stream ciphers with their advantages
and disadvantages in terms of complexity, speed, security, and hardware implementation.
Stream ciphers are widely used in wireless communications, Internet of Things (IoT), and
cloud computing, where lightweight and high-speed encryption are essential. For example,
ChaCha20 [[7] is used in TLS 1.3 [64], [Psec [81], and multiple other protocols. Similarly,
EO stream cipher [42] was used in the Bluetooth system, and SNOW 3G [35], ZUC [89]
stream ciphers in the 3GPP encryption algorithm. In 2004, Europe launched the ECRYPT
project called eSSTREAM [B5], which was solely dedicated to the development of stream ci-
phers. However, out of 34 proposed ciphers with diverse designs, 7 stream ciphers were se-
lected based on two catagories: one for high speed software applications such as Salsa20/12
[8], SOSEMANUK [6], Rabbit [[10], HC-128 [103] and other for hardware-constrained en-
vironment such as Grain-v1 [51]], Trivium [[15], Mickey-v2 [5]. For further informations
regarding stream ciphers refer to [[76, Chapter 6], [57, Chapter 6], [56].

There are several designs of stream ciphers: Linear-Feedback shift register (LFSR)
based stream ciphers [61], Nonlinear-Feedback shift register (NFSR) based stream ciphers
[61], block cipher based stream ciphers [87]], sponge structure stream ciphers [56] and many
more. LFSRs (figure-1.1) are one of the fundamental building blocks used in the design of
stream ciphers, particularly for generating long pseudorandom sequences with good sta-
tistical properties. Most PRNGs consist of one or more bit-unit LFSRs, and to obtain a
cryptographically secure keystream, the output of these LFSRs is either filtered or com-
bined using a nonlinear Boolean function [|19].

Several finalist ciphers from the eSSTREAM project, such as the Grain family and Triv-

ium, employ Boolean functions as either filter or combiner functions in their design. In this
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LFSR LFSR-1
\\ / LFSR-2 f 2
/ ;
LFSR-I
ki
Filter generator Combiner generator

Figure 1.1: LFSR-Based Keystream Generators

context, a major challenge lies in constructing cryptographic Boolean functions that at the
same time exhibit optimal properties such as balancedness, high algebraic degree, high non-
linearity, higher order correlation immunity, and strong algebraic immunity. These crypto-
graphic criteria are essential to resist against various cryptographic attacks, including linear
attack [|102], algebraic attack [23], correlation attack [95], and fast algebraic attack [22],
etc. Therefore, the analysis of such cryptographic Boolean functions remains a challenging
and significant area of research in modern cryptography and information security.

In most existing studies, the Boolean functions used as filter functions in stream cipher
constructions are assumed to be defined over the full input space {0, 1}", without any re-
strictions on the input domain. The field of research concerning Boolean functions is both
extensive and well-developed, yet it continues to present numerous open problems and un-
resolved questions that remain active areas of investigation. In the 1960s, Oscar Rothaus
introduced a special class of Boolean functions known as bent functions [8€[], which achieve
the maximum possible nonlinearity defined over {0, 1}", even n. Patterson and Wiede-
mann [82] in 1983, provided a class of Boolean functions on 15 variables having nonlinear-
ity greater than the quadratic bound (for odd n, discussed in Chapter-f}, subsection P.2.9).

Hence, using [[102], it is possible to show that for odd n > 15, it is possible to have a
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Boolean functions having nonlinearity 2"~ — 2"z 4+20-2"2". So the question is for
9,11 and 13 though for odd n < 7, the maximum nonlinearity of a Boolean function attains
the quadratic bound. Then, Kavut et [59] proved that there exist Boolean functions on odd
n-variables having nonlinearity > 2"~ ! — 2"z if and only ifn > 7.

A recently introduced stream cipher FLIP, which is also discussed in Section R.3, is
based on a filter permutator proposed in [75] in 2016. The structure of the cipher con-
sists of a constant key register, a permutation generator, a pseudorandom number generator
(PRNG), and a filter function, which can be seen in the figure 2.4.1|. At initialization, a ran-
dom short key, which is also served as a secret key, is loaded into the key register. In each
cycle, the pseudorandom number generator (PRNG) generates a bit, according to which the
pseudorandom permutation generates a bit permutation. This permutation is then applied
to the key stored in the key register. The resulting permuted key bits are subsequently input
to a nonlinear filtering function, which produces a single keystream bit as output. In [20],
M¢éaux et al. proposed several instances of FLIP with the key lengths n of 530, 662, 1394
and 1704-bits, where the Hamming weight of the input to the function is 5. The value of
n 1s chosen to satisfy the security requirement (g) > 2, where \ denotes the security pa-
rameter such that 2* is the number of operations required for a brute-force attack. From the
perspective of the current analysis, the filter function used in this kind of structure needs
further investigation.

This thesis is motivated by the underlying structure of the FLIP cipher, with a primary
focus on the study of Boolean functions that are instrumental in the design of nonlinear filter
functions in such a framework. As previously mentioned, it is crucial for any stream cipher
to ensure that the keystream exhibits strong statistical properties, and this is why Boolean
functions used in stream ciphers as filter or combiner functions are to be balanced. However,
in the case of FLIP, the Hamming weight of all inputs to the filter function is fixed and equal

to that of the secret key, as only bit permutations are applied to the key register during each
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cycle. Therefore, it is necessary to construct Boolean functions that are balanced on all
subsets of {0, 1}" consisting of vectors with fixed Hamming weights &, for 1 < k < n — 1.
Such Boolean functions are known as weightwise perfectly balanced(WPB) or weightwise
almost perfectly balanced (WAPB) depending on the form of n, whether (Z) is even or odd.
Claude Carlet, Pierrick Méaux and Yann Rotella first introduced these terms in [20].

Several open questions still remain to be addressed.

Ql. [20] Determine the number of monomials in the algebraic normal form (ANF) as
defined in definition .21, of a WPB Boolean function. This question can similarly

be extended to the ANF of a WAPB Boolean function.

Q2. [20] Tightness in the upper bound of the weightwise nonlinearity NLy(f), i.e. NLy(f)
<3 [(Z) — \/@ ] for WPB or WAPB Boolean functions. The notion of tightness
can only be explored for those values of n and k& where the binomial coefficient (Z) is
a perfect square. In other cases, it remains to be investigated whether the floor value

of this expression provides a tight bound.

Q3. [19] Determine all nonquadratic bent functions whose restrictions to the set of binary

vectors of length n and Hamming weight k£ have null nonlinearity.

1.2 Contribution of the Thesis

The primary contributions of this thesis are based on the study and analysis of Boolean
functions with specific cryptographic properties relevant to the design of the filter function
for stream ciphers such as FLIP [[75]. Motivated by the structure of such ciphers, we fo-
cus on the construction and analysis of weightwise almost perfectly balanced (WAPB) and
weightwise perfectly balanced (WPB) Boolean functions. The specific contributions of our

work into the thesis are outlined as follows:
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L.

II.

III.

A class of weightwise almost perfectly balanced Boolean functions [29].
We introduce a new class of WAPB Boolean functions, known as complementary
weightwise almost perfectly balanced (CWAPB) Boolean functions, and identify the

conditions under which the function is special WAPB (SWAPB) defined in [44].

We also propose a construction method for a class of n-variable WAPB Boolean
functions from the known support of an ny-variable WAPB Boolean function where
ng < m. This is a generalization of the construction of a WPB Boolean function by

Mesnager and Su [[77].

Furthermore, we present a modified class of WAPB Boolean functions derived from
the above generalized construction. The modified functions exhibit significantly im-

proved nonlinearity and weightwise nonlinearity.

On some constructions of weightwise almost perfectly balanced Boolean func-
tions [28].

We present a construction on WAPB Boolean functions by perturbing the support
vectors of a highly nonlinear function in the construction presented in [29]. The
nonlinearity and weightwise nonlinearities of the modified functions improve sub-

stantially.

Constructing WAPB Boolean Functions From the Direct Sum of WAPB Boolean
Functions [30].

We study the construction of WAPB and WPB Boolean functions by the direct sum
defined in Definition of two WAPB/WPB Boolean functions. A general result
in this direction is established. We have presented some cases when the direct sum

results in a WAPB/WPB Boolean function.

Several new constructions of WAPB/WPB Boolean functions are introduced in this

15



1 Introduction

IV.

1.3

context. Some results on the direct sum of WAPB/WPB Boolean functions presented

by Carlet et al. [20] and Zhu et al. [[106] are direct consequences of our findings.

Weightwise Almost Perfectly Balanced Functions, Construction From A Permu-
tation Group Action View [31]].

We explore two significant permutation groups, (1) and (o), where 1 is a distinct
binary-cycle permutation and o is a rotation. We propose a general method to con-
struct a class of WAPB Boolean functions using the action of a cyclic permuta-
tion group on F. This class generalizes the Weightwise Perfectly Balanced (WPB)
Boolean function construction by Liu and Mesnager [66] to any n. We theoretically
analyze the cryptographic properties of the WAPB functions derived from these per-
mutations and experimentally evaluate their nonlinearity parameters for n between 4
and 10. We obtain a lower bound on nonlinearity and weightwise nonlinearities for
the constructions and as a result, the derived bounds improve upon those established

in [66].

Organization of the Thesis

. In Chapter [, we discuss the necessary definitions and notation related to Boolean

functions that are used throughout the thesis. Fundamental cryptographic criteria
such as algebraic degree, balancedness, nonlinearity, and algebraic immunity are dis-

cussed. The chapter concludes with the design principles of a stream cipher FLIP.

. In Chapter B, we define the concept of weightwise perfectly balanced (WPB) and

weightwise almost perfectly balanced (WAPB) Boolean functions. We revisit the
cryptographic properties of Boolean functions when restricted to a set of constant

Hamming weight vectors.
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3. In Chapter [, we present several fundamental results related to binary Krawchouk
polynomials in the case where ¢ = 2. Specifically, we compute the minimum value
of the binary Krawchouk polynomial of a fixed degree k. Towards the end of the

chapter, a graph theoretic importance of our findings are discussed.

4. In Chapter[§, we explore several secondary constructions of WAPB and WPB Boolean
functions. A recursive approach is proposed to generate a class of WAPB Boolean
functions from a known WAPB function. This construction combines the technique
of Siegenthaler’s method and the support of the WPB function proposed by Mesnager
and Su [77]. We introduce a modified class of WAPB Boolean functions derived from
the generalized construction, which exhibits improved nonlinearity and weightwise
nonlinearities. The chapter concludes with experimental results and comparative ta-

bles for various values of n.

5. In Chapter [f, we establish a general expression that characterizes when the direct
sum of two WAPB Boolean functions gives a WAPB Boolean function. Specifically,
we identify two cases where direct sum results in either a WAPB or a WPB. Addi-
tionally, we propose a recursive construction based on direct sum to construct a WPB
Boolean function and analyze its cryptographic properties, including nonlinearity and

algebraic immunity.

6. In Chapter [1, we explore two significant permutation groups, () and (o), where 1)
is a distinct binary-cycle permutation and o is a rotation as defined in Section [7.1.1]
We theoretically analyze the cryptographic properties of the WAPB functions derived
from these permutations and conduct experimental evaluations of their nonlinearity
and weightwise nonlinearity for n ranging from 4 to 10. Both the class of WAPB
Boolean functions derived from the permutation group cover the WPB Boolean func-

tions by Liu and Mesnager in [66]. Furthermore, this chapter establishes improved
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lower bounds on nonlinearity and k& weightwise nonlinearities of functions.

7. In Chapter [, we outline several open problems and future research directions that

emerge from the findings in this thesis.
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Chapter 2

Preliminaries

2.1 Introduction

Boolean functions are essential in both cryptography and error-correcting codes. In crypto-
graphic applications, they serve as a core component in the design and analysis of symmetric-
key primitives, including stream ciphers and block ciphers. This chapter presents the nec-
essary definitions and notations related to Boolean functions that will be used throughout
the thesis. We begin by defining a Boolean function and discussing various representations.
Subsequently, we provide the definitions of the key cryptographic criteria, including alge-
braic degree, balancedness, nonlinearity, and algebraic immunity. Additionally, we high-
light several results concerning these cryptographic properties and see how these properties
work in specific classes of Boolean functions.

The binary field Fs, also denoted GF'(2), is a finite field consisting of two elements
0 and 1. The operations defined over [y are binary addition and binary multiplication,
both defined by modulo 2 arithmetic. Specifically, Binary addition “+4” corresponds to
the XOR “@®” and binary multiplication “-” corresponds to AND “A” operations. Let F5

be the n-dimensional vector space over F. We express every vector x € FZ as per the

standard basis of Fy and write a vector z as (1, x2,- -+ ,x,) in the usual coordinate form
or as x1 Iy . .. T, in the binary string form. For any two vectors © = (x1, 23, ,x,) and
y = (y1,Y2,*+ ,Yn) in Fy, the inner product usually denoted as “-” is defined as z - y =

T1-Y1+ T2 Y2+ -+, -y, inFo. A natural total order on 7 is lexicographic ordering.
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For any vectors © = (21,29, -+ ,x,) and y = (y1,Y2, -+ ,Yn) in FY, we say that x <
y is in lexicographic order, if there exists an index k£ € [1,n] such that x1 = y;, 29 =
Yoy ooy Tho1 = Y—1 and xg < Y.

We denote [i,j] = {i,i + 1,...,5} for two integers i, j with i < j. The notation,
0" = (0,0,...,0)and 1" = (1,1,...,1).

2.2 Boolean Function

A Boolean function in n-variable is a function from F7 to 5. The set of all n-variable
Boolean functions is denoted as B,, and hence, the cardinality of B3, is 22". Here, n denotes
the number of variables or, the input bits to the function f.

For positive integers n, m, an (n, m)-function or vectorial Boolean function is a function

F : F3 — F3'. An (n, m)-function can be viewed as

F(xhx%”' 7‘7:”) - (f1<1’1,l’2,"' an)an(‘rbIQa"' 7l’n)7"' 7fm('r17I27"' 71‘”)),

where each f; : F — F, is an n-variable Boolean function for ¢ € [1,m]. Similarly, a
function from F7 to R is said to be a pseudo-Boolean function.

The support of vector x € F} is defined as the set supp(z) = {i € {1,2,...,n} :z; #
0}. The Hamming weight of z, denoted as wy (), is the number of nonzero coordinates in
x ie., wy(x) = |supp(z)|. Similarly, the Hamming distance between two vectors = and y
in F%, denoted as dy(x,y), is defined as dy(z,y) = |{i € [1,n] : z; # y;}| = wn(z + y).
A vector x € T} is called a true point of a Boolean function f if f(z) = 1. The support
of function f is the set supp(f) = {z € F} : f(z) = 1}, and the Hamming weight of f,
denoted as wy(f) is given by wy(f) = |supp(f)|. The Hamming distance between two

functions f and g, denoted as dy(f, g) is defined as
du(f9) = {z € Fy : f(x) # g(2)} = wa(f ® 9),
where f @ g denote the bitwise XOR of f and g.
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r1 Ty w3 | f(x)
0 0 0 0
0 0 1 1
0 1 0 1
0 1 1 0
1 0 O 1
1 0 1 0
1 1 0 1
1 1 1 0

Table 2.1: Truth Table representation of a function f € Bs.

2.2.1 Representations of Boolean functions

Boolean functions can be expressed in multiple equivalent forms. The following three rep-
resentations are most commonly used in cryptography and coding theory.

Truth table: A classical representation of a Boolean function is its truth table, also known
as the look-up table representation. This representation can be viewed as a binary string of
length 2™ if the vectors of ordered by a total ordering of ;. We use lexicographical order

for this purpose. Hence, the truth table representation f € B, is given by

f=1(£(0,0,...,0), f(0,0,...,1),..., f(1,1,...,1)), (2.1)

where inputs are ordered lexicographically. This representation of a Boolean function f €

B,, corresponds to a vector in F3 .

Example 2.2.1. A truth table representation of a 3-variable Boolean function f : F3 — Fy

given in the Table 1s 01101010 following the lexicographically ordering.

Algebraic normal form: The Algebraic normal form (in short, ANF) representation is an

n-variable polynomial representation over IFy in the ring Fy [, 2, . .., x,]/ < 241, :1:% +
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To, ..., 72 + x, > of the form

fl@) = Y w (Ha:>

IC[1,n] il

= ag+ Z a;r; + Z Q; jTiTj + ...+ A1, pT1T2 " Ty (2_2)
=1

1<i<j<n

for ag,ay,as, -+ ,a14..,, € Fo. The above representation in Equation @) can also be

14 )

written in the form f(x) = > a,xytxy? - - - 2t where the coefficients a,, are

from Fy. As 2? = x;, every V(;;{Z.gig?:?iQ f () appears with exponents either 0 or 1.

Any polynomial p(z) € Folzy1, 19, ..., 2,]/ < 23+ 21,23+ 2o, ..., 2% +,, > defined
in Equation , defines a map from [F} to Iy, hence a Boolean function. Since, there are 22"
polynomials in this ring, implies a 1-1 correspondance between 3, and Fy[x1, 2o, . .., x,]/
<z, 2i+ T, .., 2 T, >

From a truth table of a Boolean function f € B,,, the ANF of f can be computed as

fl@) =" fla)da(z) = D fla)d(x) (2.3)

a€ly acsupp(f)
where 0, is the Kronecker symbol at a € F} and equals to d,(z) = [](z; + a; + 1).
=1

Example 2.2.2. The ANF of the function in Example can be computed using Equa-
tion 2.3 as follows. Here, supp(f) = {001,010, 100,110} C F3. Then 6,(x) for a €
supp(f) are (z1 + 1)(z2 + 1)xs, (21 + Daa(xs + 1), 21 (22 + 1) (23 + 1) and zy29(23 + 1),
respectively. Therefore, the ANF of the function is f(z1, 22, 23) = (x1 + 1)(x2 + 1)x3 +

(x1 + Dag(xs + 1) + 21 (22 + 1) (23 + 1) + 21209(23 + 1) = 2109 + 71 + T2 + T3.

Trace Representation: Let Fon, also denoted as GF'(2"), be the finite field with 2" ele-
ments, which is an extention of ;. For every n, such a field exists and is unique up to
isomorphism. Since Fa» is a n-dimentional vector space over [Fy, we can construct a vector

space isomorphism ¢ from F?} to Fy.. For a vector x = (x1, 9, - ,x,) in F4, this map
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is defined by ¢(x) = 11 + Tos + - - - + T, where {ay, ag, - -+, @, } is a Fo-basis of
. . 2 277,71
Fan. In particular, we choose {ay, s, -+ , .} as a normal basis {a, a?,--- ,a* } for
-1
a € Fyn and decompose 7 = z1a + 290 + - - - + 1,0 for (z1, 29, -+ ,2,) € F.

Definition 2.2.1. The cyclotomic classes of 2 modulo 2" — 1 are defined as

where o(;) is the smallest positive integer such that j2°0) = j mod (2" — 1). It is clear

that o(j) is the size of the cyclotomic class containing j.

The smallest element in each cyclotomic class C(j) is called the coset leader of the

class.

Example 2.2.3. Let n = 4. Then for j € [0,2" — 2], the cyclotomic classes 2 modulo 15
are C'(0) = {0}, C(1) = {1,2,4,8}, C(3) = {3,6,12,9}, C(5) = {5,10} and C(7) =
(7,14,11, 13}

Proposition 2.2.1. The size of the cyclotomic classes C(j) divides n, i.e. o(j)|n.

Definition 2.2.2. Let r|n. For a € Fyn, the trace T («) of a over Fy- is defined by

2"1—7"

Tr(a)=a+a® +o® +- +a

T

For 7 = 1, the trace map Tr}(a) = a + o + o + --- + a®" over Fon is called

absolute trace map.

Proposition 2.2.2. Every n-variable Boolean function f can be represented in the form

2" -1

flx) =Tri() Bi'), (2.4)
1=0

where 3; € Fan.
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The representation in Equation .4 can be transformed to the following representation.
Let I'(n) be the set of all the coset leaders of the cyclotomic classes C'(j) of 2 modulo 2™ —1.
Then,

flz) = Z Trf(j)(ﬁjxj) + Bogn_q2* ! (2.5)
j€l(n)
where 3; € Fyo;) forall j € I'(n), fon_y € Fy.
The representation in Equation 2.4 is called an absolute trace representation of f, and

the representation in Equation R.3 is called the subfield trace representation of f.

Proposition 2.2.3. The set of all n-variable linear functions has the trace form f(x) =

Tr}(ax) for a runs through the finite field Fon.

2.2.2 Algebraic degree

Definition 2.2.3. The algebraic degree (or simply, degree) of the ANF of a Boolean func-
tion, denoted by deg( f), is defined as

deg(f) = max {|I] : ar # 0},

IC[ln
where ay is the coefficient of the monomial [] z; in the ANF of f (see Equation R.2).
iel

That is, the number of variables in the highest order monomial in the ANF with a nonzero

coefficient.

Consequently, the deg(f) is well defined for every Boolean function due to the exis-
tence and uniqueness of the ANF of Boolean functions. For f,g € B,, deg(f + g) <
max{deg(f),deg(g)}. Forexample: f(z1, s, x3) = 12223+ x 123+ 1 and g(z1, 9, x3) =
x1wows. Here deg(f) = 3 and deg(g) = 3 but deg(f + ¢g) = 2. Similarly, deg(fg) <
deg(f) + deg(g).

A Boolean function f is said to be affine ifand only if deg( f) < 1i.e., it can be expressed

in the form [, ,(z) = a - © + b where a € F} and b € . If b = 0, the function is said to be
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lineari.e.l,(x) = a - x for a € F}. In particular, constant functions are of degree 0 and are

therefore also considered affine. Let A, be the set of all affine functions, then | A, | = 2",

2.2.3 Walsh-Hadamard Transform

Definition 2.2.4. The Walsh-Hadamard transform of any Boolean function f € B, is an
integer-valued function W : 5 — 7Z defined by
Wila) =) fla)(=1)* (2.6)
z€Fy

where a - * = a171 + aswe + - - - + a,T,, the inner product in F5.

The function f can be recovered from the Walsh-Hadamard transform by the inverse

Walsh-Hadamard transform

1 w-T
fla) =5 D Wilw)(=1)". @7
wely
Definition 2.2.5. The Walsh transform of f € B, is the function Wy : F; — Z defined by
Wya) = ) (~1)f@re (2.8)
zelFy
We say, W(a) for a € F3 is the Walsh coefficient of f at a and {Wy(a) : a € F3} is

the Walsh spectrum of f or spectral coefficients of f.

Example 2.2.4. The Walsh spectrum of f, presented in Example R.2.1], is presented in the

following table:

w 000 [ 001010 [0LL[ 100 | 101 | 110 | L11
Wia)| 0 | 0 | 0] 0 |—-4] 4| 4] 4

Table 2.2: Walsh spectrum of f in Example 2.2.1].

The following are some key identities on the Walsh transform of a function f € B,,.
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Proposition 2.2.4. Let f € B,,. Then

1. Y Wya) = 27(=1)7O),

aclFy

2. Parseval relation: Z Wi(a)? = 2%

aclFy

3. Relation among Walsh-Hadamard transform and Walsh transform:

_J2r=2Wi(a) ifa=0"
r(a) = {—ZW];(@) ifa # 0.

4. 25 < max |[W;(a)| <27
a€Fy

Proposition 2.2.5. If f € B,, then

f2r —=2wu(f) Jora=10"
Wf(a)_{ 2”—2W:(f+la) Sora # 0™

where l,(z) = a - z for € F}.

Definition 2.2.6. The bias of an n-variable Boolean function f is defined by

wh(f
Prise) =1 = 80
For a € F%, the bias of the Boolean function f(z) + a -z is Prif(z) +a -z = 1] =
W =z (1 — Wg—@) . It can be observed that the smaller the value of W (a) results
the higher bias of f(x) + a - x and that implies the greater deviation of f(z) from the linear

function [,(x) = a - x.

2.2.4 Balancedness

A Boolean function f € B, is balanced if the Hamming weight wy(f) = 2"~!. This
indicates that f outputs 1 for exactly half of the inputs in 7. In the design of stream ciphers,
Boolean functions are often required to be balanced, to ensure a uniform distribution of 0

and 1 in the output. The total number of balanced Boolean functions in n variables s (,. ;).
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Proposition 2.2.6. 1. If f € B, is balanced, then deg(f) <n — 1.
2. Forany g € B,_1, g(x1,%s,...,2,_1) + T, in n variables is balanced.
3. Any non-constant affine function is balanced.
4. A Boolean function f € B, is balanced if and only if W;(0") = 0.

2.2.5 Nonlinearity

Definition 2.2.7. The nonlinearity of f € B, is defined as

NL(f) = min dy(f,1,)

la€An

where A, = {a-x+b:a € F}andb € F,} is the set of all affine functions.

The nonlinearity of a Boolean function is one of the fundamental cryptographic prop-
erties. If a Boolean function is used in a cryptographic algorithm, it must have high nonlin-
earity to protect against the best affine approximation attacks [76]. In this subsection, we

provide some results on the nonlinearity of Boolean functions.

Lemma 2.2.7. Let f € B,,. Then, for a € F§ and b € s,
1
dH(f7 la,b) = WH(f + la,b) = 2n—1 + (_1)b§Wf(a)

From Definition and Lemma R.2.7, we have the relation between NL and W (a)

as follows.

Proposition 2.2.8. For f € B,, NL(f) = 2"! — £ max |W;(a)|.

acFy
Hence, the nonlinearity of a Boolean function depends on the maximum absolute value
of its Walsh spectrum. Using the results in Proposition 2.2.4, we have the following bounds

on nonlinearity.
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Proposition 2.2.9. Let f € B,. Then 0 < NL(f) <27 ! —2271,

Definition 2.2.8. A Boolean function f € B, is called bent if the nonlinearity of f reaches

the upper bound i.e., NL(f) = 271 — 221,

Equivalently, it can be stated that a Boolean function f € B, is bent if and only if
[Wi(a)] = 25 forall a € Fy. As Wy(a) is an integer-valued function, a bent function
exists only when n is even. There always exists a bent function for every even positive
integer n; for example, f(x) = x129 + 2324 + - - - + 2,17, is a bent function [86].

Since |W;(0")| = 22 for a bent Boolean function f € B,, bent Boolean functions are
not balanced, although they have the highest nonlinearity. The following result provides

the upper and lower bounds for the balanced Boolean functions [69, 58, [70].

Proposition 2.2.10. Let f € 3, (n > 3) be balanced. Then the nonlinearity of f is given

by
on=1 _ 931 _ 92 ifniseven

NL(f) < { [[2n "t =227t ] ifnisodd

where | |z || denotes the maximum even integer less than or equal to .

Construction of nonlinear Boolean functions is often based on extending the number of
variables from some known Boolean functions of a smaller number of variables. Proposi-
tion and Proposition present the nonlinearity of two simple ways of construc-

tion.

Proposition 2.2.11. Let f € B, and g € B, 11 such that g(x,z,11) = f(x) + cx,q1, where
c € Fy,x € FY and x, 11 € Fo. Then, NL(g) = 2NL(f).

Proposition 2.2.12. Let f, g € B,. Then the function h € B, defined as h(z,z,1) =
(1 + zpi1) f(2) + 2pi19(x) where © € Fy and v,y € Ty has nonlinearity NL(h) >

NL(f) + NL(g).
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In general, if f, g € B, then NL(f 4+ ¢g) < NL(f) + NL(g).

Definition 2.2.9. Let f € B,, and g € B,,, the direct sum h € B,,.,, of f and g is defined

as h(z,y) = f(z) + g(y), for x € F} and y € F3".

Proposition 2.2.13. /92, 101] Let h € B, defined as h(x,y) = f(z) + g(y) for x € F}
andy € Fy'. Then
Wi(a,b) = We(a) - Wy(b)  and

NL(k) = 2™NL(f) + 2"NL(g) — 2NL(#)NL(g) > 2NL(f)NL(g).

Similarly, the following is the result on the nonlinearity of the product of two Boolean

functions.

Proposition 2.2.14. Let h € B,, ., defined as h(z,y) = f(x)g(y) for x € F§ and y € F}".
Then NL(h) > NL(f)NL(g).

Let n be odd. The equality of the upper bound in Proposition is not achieved.
Hence, NL(f) < 2"~' — 227! for n is odd. If f € B,_; is a quadratic bent function and
let ¢ € B, be defined as g(x1,z9,...,2,) = f(x1,29,...,2-1) + Tn, then NL(g) =
2NL(f) = 2nt — 2"2" (from Proposition R.2.11)). Patterson and Wiedemann [82, 102]
provided a class of Boolean functions in n > 15 variables having nonlinearity 2"~ — 2" +
20-2"%", which s greater than the quadratic bound. Later, Kavut et al. [59] in 2007, proved
that there exist Boolean functions in odd n variables having nonlinearity strictly greater than
on=1 _ 2"3" if and only if n > 7. The following proposition provides a summary of the

above discussion.
Proposition 2.2.15. /54, 53, 80, 82] Let f € B,,. Then the following holds.

i. Ifn is even, then max{NL(f): f € B,} =271 — 2271,

n—1

ii. Ifn=23,5,7, thenmax{NL(f):;f € B,} =2""1-2"=2.
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iii. If n > 9 and n is odd, then

n—1

2" 1 — 2" <max{NL(f): f€B,} <2|2"?—227?].

2.2.6 Algebraic Immunity

Algebraic immunity is a cryptographic property of a Boolean function that measures the
resistance of a cryptographic system, particularly stream ciphers, using the Boolean function
against some types of algebraic attacks. This concept was first introduced by Courtois
in [22]. In this subsection, we define the algebraic immunity of the Boolean function and

provide the bounds of the algebraic immunity.

Definition 2.2.10. Given f € B,,, anonzero g € B, is called an annihilator of f if fg = 0,
ie, f(x)g(x) = 0 for all x € F}. The set of all annihilators of f € B, is denoted by
Ann(f).

The algebraic immunity of f € B, is defined as
Al(f) = min{deg(g) : g € Ann(f) U Ann(1+ f)}.
Proposition 2.2.16. /23] For any f € B, we have Al(f) < [2].

Example 2.2.5. [27] Let f € B,, be defined as

Fa) = {1 ifwy(z) < 2

0 otherwise.

Then Al(f) = (%1 i.e., f has optimal algebraic immunity.

2.3 Symmetric Functions

Symmetric Boolean functions are a class of functions with the property that they are indis-

tinguishable from different inputs with the same Hamming weight.
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Definition 2.3.1. Let f € B,. Then f(x) is called a symmetric Boolean function if for

every permutation 7 € S,,, we have

f(xﬂ'(l)7xﬂ'(2)7 cee 7x7r(n)) = f(xhx% e 7xn>‘
The set of all symmetric Boolean functions in n variables is denoted by S,,.

Let ¢¢(x) fort = 0,1,...,n, be the homogeneous symmetric functions where all mono-
mials of degree ¢ are present in the ANF of ¢,. These functions are also known as elementary

symmetric functions in n variables. The ANF of ¢, are presented as

¢0($) :17
d1(x) =1+ 20+ -+ 2y,

Ga(x) =r129 + T1X3 + -+ - + T1Tpy + Tolsz + Tolg + -+ + Tpo1Tp,

On(T) =x12923 - - T

Proposition 2.3.1. The set of all n-variable symmetric Boolean functions, S, forms a vec-

tor space of dimension n + 1 over Fy. Moreover, {¢,}}_, forms a basis on S,,.

The Walsh spectrum of a symmetric Boolean function f € &, can be computed as

follows.

_ (_1)f(x)+a-x
k=0 wyy(z)=k

S S
k=0 wh (x)=k
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where

Ki(x,n) = i(—”j C) (Z _ j)

J=0

is the Krawchouk polynomial of degree k which is discussed in detail in Chapter f. Sav-
icky [90] proved that the only Boolean functions in n variables that are symmetric and bent
have degree 2. The following result provides that there are only 4 distinct symmetric bent

functions in n-variables of degree 2.

Proposition 2.3.2. If f € B, is a symmetric bent function, then the ANF of f is

n

flzy, 20, ... 2p) = Z xixj+chi+d

1<i<j<n i=1

with ¢, d € TFs.

2.4 Symmetric Key Cryptography

A symmetric key encryption scheme [57] is defined by three functions: a probabilistic key
generation function (Gen), encryption function (Enc), and decryption function (Dec) over

a key space KC, a message or plaintext space M and a ciphertext space C along with

1. Key generation (Gen): The Gen is a probabilistic function that takes an integer n
(security parameter) as input and outputs a key & from the key space K of length [(n)

using a distribution. Here, [(n) is a polynomial on n.

2. Encryption (Enc): The encryption function Enc : K x M — C, takesakey k € K

and a message m € M as input, produces a ciphertext ¢, i.e., Enc(k, m) = c.

3. Decryption (Dec): The decryption function Dec : K x C — M, takesakey k € K

and a ciphertext ¢ € C as input, outputs a plaintext m, i.e., Dec(k, c) = m.
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A symmetric encryption scheme must satisfy the correctness criterion that for every key

k € KC output by Gen and every message m € M, it holds that
Dec(k,Enc(k,m)) = m.

Stream Ciphers are a type of symmetric encryption that employs pseudorandom gener-
ators to expand a relatively short random key into a significantly longer pseudorandom se-
quence. The initial key is said as “seed” s of [-bit is randomly generated and secretly shared
between the two communicating parties. The pseudorandom sequence is then XORed with
the message to produce the ciphertext.

Mathematically, the string s is stretched using a probabilistic algorithm G that maps
[-bit strings to L-bit strings for [ < L, where L is a polynomial of I. For s € {0,1} and

m, c € {0,1}~, encryption and decryption are defined as
Enc(s,m) = G(s) @ m and Dec(s,c) = G(s) ® c.

The function G is called a pseudorandom generator [57, [12]. Figure R.4 presents the general

structure of the stream cipher.

2.4.1 Stream Cipher: FLIP

A family of stream ciphers named FLIP based on the filter generator construction intro-
duced by Méaux et al. [[75] in EUROCRYPT 2016 for the purpose of fully Homomorphic
encryption applications. The following illustrates the general structure of filter permutators,
as shown in Figure 2.4.1|.

The FLIP cipher consists of three components.
- an n-bit key register to store the key,

- a bit permutation generator parametrized by a pseudorandom number generator
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Secret key 1A%

Secret key 1A%

Keystream
Generator

Keystream
Generator

(Encryption)

(Decryption)

Figure 2.1: A general structure of stream cipher.

(PRNG) which is initialized with a public /V, which generates a permutation P; on

{1,2,...,n} in each i-th cycle.

- a filtering function(n-variable Boolean function) f to generate keystream bit £; in

each i-th cycle. Then the keystream bit is XORed with the message bit m; to generate

the ciphertext c;.

The filter function f € B,,, which is used in FLIP, is defined as follows:

f(xlvaJ e 7‘rn) - fl(xlvx% e 7‘rn1) + f2<xn1+17 Tni42, "
+f3($n1+n2+1, Tni+no+2s """ 7In1+n2+n3)
where n = ny; + ny + n3 and
ny
- Linear function: f; € B, such that fi(xy, 29, -+ ,2,,) = > xy,
i=1

- Quadratic function: f, € B,, (where ns is even) such that

na—1

folwn,wa, -+ wn,) = Y wiwisa,
=1

’ xm-&-m)

(2.9)
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PRNG Key register K
Permutation
P’i
Generator
/

Figure 2.2: Structure of Filter permutator used in FLIP.

- Triangular function: f; € B,, (where ng = W“T“)t for some positive integers k

and t) such that

t

fs(@, @2, -+ @p,) = E Tk(93<j—1>k(k+1>+17x(j—1>k<k+1>+2, e ,I<j—1>k<k+1>+k<k+1))-
1 2 2 2 2
]:

Here, T}, is the triangular function in @ variables of degree k defined as

Tk(.ZCl,.TQ,"' ,$k(k+1)) = E Haj i—1
2 ._ j+>01
- =0

=21+ Xox3+ ...+ Ik(k2_1)+lxk(k2—1)+2 ... mk("’;”-wk

(k+1)

That is, f5 is the direct sum of ¢ number of triangular functions of b 5 -variables.

The authors in [[75] worked on the number of variables n = ny; 4+ ny + n3 > 500. The
table presents the values of n,ny, ny, n3 for different ciphers in the FLIP family as

proposed in [[75].
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FLIP cipher n ny | No n3 k
FLIP-530 530 | 42 | 128 | 360 | 9
FLIP-662 662 | 46 | 136 | 480 | 15
FLIP-1394 | 1394 | 82 | 224 | 1088 | 16
FLIP-1704 | 1704 | 86 | 238 | 1380 | 23

Ol QO H~| CO| =+

Table 2.3: Key parameters of ciphers of the FLIP Family

In this stream cipher, the keyspace K is restricted to the set of vectors of Hamming
weight % denote as Ex ,, C Fy such that (g) > 2%, where \ (mostly > 80) is the security
parameter. As a result, the inputs to the filter function f are from the constant weight set
Ex ;.. To ensure the cryptographic security of any stream cipher, the generated keystream
should look like a random sequence so that no polynomial time distinguisher D can dis-
tinguish the keystream from a random string. Hence, the output distribution of f must be
uniform over Ez .

Let Ej,, be the set of all vectors in F} of Hamming weight k, i.e., Ex,, = {z € F} :
wy(z) = k}. Extending the idea of FLIP’s design, the researchers are interested in studying
Boolean functions in the restricted domains Ej,, for 0 < k& < n and trying to propose
the constructions of Boolean functions that are cryptographically good in each restricted
domain Ey,,, for 0 < £ < n. For example, Boolean functions must be balanced, have good
nonlinearity, and good algebraic immunity in each restricted domain E;, ,, for 0 < £ < n.
Additionally, a Boolean function having good cryptographic properties like balancedness
and nonlinearity in each restricted domain Ey, ,, will also have good cryptographic properties

in F7.
2.5 Conclusion

The restriction of the input to a set of constant Hamming weight vectors, as in the case
of FLIP stream cipher, have introduced new challenges and opportunities in the design of

Boolean functions with desirable cryptographic properties within this framework. The uni-
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form distribution of the output over such Ez ,,, is crucial to maintaining resistance against
the polynomial time distinguisher and achieving pseudorandomness in the keystream. This
has motivated a broader investigation into Boolean functions defined over E; ,, for all k
[0, n], which emphasizes in achieving key properties such as balancedness, high nonlinear-
ity, and strong algebraic immunity. The development of such functions have enhanced
the theoretical understanding of cryptographic primitives for practical advancements in

lightweight and secure stream cipher designs.
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Chapter 3

Cryptographic Analysis of Boolean Func-
tions on Fixed Hamming weight

3.1 Introduction

Boolean functions serve as nonlinear components in stream ciphers. Classically, they ap-
pear in both combiner and filter-based pseudorandom generators. Grain family [51], 52, 50],
Trivium [[15] stream ciphers are some examples of such ciphers. In these cases, Boolean
functions are typically evaluated with input taken from the entire vector space F;. The filter
function f in FLIP stream cipher [[75] is evaluated over a restricted input domain Exz, CF3,
which consists of all binary vectors of Hamming weight 5. The FLIP cipher is a lightweight
keystream generator which was introduced by Méaux et. al. in EUROCRYPT 2016.

Carlet et al. introduced the study of the cryptographic properties of Boolean functions
restricted to subsets E,, = {z € F} : wy(x) = k} for k € [0,n] in [20]. Several
combinatorial studies on the restriction of Boolean functions to Ey, ,,, which refer as slice of
a Boolean cube {0, 1}", have been carried out by Filmus et al. in [36, 37, 41, 40, 39, 38].
Maitra et al. introduced another perspective on the study of Boolean functions in a restricted
domain in [[71] by considering a nonuniform probability distribution in the input domain of
the Boolean function. In this chapter, we revisit the cryptographic properties of Boolean

functions restricted to Ey,, for k£ € [0, n].
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3.2 Boolean Functions over a restricted subset E;, ,,

We denote the set of vectors of weight k as E; ,, = {z € F} : wy(x) = k} and therefore,
[E.n| = (}). Let the support and Hamming weight of f € B, restricted to Ey,, defined
as the set supp,(f) = {z € Eyxn ¢ f(z) = 1} and wyn(f) = |supp,(f)| = |supp(f) N
Ex..|, respectively. The Hamming distance of two functions f, g € B, restricted to Ej,, is
denoted as dj. ,(f,g9) = [{x € Exn : f(x) # g(x)}|. The cryptographic criteria, such as
balancedness, nonlinearity, and algebraic immunity of a function f restricted to Ey ,, are

defined as follows.

3.2.1 Balancedness

A key requirement for a Boolean function used in ciphers is that it should be balanced, or
at least close to it. Therefore, we are interested in the Boolean functions that are balanced

in the input set Ey ,,.

Definition 3.2.1. A Boolean function f € B, is said to be weightwise almost perfectly
balanced (in short, WAPB) if for all k € [0, n],

Gy
= lf( ) is even,
w 7n(f) = 72L 1 F
' G e vy s odd.

k)T
2

If f € B, is WAPB then we define 5] € {—1,0,1} fork € [0,n]as 5] = 2wien ()= (7).
That is, wi,,(f) = 3 [(Z) + 5,?}
By definition, a WAPB Boolean function is not necessarily balanced over F}. However,

constructions typically aim to ensure that the function is also globally balanced over F7.

Definition 3.2.2. A Boolean function f € B, is said to be weightwise perfectly balanced
(in short, WPB) if

Wi (f) = @, forall k € [1,n — 1],
and f(0,0,...,0) # f(1,1,...,1).
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If f € B, is WPB then 6/ = 0 for k € [1,n — 1] and 6] = —d/ # 0.
Let 2 = (z1,22,...,2,),y = (y1,Y2,---,yn) € FY, then y covers = (i.e., z <X y), if
x; <y, Vi € [1,n].

Given a positive integer n, denote e(n) = {eq, e, ..., e,} € NU{0}ifn =241 42+
-+ 4 2°»_ Therefore, for two positive integers m,n, we denote m =< n if e(m) C e(n).

Further, for a set of non-negative integers 7" (i.e., T C N U {0}), we define 27 = Z 2",
teT
A remarkable theorem [67] was presented by Edouard Lucas in 1878 that provides a

simple way to evaluate the binomial coefficient (Z) modulo a prime p. The same has been

used to compute (’,;”) is odd or even.

Proposition 3.2.1 (Lucas’ Theorem). Let the binary representation of n and k be given as

(ny,ne,...,ny) and (ki, ke, ..., k) respectively, where n;, k; € {0, 1} fori € [1,1], then

(n) )1 mod2 ifk=n
k) 10 mod2 ifk £n.
Lucas’ Theorem implies that a WPB function exists if and only if n is a power of 2.
n—1 n
Hence, there are H ( (’“) ) WPB Boolean functions. Now we define the following class

o \()/2

of balanced WAPB Boolean functions.

Definition 3.2.3. A WAPB Boolean function f € B, is called a complementary WAPB
(shortly, CWAPB) if Wy, (f) + Wy, (f) = (}) for k € [0, n].

Definition 3.2.4. [44] A WAPB Boolean function f € B, is called special WAPB (shortly,
SWAPB) if win(f) = [ (3) + 6 where
0 if k A n,

i =< -1 ifk<nandk <12,
1 ifk<nandk > 2.

Hence, a CWAPB Boolean function f is called SWAPB if wy,,(f) = % [(}) — 1] for

0<k<Zandk =n(ie, Wy pn(f)=2[(})+1] for0<k<Zandk =<n).If f € B,
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is CWAPB, then 6/ _, = —6/ for k € [0,n]. If f € B, is SWAPB, then ] € {—1,0}
and 0/, = —o/ for k € [0, | 5]]. From the definition, every CWAPB Boolean function is

balanced.

3.2.2 Weightwise Nonlinearity

Another key parameter for assessing the contribution of function to resistance against at-
tacks by affine approximations is known as nonlinearity. Hence, it is important to define
and construct such a Boolean function when defined over the domain restricted to the input
set Ex . Since the nonlinearity can also be related to the Walsh transform, it is necessary to

define the Walsh transform over Ey, ,,, followed by weightwise nonlinearity.

Definition 3.2.5. Let f be an n-variable Boolean function defined over £ C [}, then its
restricted Walsh transform Wy g(a) is defined as

Wys(a) = 3o (-1)/ e

zeE

If £ = Ej,, then we denote it as

Win(a) = Y (~1)f@es,

erEk,n

It can be seen that the definition also holds for £ = [F7.

As stated by the authors in [20], Parseval’s identity can also be expressed over Ey, ,,.

Y (Wik(a)* = 2" |Egal.

ackFy
Let f,l.p € By, where [,,(z) = a - x + b for a € F} and b € [F, be an affine function.

Then the distance between f and [, ; in the restricted domain Ey ,, is

din(f () la(®)) =Wien(f(2) + la(2) = Y (f(2) + la(2))

Z‘GEkm‘

L e () S
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Similarly, the bias of f € B,, over E;,, can be defined as

Wk,n(f)
(%)

Pl"[f((L’) = 1] rEk,n:

Hence,

Prif(x) +la(z) = 1] Te, =

1 [1 _ Wf,k(a>]
2 ()
Definition 3.2.6. The weightwise nonlinearity of f € B, over Ej ,, denoted as NL,(f),

is the Hamming distance of f to the set of all affine functions .4, in the restricted domain

Ex.. Thatis, NLg(f) = llgln den(fy1) = zlgtn wi.n(f +1). Hence,

a€ly

M) =5 | () - maxacal]

A connection between the k-weightwise nonlinearity and the Krawtchouk polynomial

is presented in [66] as follows.

Proposition 3.2.2. [64] Let f € B,,. Then, for k € [0, n], the weightwise nonlinearities of

f are

2 a€Fy
1<wp(a)<5 x€Eg nNsupp(f)

M) =5 (1)~ 5 max Kbm(@m -2 (e

Any function f € B, is equal to an affine function in restricted domains E, ,, and E,,_; ,,

as stated in the following lemma.
Lemma 3.2.3. For any Boolean function f € B,, there always exists
1. alinear function l(x) € A,, such that [(x) = f(z) in Ey .

2. an dffine function a(x) € A,, such that a(z) = f(x) in E,_1 .

Proof. 1. Letsupp,(f) ={1;,,1j,,...,1;,}, where 1, fori € [1, k] denotes the vectors
with the j;-th position in it is 1, and the other positions are 0. Considering the linear
function I(x) = xj, + xj, + -+ + z;,, we have supp,(l) = {1,,,1,,,...,1;,} =
supp; (f)-
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2. Similarly, let supp,,_,(f) = {0;,0,,...,0,}, where 0, for i € [1, s] denotes the
vectors with the [;-th position in it is 0, and the other positions are 1. Considering the
affine function a(x) = (1+ay, )+ (1 +ap,)+- -+ (14+2y,) = 2+ +- -+, + 5

mod 2, we have supp,,_;(a) = {0,,0,,...,0,} = supp,_,(f).

Theorem 3.2.4. For any f € B, we have
1. NLo(f) = NL,(f) =0,
2 NLi(f) = NL 1(f) = 0.

3. Let f,g,c € B, such that f(x) = g(x) + c(x) for x € F3, and c(x) be an affine
Sfunction in the domain Ey,,, (although c(x) is not necessarily an affine function over

F%). Then NLi(f) = NLk(g).

4. Foran f € B, let h € B, defined as h(x) = h(z',x,11) = f(2) + xpq1 for
¥ € Fy, xy1 € Fo. Then NLi(h) > NLg(f) + NLx_1(f) for k € [1,n].

Proof. 1. From definition B.2.6, we have

1 -
NLo(f) = 5 () lgé%ggl > (=pf@rer <.

xEEo n

2. The proof is a consequence of Lemma .2.3.

3. Here, f(z) = g(z) + c¢(z) where g(x), c(x) € B, and for z € Ey,, c(x) = lop(x) =

a-x + bfor some a € F} and b € Fy. Then

NLi(f) =% <n> —max| ) (~1)/]

$€Ek
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1 n
1 ~ _ 1)o@
. (k) max| > (=1) |

— 1 — max ‘ Z x)+a-z+b+a- x‘
2 acFy

xEEk n

(Z) - (1 Y (| = NG

IeEk,n

4. Here, h € B, such that h(z) = h(2',z,41) = f(2') + 2,41 for f € B, and

o' € FY 2,1 € Fy. Then fora = (d/,a,41) € Fottand k > 1,

Whi(a) = Z (—1)@+ae — Z (_Uf(x/)ﬂnﬂ ralaan s

weEk,n«kl weEk:,n«l»l
_ j : (_1>f(:c’)+a’-x’ . Z (_1)f($/)+al'33/+an+1
(Il70)€EkY’n+l (I/,l)GEkﬂhLl
$/EE)€’” Z‘IEEk_Ln

= Wii(d) = (=1)" " W (d).

Hence, for k € [1,n],

i n+1
NLy(h) = = ( i ) — arerllggi1 |Wh,k(a)|]
1|(n+1
=5 — max Weila) = (=1 W, ((d
2 ( k ) (alvan+1)€F;+l| ka;( ) ( ) Ik 1( )|
| o/ €Fy
1{/n+1
=3 ( k ) — max max{|W(a) iwf,ma')r}]
1 [ n n
B — /
2 (k) + (k_ 1) C{ﬂggﬂWm( a')| + |Wf,k_1(a)|}}
(. max{|a + b],|a — b|} < |a| + |])
1[/n n
> ) - p—
=9 k> n,“ea}gﬂwfk a’)| + (k—l) rp&)gwfk 1(a )|}
= '\“—k(f) + NLg—1(f).
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An upper bound on the weightwise nonlinearities is presented by Carlet et. al. as fol-

lows.

Lemma 3.2.5 ( [20], Propositions 5). If f € B,, then for k € [0, n],

NLL(F) < 51kl = /Bl = %[@ R @]'

From Item [I] of Theorem B.2.4, the upper bound for NLy(f) and NL,,(f) is tight. From
Item P of Theorem B.2.4, NL;(f) = NL,_1(f) = 0 for any f € B, where the upper bound
isNLy(f) =NL,_1(f) < %5 The tightness is not achieved for £ = 1 or n— 1 even when
n is a perfect square. The tightness of the bound of NL(f) for any k € [2,n — 2] can only
be checked when (7) is a perfect square. For k = 2, (%) = m? has many positive solutions
(see [3]), e.g., (3) =1, (g) = 62, and (520) = 35%. However, for all such cases of n and k,
the tightness of NLy(f) and NL,,_5(f) never occurs [20]. For k = 3, Gyory [49] proved
that the only case when (Z) is a perfect square is n = 50, k = 3 i.e., (530) = 1402. Further,
Carlet et al. mentioned in [20] (a work of Erdds’ result mentioned in [3]) that (Z) = m! has
no integer solution for [ > 2 and k € [4,n — 4]. Hence, the only case where the tightness
of the upper bound can be checked is NL3(f) and NLy7(f) for f € Bso. This is an open

problem until now. Therefore, for k € [2,n — 2|, we have

NL,(f) < %[(Z) . (Z)] (except the case n = 50, k = 3)
~ i <411(}) - \/@JJ

The bound is further improved by Mesnager et al. in [[79] for some cases.

3.2.3 Weightwise Algebraic Immunity

The concept of k-weightwise algebraic immunity is first introduced in [20]. The following
definition of algebraic immunity of f over E;,, plays a crucial role in understanding the

security properties of cryptographic functions restricted to Ey ,.
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Definition 3.2.7. Let f € B, and £ C F7. A function g € B, is called an annihilator of
fover E if g(x) # 0 for some x € E and f(z)g(x) = 0 for all z € E. The set of all
annihilators of f over £ is denoted by Anng(f). The algebraic immunity of f over E is
defined by

Alg(f) = min{deg(g) : g € Anng(f)U Anng(1+ f)}.

For £ = E,, i, we denote Anng(f) and Alg(f) as Anng(f) and Alg(f), respectively.

For f € B, and E C F}, if g € Anng(f) then there exists z € E such that g(z) # 0.
This implies that an annihilator of f is not necessarily an annihilator of f on E. That is,
Ann(f) € Anng(f) and hence Alg(f) £ Al(f) for f € B, and E C F3. The following

example, also provided in [[19], is presented in support of the claim.
Example 3.2.1. Let 0 # f € B,,. Let us define a function f’ € B,,,; such that
f(@ ) = { f(2), if o1 =0,

0, if 2y =1
for x € Fy. Then g € B,,,; defined as g(z) = x,1 is an annihilator of [’ i.e. g € AN(f).
Hence, Al(f') = 1.
For E =T} x {0}, Alg(f') = Al(f). If f € B, is a function whose algebraic immunity is
greater than 1, then Alg(f') > 1 = Al(f").

3.3 Impact of Boolean Functions with restricted subset

In this section, we illustrate some examples of how the restriction to inputs of fixed Ham-
ming weight can impact the cryptographic properties of Boolean functions. We discuss that
certain Boolean functions which are known to possess optimal cryptographic properties
when defined over the entire space F, may lose these properties when their input domain
is constrained to vectors of fixed Hamming weight. This shift in the function’s behavior sig-
nifies the influence of the input space on the cryptographic strength of Boolean functions,

particularly in the context of modern cryptographic constructions.
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We begin by examining the degree of a Boolean function when restricted to the set
Ern for k € [0,n]. Let f € B, with degree d. For any k € [1,n — 1], one can always
find g € B, with g(z) = f(z) for all x € Ej, such that deg(g) < deg(f). Further,
let express f as f(x) = f<i(z) + fsx(zx) where f<i(z) and foj(x) are expressions that
contain monomomials of degree less than or equal to £ and greater than k, respectively. As
fsk(x) = 0forx € Ey,, f(x) = f<i(x) for x € Ej,,. Therefore, one can always find
g € B, with g(z) = f(z) forall z € Ej, such that deg(g) < min{deg(f),k}.

A function f that is balanced over I3, is not necessarily balanced over Ej,, for all
k € [1,n]. In contrast, we can construct balanced Boolean functions over F} that are
(almost) balanced in all E;,, for all k € [1, n].

Restricting the inputs with constant Hamming weight significantly deteriorates the non-
linearity of some highly nonlinear functions. A straightforward example of this case is the
symmetric Boolean function. The n-variable symmetric bent function f(xy, 23, ..., x,) =
T1x9 + X123+ - + X1, + ... + 2,12, behaves as a constant function for all £ € [0, n]

as presented in the following proposition.

Proposition 3.3.1. /20] For every even integer n, there exist n-variable bent functions f

such that, for every k = 0,1,...,n, NLy(f) =0

Another efficient and straightforward to compute function is the Hidden Weighted Bit
(HWB) function, as mentioned by D. Knuth in “The Art of Computer Programming, Volume

4”. 1t is defined as
0, wh(z) =0
Twy(z), 1 < wh(z) <n.

o) ={
Its cryptographic properties were studied by Wang et al. in [[100]. It can be observed
that the HWB function f restricted to the subset E;,, for 1 < k < n is equivalent to
the function g(z) = x; which is an affine function. The HWB function has nonlinearity

NL(f) = 2! — 2([2;221) and algebraic immunity AI(f) > [§] + 1 over F3. However,
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3 Cryptographic Analysis of Boolean Functions on Fixed Hamming weight

restricting the function, NL,(f) = 0 and Al(f) = 1fork € [1,n — 1].

3.4 Conclusion

As highlighted, certain Boolean functions such as symmetric bent functions and the Hidden
weighted bit (HWB) function, which demonstrates degradation despite being highly non-
linear and secure in the domain F%, become affine when restricted to Ey,, for all k € [0, n].
These examples illustrate a critical challenge in cryptographic design i.e.functions with ex-
cellent global cryptographic properties, such as high nonlinearity or strong algebraic im-
munity over the space [}, may exhibit significantly weaker behavior when restricted to

constant Hamming weight subsets Ey ,,.
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Chapter 4

Binary Krawchouk Polynomial

4.1 Introduction

The Krawchouk polynomials, introduced by the Soviet Ukrainian mathematician Mykhailo
Kravchuk in 1929 as part of his research in the theory of orthogonal polynomials [63]. Over
the years, these polynomials have subsequently gained considerable importance in various
areas of mathematics, including coding theory, information theory, cryptography, graph
theory, and number theory. Several properties of the Krawchouk polynomials are well-
established and have been extensively studied. These properties include their orthogonality,
recurrence relations, and connections to binomial coefficients, among others.

Form,n,q € N, such that m < n and ¢ > 2, the Krawchouk polynomials {K,,(z,n),} are

defined by
D Kilw,n)gz™ = (1= 2)"(1+ (¢ — 1)2)"* (4.1)
Hence, for z € {0, 1, mo, n}, the coefficient of 2™ in the product of (1 — z)* and (1 + (¢ —
1)z)" " is
(T n—zx S
Ko (2,1)q = ;(—w (J) (m B j) (g —1)", (4.2)
So, for ¢ = 2, the binary Krawchouk polynomials {K,,(z,n)2} or simply {K,,(z,n)} is

defined as follows.

Definition 4.1.1 (Krawtchouk polynomial). For a positive integer n, the Krawtchouk poly-

nomial [68, Page 151] of degree k is given by

Ky (i, 7) :i(—nj (x) (Z:D fork =0,1,...n. 4.3)

=0 J
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4 Binary Krawchouk Polynomial

In this chapter, we present several fundamental results concerning binary Krawchouk
polynomials in the case where ¢ = 2. Section is dedicated to analyzing the mini-
mum value attained by the binary Krawchouk polynomial of a fixed degree k, as x varies.
These findings offer insights into the lower bounds for both the nonlinearity and weightwise
nonlinearity of the Boolean functions constructed in Chapter []. Moreover, the properties
of Krawchouk polynomials established here have significant implications from a graph-
theoretic perspective. In Section §.3, we use these results to calculate the smallest eigen-
value of the Hamming graph, highlighting the connection between the Krawchouk polyno-
mials and the spectral properties of the Hamming graph. The following chapter is based on

our result presented in [31].

4.2 Basic Properties of Binary Krawchouk Polynomial

We present some results on Krawtchouk polynomials and sequences that are useful for later
results and can be of independent interest. Some nice properties of the Krawtchouk poly-

nomials from [27, Proposition 4, Corollary 1] are presented in the following proposition.
Proposition 4.2.1. 1. Ko(l,n) = 1,K(l,n) =n — 2L

2. Ki(l,n) = (=1)'K,_1(l,n) (that implies, Ku(l,n) = 0 for n even and | odd).

3. Ki(l,n) = (=1)FKy(n — 1, n), (that implies, Ki,(%,n) = 0 for n even and k odd).

4. Forn odd,

Ke(1,n)| > |Ki(l,n)| where 0 <k <nand1 <l<n-—1,

5. For n even,

Ke(1,n)| > |Ke(l,n)| where 0 < k < nand1 <1 < n — 1 except

kz%orlz

o3

6. (n—DKe(l+1,n) = (n—2k)Kg(l,n) — IKg(l — 1,n).
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4 Binary Krawchouk Polynomial

The following relations connecting the Krawtchouk values with the slice Ej ,, are de-

rived from some results in [27, 43].

Proposition 4.2.2 (Krawtchouk polynomials relations). For integers n > 0, k € [0, n] and

fixed a € FYy such that wy(a) = ¢, the following relations hold.

IS (=1)%" = Ky(l,n).

wGEk’n

2. Iflap(z) = a-x+ b where a € Fy, b € Fo, is an affine Boolean function, then
1 b
Wk,n(la,b) = §(|Ek,n| — (=1)"Ky(€,n)).

Now we present some results on the sequences from the Krawtchouk polynomial.
Lemma 4.2.3. Let n be a positive integer and k € [0, n]. Then

1. Ki(1,n) > 0ifk < [ 5] and Ki(1,n) < 0ifk > | §].

In particular, Ki.(1,n) = 0 if n is even and k = .

2. Kk(2,n)20ifand0nlyifk§%—*/Tﬁor,kzg—i-‘/?ﬁ.

In particular, Ki.(2,n) = 0 if n is an even square integer and k = 5 £ ‘/TE

3. Kie(l+1,n)+Ki(l,n) = 2K, (I,n—1) and K. (I+1,n) —Kg(l,n) = —2K;_1 (I, n—1).
4. Ki(l,n) + Ke_1(l,n) = Kp(l,n + 1) and Ki(l,n) — K1 (I,n) = Ke(l+ 1,7+ 1).

n—1 n—1

Proof. 1. The proof can be derived from the expression Kj(1,n) = (') — (}7})-

n—2 n—2 n—2 n—2)!((2k—n)?—n
2. Ki(2,n) = ( k ) - 2(k—1) + (k—2) = )kggn—k)!) g
Hence, Ki(2,n) >0 <= (2k—n)’—n >0 <= (2k—n)*>n < 2k—n>
vnor2k—n < —\/n <= k>%+ ‘/Tﬁor,k <z ‘/TE The particular case

2

follows in a similar way.
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3. We have, K (I + 1,n) + Kg(l,n)

- (305 (6)

=S (50 ()

- e () O+ 65 2))]

- 2 [((5)-O) 0250 0655

> (GBI Gy S A (ary
R (GORWICI DR AN Vsoy
- e (590 -CL) 0

The second part of this item can be proven using a technique similar to that used that

used above.

4. These equalities can be proved by adding and subtracting the equalities in Item
respectively.

]

We present the minimum of the sequence Ky (I,n),0 <[ < n for a fixed k and n in the

following theorem.

Theorem 4.2.4. 1. Let n = 2m + 1 be an odd integer for some m € Z*. Then for
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k € [0,n]

Ogrlrgl_l Ke(l,n) =

Ke(n —1,n) = =Ky(1,n)  fork € [0, 5] and odd,
Ke(1,n) for k € [ n).

In particular (when k = m), min K, (Il,n) = K,,(2,n) = —K,,(1,n).

0<i<n—1
2. Let n = 2m be an even integer for some m € 7+,
Then for k € [m + 1,n] and even, 0r£11i<n Ke(l,n) = Ki(1,n).

Moreover,

(a) Jnin Kin(l,n) = K (2,n) if m is even,

(b) forn > 10, 012i<n Kn—1(l,n) = Kp—1(2,n) if m is odd.

3. min Ky(l,n) = —[5].

0<i<n

4. max Ki(l,n) = K(0,n) = (}).

0<i<n k
max Ki(l,n) ifkis even,
5. Ki(n,n) = { °=si=n

min Ki(l,n) ifkisodd.

0<i<n
Proof. 1. From Proposition #.2.1[Ttem ], for & € [0, n], we have |[Ky(1,7)| > [K(I,n)]
foralll € [1,n — 1].

Fork € [2, n], Ki(1,n) < 0(from LemmaH.2.3[Item[[]]), we have 1<1l11in X Ke(l,n)

Furthermore, k being an odd integer in [0, "T’l], using Proposition §.2.1[Item f]], we
have K;(1,n) = —Ky(n — 1,n). Hence, for k € [0, 25*], since K;(1,n) > 0 (from
Lemma §.2.3[Item []]), we get | Imax Ke(l,n) = Ki(1,n) ie., min Kg(l,n) =

1<i<n—1

Since Kj,(0,n) = (}) > 0, we have ogrzl%ir?q Ki(l,n) = 1§rlr%i£171 Kk (1, n) and it proves

the result of the first part of the item.
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Since n = 2m + 1, we have from Lemma §.2.3[Item [§ and Item [1]] that K,,,(2, 1) +
Kin(1,n) = 2K,, (1,7 — 1) = 0. It implies K,,,(2,n) = —K,,(1,n) < 0.

Since K,,,(0,n) = () > 0, we obtain [min Kn(l,n) = | min Kn(l,n) = K, (2,n)

(from Proposition f1.2.1|[Item H]). Accordingly, the second part of this item is proven.
. Since k > m + 1, from Proposition 4.2.1[Ttem [], we have |Ky(1,7)| > |Ki(l,n)|
forl € [1,n — 1]. As Ky(1,n) < 0 (from Lemma §.2.3[Item [Il]) and K;(0,n) =
Ke(n,n) = (}) >0, 0r<nli<n Ke(l,n) = ) min Kg(l,n) = Ki(1,n). Hence, the first

k <I<n—1

part is proven.

Additionally, from Lemma §.2.3[Item []), we have K,,(2,n) < 0 since m = 5.

(a) Here we consider the case m = 4 even. We show |K,,,(2,n)| > |K,(I,n)|
for1 <[ < n — 1. At first, we use induction on [ to show it for [ even and
2<1< 3.

For [ = 2, it is direct since |K,,,(2,n)| = |K,,(1,n)].

Then, assume that |K,,(2,n)| > |K,,(l,n)| for some evenland 2 < [ < § — 2.
Then, we need to prove that |K,,,(2,n)| > |K,,(I + 2,n)|.

From Proposition f.2. 1|[Item [g], for 2 < [ < %‘ = § — 2, we have:

n— 1+ 1))K,(l+2,n)=(n—-2m)K,(+1,n)— I+ 1)K, (l,n)
= —(+ 1K, (l,n), since n = 2m

— (n— 1= DKl +2,n) =] = (1 + DKp(l,n)]

= Kin(l+2,n)] = ;55K (l,n)] < [Kn(l,n)] < [Kin(2,n)],

since - < 1
n—I—1

Therefore, |K,,(2,n)| > [Kn(l,n)| forall 2 < [ < % and even. From Proposi-

tion §.2.1[Ttem P], K,,,(1,n) = 0 for I odd. Hence, |K,,,(2,n)| > |K,,(l,n)| for
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all1 <[ < 7. Further, from Proposition .2 1[Ttem 3], K, (1,7) = K, (n—1,n)
as m even. Hence, |K,,(2,n)| > |K,,(l,n)| forall 1 <[ < n — 1. Therefore,
as K;,(2,n) < 0and K,,(0,n) = Ky (n,n) = (") > 0, [min Km(l,n) =

min K,,(I,n) = K,,(2,n) for m even.
1<i<n—1

(b) Now we focus on the case m = § odd. At first, we show that |K,,_;(2,n)| >
|Kin—1(l,n)| for 2 < I < % using induction on /.
For [ = 2, we have |K,,_1(2,n)| = |K,_1(l,n)].
Then, we prove the property for [ = 3 ie. |K,_1(2,n) > |K,_1(3,n)|.
This is needed since (as we will see later) the induction has a recursion with
depth two. It can be checked from Lemma #.2.3[Item Pf] that K,,,_1(2,n) < 0
for n > 4. To prove |K,,—1(2,n)| > |K,-1(3,n)], we need to show that
Kin-1(2,n) < Kpm1(3,n) < =Kpm1(2,n) 1e, Kim1(3,n) — Kim1(2,n) >0
and K,,,_1(3,n) + K;,,—1(2,m) < 0.
From Lemma }.2.3[Item B and Item [I]], we have K,,_1(3,n) + K,n_1(2,n) =
M 1(2,n — 1) = 2 (2Kpm_1(1,n — 2) — Koy (1,n — 1)) = —2Kp_1(1,n —
1) < 0.
Similarly, K,,_1(3,n) — K,,,-1(2,n) = —2K,,, 2(2,n — 1) > 0if m — 2

v

% ie., if n > 10 (Lemma §.2.3[Item P]). Hence, |K,,_1(2,n)| >
|Kim—1(3,n)] if n. > 10.

Assume that |K,,_1(2,n)| > |K,—1(I — 1,n)| and |K,,,—1(2,n)| > [Kpn-1(l,n)|
for some 3 < [ < § —1. Then, we need to prove that [K,,,_1(2,n)| > |Ky_1(I+

L,n)l.
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Using Proposition §.2.1][Ttem ], we have

(n—DKn_1(l+1,n)=(n—2(m—1)K,_1(l,n) = IK,,—1 (I — 1,n)
=2Kp-1(l,n) — K1 (I —1,n)
= (n — )|Kim—1(l + 1,n)| < 2|Kpoi(l,n)| + 1|Kpei (I — 1,n)|

< (24 D|Kpno1(2,n)]

[+2
= (K1 1,)] < (K1 (2,m)

[+2

= |Km—1(l+ 17n)| < |Km—1(27n)| as n—

§1for2§l§g—1.

Hence, |K,,—1(2,n)] > [Kpo1(l,n)| for2 <1 < 3.

Then, [Kpy1(2,n)] > [Kngi(l,n)| for 2 < 1 < % since, [Kpyi(l,n)] =

|Kp—1(1,1)| (from Proposition #.2.1][Ttem []).

Now, we show that Orgli<nn Kpns1(l,n) = Kyt (1, 7). From Lemma f.2.3[Item
and Item [1]], we ha\;e_KmH(Q,n) — Kns1(L,n) = —2K,,(1,n — 1) > 0.
Similarly, K,,11(2,n) + Ky1(1,n) = 2K41(1,n — 1) < 0. That implies
—Kir1(1,n) < Kpg1(2,n) < K1 (1,n) iee, K1 (2,n)| < [Kpsa (1, n)].
From Lemma }#.2.3[Item [Il], we have K, ,1(1,7) < 0.

Accordingly, Or?li? Kini1(l,n) = Kia1 (1, n).

3. We have:

Ki(ln) = ka—l)j@ (Z:D

B (Z) - 2;: C) <Z ~ jl) (4.4)
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Hence, Ks(I,n) = (3) — 2(;) (”;l) = () —2l(n—1). Forreal value of [, the function

Ko(l,n) has minima at [ = 2 as 2820m) — 4) 9y = g at| = 2 and X2l —
4 > 0. Since / in a positive integer, we have orgnzignn Ko(l,n)is (5) — 2(2)* = -2
when n is even. For n is odd, it can be checked that Ky(/, n) has minimum at [ = ”T_l
and [ = 2:! with value o?zign Ko(l,n) = (5) — 225728 = —2-1. Hence, combining
both the cases, we have orgnzignn Ko(l,n) = —|5].

k
. From Equation [£.4, we have Ky, (I,n) = (}) — 2 > () (Z:Jl) < (}) = Ki(0,m). It

finishes the demonstration of the item.

. From Proposition §.2.1|[Item [], we have K (n,n) = (—1)*K(0,n). Hence, for k is
even, Ky (n,n) = Kj(0,n) is maximum in K, (1, n),1 € [0, n]. Like Equation §.4, we

k
have Ky (I,n) =2 > (jl) (Z:]l) — (1) = —(}) = —Kx(0,n). Hence, for odd k, we
=0

j:even

have Ki.(n,n) = —K(0,n) < Ki(l,n) for [ € [0,n].

4.3 Krawchouk Polynomials and Hamming Graph

This section highlights several key findings from our investigation of Krawtchouk polyno-

mials, particularly on the spectral analysis of Hamming graphs.

Let ¢ > 2, n > 1 be integers and let > be a set of alphabets with cardinality ¢. The

Hamming graphs H (n, ¢, k), where 0 < k < n, have vertex set V' = ", the set of all

strings of length n over the alphabet . Two vertices v;,v; € »." for i # j are adjacent

if and only if dy(v;,v;) = k. Then |E| = 1(7)¢"(q¢ — 1)* where E is the set of edges in

H(n,q,k).

Hence from the work in [[14], the eigenvalues of the graph H(n, ¢, k) are K (i, n), for

afix k and 0 < i < n. The graph H(n, ¢, k) is regular of degree K;(0,n) = (¢ — 1)*(}).
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4 Binary Krawchouk Polynomial

Forq=2and k = 1, H(n, 2, 1) is the hypercube of dimension n and is denoted as @),,. In

2016, Van Dam and Sotirov in [99] conjectured the following.

Conjecture 4.3.1. Letg > 2, and k£ > n — "T_l, where k£ is taken even when ¢ = 2. Then

the smallest eigenvalue of H(n, ¢, k) is Ki(1,n).

Alon and Sudakov [d4], proved this for ¢ = 2, and n large and % fixed. The conjecture
for ¢ = 2 and for all n was fully resolved by Dummer and Kapralova in [34], which is

presented as follows.

Proposition 4.3.2. Let g = 2.

i Ifk #

|3

, then |Ki(i,n)| < |Kp(L,n)|foralli,1 <i<n-—1.

i. Ifk =

N[3

, then Ki(1,n) = 0 and |Ki.(i,n)| < |Kp(2,n)| foralli, 1 <i<n-—1.
Corollary 4.3.3. Let q = 2, and k > ("—;1)

i. Ki(1,n) <Kg(i,n)foralli,0 <i<n-—1.

ii. Ke(1,n) < Ky(n,n)ifand only if k is even or k = n.

Example 4.3.1. Let n = 8. We represent the Krawchouk matrix K = [ay;], where ay; =
Ki(i,n), for 0 < k < nand 0 < i < n. Hence, the row represents the eigenvalues of
H(n,2,k).

1 1 1 1 1 1 1 1 1

8 6 4 2 0 -2 -4 -6 -8
28 14 4 =2 —4 =2 4 14 28
6 14 -4 —6 0 6 4 —14 -56
K=\ 0 -10 0 6 0 —-10 O 70
o6 —-14 -4 6 0 —6 4 14 —56
28 —-14 4 2 -4 2 4 =14 28
s -6 4 -2 0 2 -4 6 -8
1 -1 1 -1 1 -1 1 -1 1

58



4 Binary Krawchouk Polynomial

Therefore, some of our results provide additional insight into the smallest eigenvalue of

the Hamming graph for ¢ = 2 with 0 < k£ < n. These findings deepen our understanding

of the spectral properties of the graph.

Theorem 4.3.4. Let g = 2.

I

iL.

ii.

v.

Proof.

1l.

111.

1v.

The smallest eigenvalue of H(n,2,m), for n = 2m + 1 when m even is K,,(2,n) =

—Kn(1,n).

The smallest eigenvalue of H(n,2,m), for n = 2m when m even is K,,,(2,n).

The smallest eigenvalue of H(n,2,m — 1), for n > 10 when m odd is K,,_1(2,n).
The smallest eigenvalue of H(n,2,2) is —| 3.

The second largest eigenvalue of H(n,2, k) for k # % odd, is Ki(1,n) for k < %]
and Kip(n — 1,n) for k > |5 ].

i. The proof of the theorem is concluded by the Theorem B.2.4[Item- [I]].

The proof of the theorem is concluded using the Theorem §.2.4[Item- ] and Propo-
sition {.2. 1][Ttem- [].
The proof of the theorem is concluded by the Theorem §.2.4[Item- 2]

It is straightforward from Theorem §.2.4[Item- [3].

Since k is odd, it follows from the Proposition i.2.1|[Item- ] that K. (0, n) = —Kj.(n, n).
Therefore, the largest eigenvalue is K; (0, 7) and the smallest is Kg(n, n).
Furthermore, applying Proposition f.2.1[Item- Bf], we have Kj(1,n) = —K(n —
1,n). Now, using Proposition K.3.2, Lemma §.2.3[Item- []] and Corollary #.3.3, we

conclude thatif & > | % |, then K;(1,n) < 0, which implies K (n— 1, n) is the second
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4 Binary Krawchouk Polynomial

largest eigenvalue.
On the otherhand, when k < | 2|, Lemma [.2.3[Item- [Il] ensures that Ki(1,n) > 0,

and Proposition implies that K, (1, n) is the second largest eigenvalue.

4.4 Conclusion

In this chapter, we have discussed the binary Krawchouk polynnomials where we have par-
ticularly emphasized on their minimum values for fixed degrees. These minimum values
are proved to play significant role in deriving the lower bound for nonlinearity and weight-
wise nonlinearity of the Boolean function defined using permutation group in Chapter f7.
Furthermore, we have highlighted the relevance of these results in the spectral analysis of
Hamming graphs, where the minimum value of the Krawchouk polynomial directly deter-

mines the smallest eigenvalue of the graph.
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Chapter 5

On the Secondary Constructions of WAPB
Functions

5.1 Introduction

In the context of Boolean function construction, two main approaches are commonly used:
primary constructions, which involve designing functions without relying on existing ones,
and secondary constructions, which generate new functions by combining or modifying the
known ones. Several well-behaved cryptographic Boolean functions in higher variables can
be constructed following secondary construction by combining functions in a smaller num-
ber of variables from the same class. For example, a bent function with n, + n, variables
can be constructed by combining bent functions with n; and n, variables, respectively.
Secondary constructions include the direct sum of functions [95], Siegenthaler’s construc-
tion [95], the indirect sum of functions [[17], and constructions without extension of the
number of variables [|1§], etc. However, identifying suitable combinations for construct-
ing new WAPB/WPB functions that balance cryptographic properties remains relatively
unexplored, although most of the existing constructions are based on modification of the
support of known Boolean functions. The first construction of Weightwise Perfectly Bal-
anced (WPB) Boolean functions, presented in [2(] is based on the indirect sum of four
Boolean functions. Subsequently, Zhu and Su in [[106] proposed an elegant construction
of WAPB functions by the direct sum of several known WPB Boolean functions. Guo and
Su [48] introduced another class of WAPB Boolean functions on n-variables by modify-

ing the support of quadratic Boolean functions. Several constructions of WPB and WAPB
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5 On the Secondary Constructions of WAPB Functions

Boolean functions are presented in [77] by modifying the support of linear and quadratic
functions. In [44], a secondary construction of WAPB Boolean functions was introduced
using Siegenthaler’s construction.

In this chapter, we present several secondary constructions of Weightwise Almost Per-
fectly Balanced (WAPB) and Weightwise Perfectly Balanced (WPB) Boolean functions.
Section 5.2 focuses on the construction of WAPB functions using Siegenthaler’s classical
secondary construction. In Section 5.3, we propose a recursive method to generate a class of
WAPB Boolean functions from a given WAPB function. The construction integrates ideas
from Siegenthaler’s method and the WPB function construction proposed by Mesnager and
Su [[77]. The cryptographic properties of the resulting functions including their algebraic
normal forms, nonlinearity and weightwise nonlinearities, as well as algebraic immunity
and weightwise algebraic immunity, are analyzed in Subsection [5.3.1], Subsection §.3.2,
and Subsection B5.3.3, respectively. Additionally, Section .4 introduces a modified class of
WAPB Boolean functions derived from the generalized construction. These modified func-
tions demonstrate notable improvements in both nonlinearity and weightwise nonlinearity.
Furthermore, we present a construction in Section [5.5 that perturbs the support vectors of a
highly nonlinear Boolean function, yielding WAPB functions with substantially enhanced
cryptographic parameters. We present experimental results and comparative tables for var-
ious values of n at the end of the chapter. The content of this chapter is based on our works
in [28, 29].

The following combinatorial identities are useful for our study and construction. The

book [47] contains a list of useful combinatorial identities and inequalities.

Lemma 5.1.1. /47, Item3.10] For the positive integers m, k, we have

|45

S () ) A et
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5 On the Secondary Constructions of WAPB Functions

k
1/2
1. If'kis odd, that implies (m) (km ) - 5( . )

j=1, jis odd J

k
m m 1/2m k(m
2. If'k is even, that implies Z < >< ) = —( ) — (—1)2(k).
j=1, j is odd J k=] 2\ k 2
i m m 1/2m m
If ¥ is odd, that impli S .
msmmin 3 (2)(7)-4(2) )
b m m 1/2m m
(b) If & is even, that implies ( ) ( ) = —( ) — ( )
’ j—l,]Zisodd J)\k =] 2\ k g

5.2 Siegenthaler’s Construction

Let g, h € B,, be two Boolean functions. Consider the function f € B, defined as

f(.fl,xg, e 7x’n7xn+1) - (xn—‘rl + 1)9(1‘173527 e )x’n) +x’n+1h($1ax27 e 7‘7:71)' (51)

Here, the truth table of f is the concatenation of the truth tables of g and h. The follow-
ing are some results based on the construction of the WAPB Boolean function based on

Siegenthaler’s construction (as in Equation b.1)).
Lemma 5.2.1. Let n be an odd integer. For k € [0, n),
L ifk An thenk An—1landk—14n—1.

2. ifk 2 nand

(a) kisodd thenk An—1landk—1=<n—1;
(b) kiseven, thenk <n—1landk—14n—1.

Proof. Let the binary expansion of n and k be n = 3._ n;2 and k = Y'_ k;2' where

n;, k; € {0,1} for i € [0,!]. Further consider the binary expansion of n — 1 and k& — 1 be
n—1= 2220 ni2 and k = 2220 k2t where n/, k! € {0,1} fori € [0,1]. As n is odd,

no = 1,ny5 = 0and n; = n, fori € [1,1].
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5 On the Secondary Constructions of WAPB Functions

1. Ask A n, ks > n, forsome s € [1,1]. Here s # 0 as ng = 1. As n/, = ng, ks > nl.

So, k An—1.

If k is odd, then in the binary expansion of k — 1, k, = 0, ko = 1, and k, = k; for
i € [1,1]. Here, we have k, > n/ and that implies k — 1 A n — 1. If k is even, then

k — 1is odd. In this case, k{, = L and ny = 0. So, k —1 A n — 1.

2. Ask =< n, k; <n;,Vi € [0,l]. Ifkisodd, k—11iseven. Then kj, = 0 and nj, = 0 and
other bits satisfy &} < n},Vi € [1,1]. Hence, k — 1 < n — 1. As k is odd, nj, < ko.

So, k An—1.

Similarly, if & is even, kg = ny, = 0 and k; < n, = n;,Vi € [1,l]. That implies

k < n — 1. Furthermore, since ny = 0Oand k) = 1, k —1 A n — 1.
[l

Now we propose to construct WAPB Boolean functions using Siegenthaler’s secondary
construction when 7 is odd. Gini and Méaux [44] have also used Siegenthaler’s secondary
construction to obtain n-variable SWAPB Boolean functions (definition B.2.3) for any pos-

itive integer n.

Lemma 5.2.2. Let n > 1 be an odd integer and g,h € B,_1 be two WAPB Boolean

functions. Then f € B, defined as
flzy, 2o, .. ) = (L4 x,)g(21, 20, .., Xp1) + Tph(x1, 29, ..., Tp1),

ie., supp(f) = {(z,0) € Fy : x € supp(9)} U{(y,1) € Fy : y € supp(h)}

is a WAPB Boolean function.

Iwi-1(9) = 5 [("1) + 0w (h) = 5 [(") + '] and wien (f)
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5 On the Secondary Constructions of WAPB Functions

=5 [() + ax] then

0 ifk £ n,
ap = b’;_l ifk 2 n,k <nandkis even,
&=l ifk 2nk <nandkis odd.

Proof. Here g, h € B,,_, are WAPB Boolean functions with
win(9) =2 [("1) + 07 and wyn () = 2 [(".") + ¢! for k € [0,n — 1] where

fk -1 fk -1
byt = 0 Zf An—1, and = 0, Zf £An—1,
+1 if k<n—-1 +1, if k<n-—1

n—1 n—1 n n—1
As f is defined, we have wq ,(f) = wo,—1(g9) = (s >2+b0 = (O)Zbo and
"’1)+CZ:} B (")Jrc;f

Wan(f) = W1 () = i) :

Further, for k& € [1,n — 1], we have

-

supp,(f) = {(z,0) : & € supp,(9)} U{(y,1) : y € supp,_;(h)}. That implies,

Wk,n(f) = Wk,n—l(Q) + Wk—l,n—l(h>
1(/n—1 11 /n—1
= = pr—1 - n—1
() ea o) -]
1 n ni . n n—1 n—1
= 5\ +ay|; Wwhere a, = b, + ¢ ;. (5.2)
« If k £ n, then using Lemma 5.2.1, k A n —landk — 1 £ n — 1. Then b} * =
02:11 = 0. Hence, a} =0, i.e., wy, ,(f) = %(Z)
» If k < n, then from Lemma [5.2.1],
— ifkisodd, thenk An—1landk —1<n— 1. Thenb} ' = 0and ¢}~ # 0.
Hence a} = ¢}~ 1, i.e., i, (f) = : ((Z) + CZ:%).
— ifkiseven, thenk <n—1landk —14n — 1. Thenb} ' # 0and c}~| = 0.

Then,af = b~ e wen) = 5 () + 67",
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. . . (Z) + a}
Hence, f € B,, is a WAPB Boolean function with wy,,(f) = B where
0 ifk £ n,
ap = b7 ifk = n,k <nandkis even,

&=l ifk =nk <nandkis odd.

]

In general, Lemma does not hold when n is an even integer. If n is even (i.e., n—1
is odd) then there may exist some k € [0,n — 1] suchthatk <n—landk —1=<n— 1.
For example, 5 < 7and 4 < 7 for n = 8. As a result, there may exist WAPB functions
g,h € B,_; such that wy,,(f) = 3((}) £ 2) as shown in Equation in the proof of

Lemma [5.2.2. This deviation of wy, ,,(f) implies that f is not a WAPB function.

Corollary 5.2.3. Let n > 1 be an odd integer. Let g,h € B,,_1 be two CWAPB Boolean
functions defined in Definition 3.2.3. Then the function constructed by Lemma is a

CWAPB ibe’1 = cZ’lfor 0<k<n-—1, wherewy,_1(g9) = (n;)TijZ_ and wy, ,—1(h) =

(n;1)+6271
—2 .

Proof. From Lemma [5.2.2, we have

0 ifk£n
ap =< b7t ifk < n;k < nandk is even
=t ifk = n;k <nandkis odd.

Since both f and g are CWAPB Boolean functions, b} ' = 0", andc} ' = —c'",_|.
For k € [0, n], consider the following cases.

« k < nandkis even (i.e, n — k is odd). Thenal = b}' = ' = —'71 | =

n
_anik.

* k Xnandkisodd(i.e., n—kiseven). Thena} = c

3

« k A n. Thenn — k £ nand hence, a}} =0 = —a!_,.

n
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Hence, f is a CWAPB. O

Further, the following is a construction of a (2™ + 1)-variable WAPB Boolean function

from two 2™-variable WPB Boolean functions.

Corollary 5.2.4. Letn = 2™ > 2 and g,h € B, be two WPB Boolean functions. Then
f € By such that f(xq,...,2001) = (1 + 2py1)g(x1, ..o, 20) + 2pih(zy, ... xy,) is a

WAPB Boolean function.

If g = h, then Lemma is a case of the construction proposed in Proposition
(refer to Chapter ) for n = 2 + 1. Further, if we take h = 1+ ¢ in Lemma then the

following corollary is useful for our construction.
Corollary 5.2.5. Let n > 1 be an odd integer and f, 1 € B, 1 be a WAPB Boolean
function. Then f, € B, defined as
oz, 2oy yxn) = (L+an)fooa(zr, .oy xn) + (14 fooa(z1, ..oy 201))
= xp+ fo1(x1, 20, 20 1),
i.e., supp(fn) = {(z,0) € F3 : @ € supp(fy-1)} U{(z,1) € F3 : = & supp(fy-1)}

is a WAPB Boolean function.

In the above corollary, if wy ,,(f,,) = (k);az and wy ,—1(fn-1) = ("—’)+’“7, then
0 ifk £ n,
ap =< a7 ! ifk <n,k <nandk is even,

—aZj ifk = n,k <nandkis odd.

The nonlinearity and weightwise nonlinearity of the Siegenthaler’s construction are
already discussed in Proposition and Theorem B.2.4, respectively. Therefore, the
weightwise nonlinearity of the function £, (defined in Corollary 5.2.3) satisfies NLx(fn) >
NLy(fn—1) + NLg—1(fn-1) for & € [1,n — 1]. Hence, for k € {0,1,2,n — 2,n — 1,n},
we have NLo(f.) = NL.(f,) = 0, NLi(fn) = NL,—1(fn) = 0, NLo(fs) > NLao(fn-1),
NL, 2(fn) = NL, 3(fn-1)-
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5.3 An extension of Mesnager and Su’s WPB Construction
in [77]

The WPB Boolean function construction presented in Proposition 1s vital for our study,
as we develop a generalized version of this approach. In 2021, Sihem Mesnager and Si-
hong Su introduced this construction method for generating WPB functions in [77]. Let the

symmetric difference between two sets be denoted by A, then for two Boolean functions

f,g € B,, we have supp(f + g) = supp(f)Asupp(g).

Proposition 5.3.1. /[77] For a positive integer n = 2™, the support of f,, € B, is defined

by

supp(fn) =A" {(z,y,2,y, ..., x,y) €FE - x,y € F2" " wy(z) is odd}.

:{{(1,y):y€F2}n ifn =2,
{(@,y) s 2,y € F3 ,wn(w) is odd} A{(z, ) : v € supp(fz)} ifn > 2.

Then the Boolean function f, is WPB.

Hence, the following result generalizes the Proposition [5.3.1], providing a method to
construct a WAPB Boolean function by lifting the support of a known WAPB function

defined in dimention ny.

Lemma 5.3.2. Let n = ny2"™ where ng is an odd positive integer and m > 0 is an integer.

Let f,, € B,, be a WAPB Boolean function. Then f,, € B, recursively defined as

supp(fny) ) ifn = no,
{(@,y) s 2,y € F3 ,wn(w) is odd} AN{(z,2) : 2 € supp(fz)}, ifn > no,

is a WAPB Boolean function.

supp(fn) = {

Proof. The proof follows the idea of the proof of [77, Theorem 3]. As f,, is a WAPB
no no
(%) +aj

Boolean function, wy, ,,(fn,) = 5

with a}° € {0,%1} for k € [0,ng]. Now, we
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n n

+a
shall prove that wy, ,,(f,,) = M where a] = {

0 ik
5 7 ﬁn’forke[O,n].Ifk:O,

+1 ifk <n.

ap = ak% = a;°. Soitis satisfied for £ = 0. Now consider, k£ € [1, n|, which can be factored
as k = ko2° where kg is odd and b > 0 is an integer. It will be proved in two different cases
i.e., form > band form < b.

If m > b (in this case k £ n), then

suppi(fa) = {(x.) : 2,y € F5 wala) is odd, wi(ay) = k)
A(z,2) : z € supps(f2)}
= {(z,y):z,y € IE‘Q%,WH(x) is odd,wy(z,y) =k}
NM(z,y,x,y) s x,y € ]Ff%,WH(a:) is odd, wy(z,y) = g}
N(z,2,2,2) 1z € supr%(fQ%)} (as A\ operation is associative)
= {(z,y):z,y € FQ%,WH(Z') is odd,wy(z,y) = k}

- k
A{(l’,y,x,y) ‘T Y € F2227WH(37) is Odd, WH<x7y) = 5}

% . k
A‘H%?J;%% cee ,I’,'y) LY € FZQ 7WH(']:) A 0dd7WH(‘rﬂy) = F}
AM(zz,002,2) 12 € suppe (f5)}
- {(x,y) 2$,yEF2§,WH($) iSOdd,WH(I7y):I€} (Sl>
A{(flf,y,l’,y) LY € ]F22 7WH(:E) IS Odd7 WH($7y) = 5} (SQ)
o - k
A{((L’,y, B axay> HENNTIS IE‘2 7WH($) s 0dd7 WH(xay) = %} (Sb)

& k

MNM(z,z...,2): 2 €T3 ,WH(Z)zi (Spt1)

Here, we stop at S, 1 as 2,,% is not an integer. As wy(x) is odd in the set S and wy(x,y) =
g is even in the set .S, in the above identity, the sets S7 and S5 are disjoint. Similarly, we can

check that the set S5 is pairwise disjoint with the sets S; and S;. Continuing the argument,
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we have that the set 5,7 € [2,0] is pairwise disjoint with S, S, . .. ,Sj-1, i.e., the sets
S;j,j € [1,b] are mutually disjoint. Further, since wy(z) = £ = ko is odd in Sy, then

Spr1 C Sp. Therefore,
Win(fn) = [S1] 4 G2 + -+ +[Ss] = |Spal.

Here, we can check that

n ) k
151 = W@ gy, 2y) 2y € FY wy(2) is odd, wa(z,y) = 5 }
_k_
27—1 n n
- X (-
= \i 2jk*1 —t
7 is odd
(1 /(577 1/3
5(2]191) _ §<2kf) ifj €[1,b—1] (using Lemma [.1.1/Ttem 8)),
251 27
1 /(5 1/3
— 5(2bk1) + 5(2:) ifj=»b (using Lemma [5.1_1/Ttem Pd]),
2b—1 @
1 n
5 (2]:) ifi=b+1 (using Lemma [5.1_1/Item [1]]).
\ 20
Therefore,
1[4 _n_ n _n_ n n 1/n
S ; b—1 b b
Wi (fn) = 3 [Z <<2jkz ) - (i)) + (l) + (i) N (gﬁ)] - §<k)
j=1 271 27 20=T 20 2

If m < b, then using similar process as the above case we have

Suppk(fn> - {(ZE,y) HEANTIS FE,WH(I) is 0dd7 WH<x7y) - k}

. k
A{(ZE,y,ZL’,y) LY € IFQZ 7WH(J:) is 0dd7 WH(xuy) - 5}

n_

NM(zyy,...,xy) :x,y € F3”

7WH(:E) is 0dd7 WH('r7y) = 2m71}

Mz 2,0 2,2) 2 € supp s (f )}
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= {(z,y): 2,y € F2 wy(x) is odd, wy(z,y) = k} (Th)

k
A{(x,y,x,y) x yEFZ JWH( )lS 0dd>WH(x7y):§} (T2)

) (T3)

MNM(z,2,...,2,2) 1 2z € supp%m(fno)} (Ths1)

A{(l’,y, ce ,Jf,y) tTY € ngmva(x) is Odd,WH(l’,y) =

It can be checked (as the earlier way) that the sets 77, T5, . . ., T}, are pairwise disjoint.
If £ is even (i.e., b > m), then wyy(2) is even in T, 41. S0, T4 is too disjoint with

T;,i € [1,m]. Hence,

Wi (fn) = |10+ |To| + - + | To| + | Tona -

Here,
(1 n n
B <ij1) - (%j)) ifj €[1,m] (using Lemma .1 1/Item RH]),
2T 2%
T = ¢1( (= . o | ‘
S\ \ ke ) Tk ifj=m+1 (as fo, is WAPB with
2m
\ Wl,no(fno):%((no)+a ))
Hence,
) =33 (( - 2@) 4! ((zm) v ) () o)

Further, 1f 5= is odd (i.e., b = m), then wyy(z) is odd in T,, 1. As 2,,% is even, wy () and

wy(y) are also odd in the set T},,. Hence, T}, 1 C T,,. That implies,

Wk‘m(fn) = |T1| + |T2| + -+ |Tm| - |Tm+1|-

71



5 On the Secondary Constructions of WAPB Functions

Here,
(1 /-2 1/2
5 (mkl) 3 (2,5) ifj €l,m—1]| (using Lemma B5.1_1/Item 2H]),
21 27
= IS AN ‘
o\ _k + o\ & ifj=m (using Lemma [5.1_1|/Ttem Pd]),
Tl = g1 3

1 (5=
5((1)_‘_&712) ifj=m+1 (asaniSWAPBWith
2m

Wino (fro) = 3 (%) + ).
) =4 () +2)

™m o

So. Wi (fu) = 133 (77 - ;(%)) 1 (() i

om—1

N L]
EEEE

N

Therefore, for n = no2™ and k = k2°, we got that wy,(f,) = 5 ((7) + af), where

0 ifm >b,
ap = S a’ ifm <b, and ay = ag°.

_an’g Urm = b7

Hence, f,, is a WAPB Boolean function if f,,, is a WAPB Boolean function. ]

As aresult, Corollary and Lemma present a general construction for WAPB

Boolean functions in any number of variables in the following theorem.

Theorem 5.3.3. Forn > 2, the support of a Boolean function f,, € B,, defined as

(

{(x,1) €F2: 2 € Fo} = {(0,1),(1,1)} ifn=2,
{(z,0) € Fy : = € supp(fn_1)}
supp(fn) = U{(z,1) € Fy : x ¢ supp(fn_1)} ifn > 2andodd, (5.3)
{(z,y) € Fy :x,y € ]F2%,WH(x) is odd}
A{(z,2) € Fy 1 z € supp(fr)}  ifn > 2 and even,

\

is a WAPB Boolean function.

When n = 2™, is a power of 2, we get the WPB Boolean function presented in [[77].

The base Boolean function used in the above recursive construction (i.e., f5) is linear. As

72



5 On the Secondary Constructions of WAPB Functions

a result, the nonlinearity of the destined Boolean function remains weak. The construction
in Theorem can be generalized by beginning with a base WAPB Boolean function on
a higher number of variables. As a result, the final function can have better cryptographic

properties than the function that resulted in Theorem [.3.3.

Theorem 5.3.4. Forp > 2, let f, be a WAPB Boolean function. Let n be a positive integer
such that

p= LQ%J ie,n=ap2’ +ar2" + -+ am 127" 4 p2" (5.4)
o, p+1= L%j ie,n =ap2’ +a;2' + -+ a1 2"+ (p+1)2™ if pis even, (5.5)

where m > 0 and ag, ay, . .., a, € {0,1}. Then f, € B, whose support is defined as

(supp(f,) ifn =p,
{(z,0) € Fy : x € supp(fn-1)}
supp(fn) = U{(z,1) € Fy : « ¢ supp(fu_1)} ifn > pandodd, (5.6)
{(z,y) € Fy 2,y € ]FZ%,WH<:E) is odd}
\ A{(z,2) €Fy : 2 € supp(fz)}  ifn > pandeven,

is a WAPB Boolean function.

For illustration, if we have a WAPB Boolean function on 5 variables, then we can con-
struct a WAPB Boolean function on 10, 11, 20, 21, 22, 23,40, 41, . .. variables. Similarly, if
we have a WAPB Boolean function on 6 variables, then we can construct a WAPB Boolean

function on 7, 12, 13, 14, 15, 24, 25, 26, 27, . . . variables.

Note 5.3.5. The construction in Theorem can further be generalized. When n is odd,
instead of using the WAPB Boolean functions f,, ; and 1 + f,,_;, one can use any two
WAPB Boolean functions g, h € B,,_; (following Lemma [.2.2)) to have f, in the recursive

construction presented in Equation B.6. The nonlinearity of £, can be improved in this way.
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5.3.1 Algebraic Normal Form

Since the recursive construction involves two different liftings depending on whether n is
odd or even, the algebraic normal form (ANF) of the Boolean function f,, € B, is influ-
enced by the binary representation of n. Consequently, the ANF of f,, can be determined

as described in the following theorem.

Theorem 5.3.6. Forp > 2, let f, be a WAPB Boolean function. Let n be a positive integer

such that, for an m > 0,
s p=lsx]ie,n=0a02"+a2' + -+ ap 2" 4+ p27,  or
s pt+1=l5klie, n=0a2"4+a2" + - +a, 12"+ (p+ 1)2™ if p is even.

Then the ANF of f,, defined in Theorem is

fp ifn:p,
Ty + foo1(x1, 29,0, Tp_1) if n > p and odd,

= n
2
Z$i+f%(l'1,...,l’
i=1

n

folz1, ..o zp)

|3

2
) H(xi +xnyi+1) ifn> pandeven.
=1
(5.7)

Proof. If n = p, then by our assumption f,, = f,. Now consider that n > p. If n is odd then
the ANF of f,, is derived from the Corollary 5.2.5. Now if n is even, we prove it following

the technique of the proof from [77, Theorem 4]. Here
supp(fn) = {(z,y) € Fy : v,y € F§ ,wn(z) is odd} A {(2,2) € Fy : z € supp(f=)}

Let denote g, h,, € B,, such that supp(g,) = {(x,y) € Fy : x,y € FQ%,WH (x) is odd}; and

supp(hn) = {(z,2) € Fy : 2 € supp(fz)}.

Then the ANFs of g,, and h,, are

5 3
gn(T1, .. x,) = le and h,(zq,...,2,) = fg(xl, . ,:z:%) H(xl + Ty + 1).
=1 j
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As the XOR operation imitates the symmetric difference of the supports of two Boolean

functions, we have

%
fn(mlax% s 7'Tn) = Zmz + f%<x1a$27 s ,l’%) H(xl +x%+z + ]-)

=1 =1

For example, we shall compute the ANF of f,; € By, for a given WAPB f5 € Bs. Then
5 5
we shall have flO(:Bla c. ,{['1()) = Z x; + f5(£L’1, Lo, ... 71‘5) H(ZEZ + L5 -+ ].) Then we
i=1

i=1
5

5
have fii(z1,...,211) = chz +zu + fs(21,. .., 75) H(xz + 540+ 1).
i=1 i=1
Therefore, the WAPB Boolean functions can be computed recursively very fast although
the ANF of the WAPB Boolean functions contain a lot of monomials.

The algebraic degree of f,, can be computed as follows.

Theorem 5.3.7. Let f, € B, be a Boolean function with deg(f,) > 1 and f,, € B, be

the Boolean function constructed as in Theorem [5.3.4. Then the algebraic degree of f, is

deg(fn) = [2] + 2] + -+ || + deg(f,). Thatis,
1. deg(fn) = n—(p+am-1+am_o+---+ag)+deg(f,) ifp = | 3= | asin Equation 5.4

2. deg(fn) =n-— (p+1+am—1+am—2+"'+a0)+deg(fp) ifp+1 = inmJ as in
Equation E
Proof. 1fag = 1 (i.e., nis odd), then f,(z1,x2,...,2n) = Tp + foo1(z1, 22, ..., Tp1).

Hence, deg( f,,) = deg(f,._4,) irrespective of ag = 0 or 1.

Further, if n is even (i.e., ag = 0), then as per the construction

2 2
folzr, 29, .. xy) = Zx, + fo(21,22,...,20) H(xz + oy +1).
i=1

=1
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That implies deg(f,,) = § + deg(f=). Performing this process recursively, we have

deg(fu) = deg(fuuy) = 5 + deg(frma) = |5 +deg(iy)
= 12 de(figa) = L+ B a5, )

= 5]+ 55 + deg(fiz)

= 5]+ 5]+ + L) + deg(fim)
= 5]+ 5]+ o+ L) + dea(sy)

(if p is even, still deg(f,+1) = deg(f,)).

If p = | 3] (as Equation B.4), | & | = p2" % + ap 12" F 4 -+ + ay, for 0 < k < m.
Then, substituting | 5x | for 1 < k& < m in the above equation we shall have deg(f,) =
n—(p+am_1+am_o+---+ao) +deg(f,). Similarly, for the case as in Equation 5.3, we

shall have deg(f,) =71 — (p + 1 + Gyt + o + - - - + ag) + deg(f,). O

The following corollary presents the degree of f,, (constructed as in Theorem f.3.3)) for

some special values of n.

Corollary 5.3.8. For n > 2, consider the WAPB Boolean function f, € B, as in Theo-
rem [.3.3. The degree of f, is

1. n—1ifn = 2" for some k > 1 (i.e., n is a power of 2) [[77, Corollary 3];
2. n—kifn=2%—1for somek > 2.
Proof. 1. Here p = 2 as per Theorem and n = 2%, Thatis, m = k — 1 and

A1 =---=a9=0. Sodeg(f,) =n—p+deg(fa) =n—2+1=n-—1.

2. Here p = 2asper Theoremf.3.3andn = 28 —1 = (24+1)2F 24283 ... 421 1.
That implies, m = k —2and a,,_1 = -+ = a9 = 1. Sodeg(f,) =n—(p+1+

(-1 +---+ag)) +deg(fo)=n—2+1+m)+1=n—-2—(k—2)=n—k.
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O

5.3.2 Nonlinearity

Nonlinearity is a crucial cryptographic property of Boolean functions. In this subsection, we
analyze the nonlinearity of the proposed WAPB Boolean functions. We begin by examining
the nonlinearity of the function constructed in Proposition b.3.1], and then conclude with the

nonlinearity analysis of the resulting function f,,.

Lemma 5.3.9. Let n > 4 be an even integer and f,, € B,, such that
supp(fn) = {(2,y) € F3 : 2,y € F3 ,wn(x) is odd} A{(z,2) € F} : = € supp(fz)}
where fn € Bn. Then NL(f,) = wy(fz).

Proof. Consider g, h € B, with supp(g) = {(z,y) € F} : x,y € ]FQ%,WH(ZU) is odd} and
supp(h) = {(2,2) € F3 : 2z € supp(fz)}. Then f, = g+ h and g(x1,29,...,7,) =
Ty + Ty + - + = is a linear function. Therefore, du(fs, 9) = wn(h) = [{(2,2) € F3 :
z € supp(fz)}| = wn(fz). That implies, NL(f.) < wn(fz).

Letl,; € B, be an affine function (other than g) such that dy(f,,, lap) < wi( f%) Then
du(g, lap) < dul(g, fr) + du(fu,lap) < 2WH(f%) < 2371, Since g and I, are both affine

functions, du(g, lay) = 2"~ (or, 2" if I, = 1 + g). Hence, NL(f,) = wn(f=). ]

If f= is a balanced function, then NL(f,) = wn(fz) = 227!, Therefore, the proposed
construction has very poor nonlinearity. This happens due to the addition of the linear part
{(z,y) e Fy :x,y € IE‘Q% ,wi () is odd}. Moreover, we observe a limiting result regarding

the weightwise nonlinearity.

Corollary 5.3.10. If n is even and n > p then NLy(f,,) = 0 for all odd integer k € [0, n].
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Proof. Consider the functions g and h as in the proof of Lemma 5.3.9. Then supp L(h) =10
for every odd k& € [0, n]. Therefore, f,, = g is a linear function and NL(f,,) = O for every
odd k € [0, n]. O

Table b.7 summarizes the nonlinearity and weightwise nonlinearity of the function f,,
constructed using Theorem p.3.3, for 8 < n < 16.
Since NLo(f,) = NLi(fn) = NL,_1(f.) = NL,(f.) = 0, these trivial values are

omitted from the table. The global weightwise nonlinearity of f is defined as GWNL(f) =
Y peo NLi(f) (refer [43]).

n | NL | NLy | NLs | NLy | NLs | NLg NL7 | NLg | NLg | NLjp | NL;;  NLjo | NLyjs | NLys | GWNL
8 |8 2 0 3 0 2 0 0 0 - - - - 7

9 |16 |2 2 3 3 2 2 0 0 - - 16
10|16 |3 0 5 0 5 0 3 0 0 - - 16
1132 |3 3 5 5 5 5 3 3 0 0 - - 32
1232 |3 0 7 0 10 |0 8 0 3 0 0 - - 31
13164 |3 3 7 7 10 |10 |8 8 3 3 0 0 - 62
14|64 |4 0 10 |0 18 |0 18 |0 10 0 4 0 - 64
15128 | 4 4 10 (10 |18 |18 |18 |18 |10 10 4 4 0 128
16 | 128 | 4 0 14 |0 28 |0 35 |0 14 0 4 0 28 127

Table 5.1: Listing of NL(f,,), NLx(f), GWNL( f,,) for 8 < n < 16.

5.3.3 Algebraic Immunity

In this subsection, we analyze the algebraic immunity of the Boolean function f,,, as defined
in Equation .3 and Equation 5.6) along with its algebraic immunity over the restricted

domain Ey, for k € [0, n].
Theorem 5.3.11. Consider n > 2 and f,, € B,, defined in Equation [5.8 with n > p. Then,
1. Al(f,) = 2ifnis even;

2. Al(f,) <14 Al(fno1) if nis odd.
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Proof. For n even, the ANF of f, (see Theorem B.3.6) is given by

—.

fo(x) = Z:L‘i—l—f%(xl,xg,...,x )

=1 i

(zi +xny; + 1) where x = (24,...,7,) € Fy.

w3

1

Then g(z) = (14 Z¢%=1 ;)(w1 + xn4q) is an annihilator f,. Hence, Al(f,) < deg(g) = 2.
Furthermore, using a similar technique for proofing WAPB Boolean functions as in [45,
Theorem 1] for WPB Boolean functions, we have Al(f,,) > 2. Hence, Al(f,) = 2.

For n odd, the ANF of f, (see Theorem B.3.6) is given by
folx) =20+ fua(x1,. .., 2,_1). By [26, Corollary 3], Al(f,,) < 1+ Al(fn_1). O

Ifnisoddandn > p+ 1, then Al(f,,) < 1+ Al(f,-1) <1+2=3.

Corollary 5.3.12. Consider f, € B,,n > 2 as in Equation 5.4 withn > p + 1. Then
Al(f,) < 3.

Theorem 5.3.13. Consider n > 2 and f, € B, defined in Equation .6 with n > p. Then,
1. Alg(f,) = 1ifnis even and k is odd;
2. Al(fn) < 2ifniseven and k is even;
3. Ale(fn) < 14 Alg(fro1) if nis odd;

Proof. For n even, supp(f,) = {(z,y) € FY : x,y € FQ%,WH(Z‘) is odd} N{(z,z) € Fy :
z € supp(f=)} (see Equation B.6). If k is odd, the weight of vectors in Ej, are odd and
hence {(z,2) € F} : 2 € supp(f=)} is an empty set for k odd. As aresult, f,, = ?:1 T
over Ey .. Then, g(x) =1+ Z?Zl x; is an annihilator of f,, over Ey,, as g(z) # 0 for some
x € Ep,. It can be easily checked that f,, is not a constant function over Ey ,, for every
1 < k < n by taking an input vector z € F with odd (respectively, even) number of 1s in
T1,Zg,...,xz. So, fand 1 + f have no constant annihilator. Hence, Ali(fn) = 1ifnis

even and k is odd.

79



5 On the Secondary Constructions of WAPB Functions

If k is even, consider g(z) = (1 + Zi%:l z;)(1 + T2 41). It can also be checked that
there are some x € Ey,, such that g(z) # 0. Since g(x) is an annihilator of f,(x), g(x) is
an annihilator of f,(z) over E . Hence, Al (f,) = 2 if n is even and £ is even.

Now consider n is odd. Then f,(z) = z, + fo_1(z1,...,2,-1) and g(z) = (1 +
Zp)h(zy,...,,_1) is an annihilator of f,, where h(z1,...,2,-1) € Ann(f,_1). If we
choose h as an annihilator of f,,_; in the first part of the proof, h(xy,...,z,_1) # 0 for
some (21, ...,%Ty—1) € Expn_1. Hence, g(z1,...,2,) # 0 for some (z1,...,z,) € Ex, by

adding x,, = 0 with those vectors. As a result, we have Al (f,,) < 1+ Ali(fr_1)- O

5.4 A modification of WAPB function f, for higher non-
linearity

The function f,, € B, proposed in Theorem and Theorem are WAPB Boolean
functions and fast computable. Unfortunately, these are not having good nonlinearity and
algebraic immunity. The main reasons for not having these essential cryptographic proper-

ties are the following.

1. When n is odd, the construction uses a concatenation of f,,_; and 1 + f,,_;.

2. When n is even, the construction modifies only a few support vectors of a linear
function Y2 | ;. Consequently, both nonlinearity and algebraic immunity remain
low over entire space [F;; as well as restricted domains E; ,,. Moreover, it holds that

o1, o my) = Zil x; on Ey,, when £ is odd (see the proof of Corollary 5.3.10).
As aresult, NL,(f,,) = 0 forall odd k.

Our objective is to enhance the nonlinearities NL( f,,), NLx(f,,), and the algebraic immuni-
ties Al(f,,), Ali(f,). Specifically, since the function f,, is linear on the restricted domain
Ex» when n is even and £ is odd, we focus on modifying this behavior. Therefore, we first

propose modifying supp(f,,) in E;,, for n even and k£ odd. This leads us to define a new
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class of WAPB Boolean functions denoted as F},, obtained by modifying the supp(f,,) as
described in Theorem and again formalized in the following lemma. The modification
involves swapping of the support vectors (z,y) with (y,z) where z,y € IF? , Wh(z,y) is

odd, and the wy(y)-th coordinate of y is 0 (i.e., Y, (y) = 0).

Lemma 5.4.1. Let n = ng2™ where ng > 1 is an odd positive integer and m > 0 is an
integer. Let F,,, € B,, be a WAPB Boolean function. Let F € B, be recursively defined

as

SUpp(F,) _ Supp(Fno> lf‘n = Ny,
" W, UW2UW!  ifn > no,

where

W, = {(z,y) €eFy a,y€ ]FZ%,WH(ZE) is odd, wy(x,y) is even}
N(z,2)eFy:z € supp(F’%)},
Wy = {(y,z)eFy:z,y€ F?,WH(I) is odd, wy(x,y) is odd and Yy, = 0},

Wl = {(z,y) €Fy:2,yc€ IFQ%,WH(QT) is odd, wy(x,y) is odd and Yy, ) = 1}.

Here, Yu,(y) is the wu(y)-th coordinate bit in y = (y1,Ya,...,y=). Then F} is a WAPB

Boolean function.

Proof. The proof is similar to the proof of Lemma [.3.2. If n = ny, then F! is already a
WAPB Boolean function. Consider n = ny2™ where m > 1. Let k € [1, n| can be written
as k = ko2 where kg is odd and b > 0 is an integer. We will prove this in three different
cases by taking b = 0; 1 < b < m and b > m. Here, k £ n for first two cases i.e., when
0<b<m.

Case I: If b = 0, then k = ko, which is odd. Then supp,(F) = AU B where
A={weW?:wy(w) =k} ={(y,z) : x,y € IFQ%,WH(x) is odd, Wy (2, ) = k, Ywy(y) =
0} and
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B={weW!: wy(w)=k}={(z,y) 2,y € IF2 Wi () is odd, wy(z,y) =k, Yuy(y) =
1}.

Since wy (z) is odd and wy(y) is even in the vectors in both the set A and B, AN B = ().

Now using the equality in Lemma [B.1.1|[Item [[]], we have

ey = e 5 (1) £ ()550)
- (O ()
SO0

Case IL: If 1 < b < m, then k = k2" is even. As supp(F") is defined recursively, we have

suppy (F.) = {(z,) : 2,y € F3, wu(x) is odd, wy(z,y) = k}

A{(ﬂf,’y,l‘,y) HEANTIS IE‘22 7WH(x) IS Oddv WH(:E7y) = 5}

N(z,y,z,y, ..., x,y) : :vyEIFQ ,wi(x) is odd, wy(z,y) = 2bk1
AN(z,2,...,2,2) 2 Esupr%(F;%)}

={(z,y) 12,y € IF2 ,wh(z) is odd, wy(z,y) = k} (S1)
(e, 2,) 2y € B () 5 0dd w2, ) = 5) (5)
Nz, y, ..., xy) cx,y € IF2 7WH(J(;) is odd, wy(z,y) = 2bk1 (Sh)
Ay oyon) sy €FET ) B 0dd (e, ) = o = 0} (5)

ST . k
A{(I,y, cee ,Z‘,y) 1T,y € IF22b+ 7WH(J;> IS 0dd7 WH(?L’,ZU) - gmywH(y) - ]'} (Sl}Jrl)

By following Lemma B.3.2, we can see S; N S; =0 for1 <i < j <b. Further, since

the wy(z,y) = 2 = ko is odd in the sets S, and S}, ,, the set Sy, U Sp,; C S, (where
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Spi1 N Sy = 0). Therefore,
Wi (fa) = [S1] + [Sa| + -+ + [Sp| = [Sp1 U Sy |.

The cardinality of S; for j € [1,b] has been computed in Lemma 5.3.2. Now,

k_

® n _n__ 1 2 n _n__ 1
staustal = 32 (7)) (£70)+ 3 () (%)
|b+1 b+1| ; i 2_/1_1_2. Zz; i Q_kb—i
i is odd i 1s odd
B
- £ @0
i=0 U 2_kb —1 2 2%
iis odd
Therefore,
b-1 n n _n_ n n 1/n
ot = 13 ((20) - (2))+ (2) + () - ()] -3 (0)
j=1 o9j—1 27 2b—1 2b 20
Case III: If b > m, then as Lemma [.3.2, we have
supp,(F,) = {(z,y) : 2,y € F3 ,wn(x) is odd, wn(z,y) = k} (T1)
. k
A{(m,y,x,y) T,y € IFZ 7WH<x) IS 0dd7 WH(xay) - 5} (TQ)
o k
A{(%,y,...,%,y):l’,yEFQQ 7WH(Q:) lSOdd WH(x y) om— 1} (Tm)
A{(z.2.. z2) 2 € supp s (FL)). (Tos)

By following Lemma b.3.2, we can see T} N T; =0for1 <i<j<m.Forb>m,using

the value of |T}|,j € [1,m + 1] as computed in Lemma 5.3.2, we have

N L ((n n
= 3((0)+2)

Form =0, Qim = kg is odd. Similarly, as in the proof of Lemma .3.2, we have

=) 2)
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Therefore, for n = n¢2™ and k = kq2°, we got that wy, ,(E) = 3 ((}) + af), where

0 ifb<m,

ar=1{ a%  ifb>m,

om

—a"™  ifm=0b.
am

Therefore, it is established that F), is a WAPB Boolean function, provided that I is also

WAPB Boolean function. O]

The modified function £}, is no longer equivalent to a linear function in E ,, for n even
and k£ odd. Experimentally, the results show the nonlinearity NL;(F) improves signifi-
cantly compared to Corollary for n even and k£ odd. Nevertheless, we found that
there is no improvement when £ is even.

Therefore, our next attempt is to improve NL; for n even and k even by replacing some
vectors in W,, as defined in Lemma B.4.1]. Since, k = wy (x,y) is even and wy(z) is odd
(implying wy(y) is also odd), replacing some (z,y) with (y,z) may result in repetition
of vectors and count of support vectors gets reduced. Consequently, the approach used in
Lemma f.4.1], is not applicable in this case.

Instead of swapping = and y in some (z,y), we propose swapping two bits x & and Yk
in those vectors where 2 = 1 and yx = 0, with & = w (x,y). This bit transformation

avoids redundancy and allows for improvement in the weightwise nonlinearity for even k.

Lemma 5.4.2. Let n = ny2™ where ny > 1 is an odd positive integer and m > 0 is an
integer. Let F,,, € B,, be a WAPB Boolean function. Let F,, € B, be recursively defined

as
supp(£y,) if n = no,
supp(£r) = 4 (We \ W) W) u (Wg U W)
= (supp(F/) \ W)Y U W10 ifn > ny,
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where W, W2, W} and F), are as defined in Lemma and

W = {(z,y) €Fy: 2,y € F;EL,WH(Z') is odd, wy(z,y) is even and
wa(z,y) — 1, ywH(z,y) — 0},
2 2

Wi = {(z,y) €Fy: (z,y) € W)}

Here, xuywy and Ywywy are the | = M-th cordinate bit in x,y respectively and

2 2

(EJE) = (xlw"7xl—17ylaxl+17'"7x%7y17"'7yl—17xl7yl+17”'7y%) obtained by swap-
ping l-th cordinate bits of © and y.

Then F,, is a WAPB Boolean function.

Proof. We have already proved in Lemma that I is WAPB.
Here, wy(T) and wy(7) are even and T # 7 for the vectors (Z,7) € WL, Then, W2 and

supp(F) are disjoint sets as

 wy(z,y) is odd for the vectors (z,y) € W) U W1,

* wy(x) and wy(y) are odd or, = = y for the vectors (z,y) € W..
Further, W!° C supp(F)). As we replace (z,y) by a same weight vector (T, %), wy ,(F,,) =
wy,. (F),). Hence, F, is a WAPB Boolean function with wy,,(F,) = 5 ((7) + af ), where

0 ifb < m,
aZ: ani %fb>m,
2777.

—a"y  ifm=0b.

om

O

Hence, in the following Theorem, we present a recursive construction for a WAPB

Boolean function F;, € B,, from a WAPB Boolean function F' € B, in fewer variables.
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Theorem 5.4.3. Forp > 2, let I' € B, be a WAPB Boolean function. Let n be a positive

integer such that, for an m > 0,

p= LQ%J ie,n=ap2’ +a12' + -+ @y 2" p2™ (5-:8)

o, p+l= LZ%J ie,n=ag2"+a;2' +- - +a, 12"+ (p+1)2" if pis even. (5.9)

Let F,, € B,, whose support is defined as

supp(F’) ifn=p,
{(z,0) € F3 : 2w € supp(Fy-1)}

U{(z,1) € Fy : x ¢ supp(F,,_1)} ifn > pandnis odd,
(W A\ WO uwtuw2uw! ifn > pandn is even,

supp(F,) = (5.10)

where
We = {(zx,y) €Fy:x,y€ ]FQ%,WH(QE) is odd,wy(z,y) is even}
M(2,2) €T« 2 € supp(Fy)},

W = {(x,y) €Fy o,y € FZ%,WH(:C) is odd, wy(z,y) is even and

Tuyle) = 1,ywH<;,y> = 0},
Wt = {(z,9) €Fy: (z,y) € W)},
W0 = {(y,x) €FL:a,y € F2 wa(x) is odd, wy(z,y) is 0dd, yu,,) = 0},
W = {(z,y) €Fy 2,y € F3 wy(x) is odd, wy(z, ) is 0dd, Yy = 1}.
Then F,, is a WAPB Boolean function.

Note 5.4.4. In the set W2 and W/, it is possible to choose any fixed index in y (rather than
Ywy(y))» Which is fixed for the vectors of the same weight. For instance, one can choose
y1 instead of yy,,(,). However, we choose y,,,(,) because it varies with the weight for an
expectation of better nonlinearity. Similarly, in the sets W!% and W2 one can replace the bit
at index W with any other fixed index, as this position is also constant among vectors

with the same total weight.
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Here, the function £, is built up by modifying supp( f,,) for n even. As aresult, F}, is no
longer a linear function in E;,, for n even, k£ odd. Therefore, the cryptographic properties

of F,, improve compared to f,, as we will see now.

5.4.1 Algebraic Normal Form of F),

Theorem 5.4.5. Forp > 2, let I}, be a WAPB Boolean function. Let n be a positive integer

such that, for an m > 0,
s p=ls]ien=0a2"4+a2" +---+a, 12" +p2", o
cp+l=|&lien=0a2"+a2" + - 4 ap_12""" + (p+1)2™ if p is even.

Then the ANF of F,,, defined in Theorem is

(

F, ifn=p,
T+ Fo1(T1, .0, Tpot) if n > pand odd,
Fa(@t, s 20) = oo (@1s- 2 00) + G (20, ) (5.11)

F 0y (T1, .y xn) + 2p(T1, . Tp)
(F g (T15 -+, T0) + Py (21, -+, @) ifn > p and even

where the ANF of Gy, Gnys Gngs Zny Pong s P, are presented in the Equations -5.17

Proof. The ANF of F), for n > p and n odd, can easily be derived. Now consider the case

n is even. We can rewrite the support of £, as follows.

supp(F,) = {(z,y) € F} : x,y € FQ%,WH($) is odd, wy(z,y) = k is even, ry = yg}
U{(z,y) € F3 : 2,y € F;%,WH(Z') is odd, wy(z,y) = k is even, vy = 1,ys = 0}
U{(z,y) € F3 : 2,y € FQ%,WH(.T) is even,wy(zx,y) = k is even, vy = 1,ys = 0}
A{(z,2) € Fy : 2 € supp(F'n)
U{(z,y) e Fy - x,y € IF;EL,WH(JJ) is even, Wy (x,y) is odd and T, ;) = 0}

U{(z,y) e F} 2,y € FZ%,WH(Q}) is odd, wy(x,y) is odd and ) = 1}.
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Let gnO? gnl ) gn27 hnla hn(), Zn < Bn SUCh that

supp(gno) = {(xay) HEANVES IF;EL?WH(‘T) Is Odd7 WH('ray) =k even,x

[SIES

= Ys};
supp(gn,) = {(2,9) : 2,y € F3  wy(z) is odd, wy(z, y) = k even, v = 1,y; = 0};

supp(gn,) = {(x,y) : x,y € FZ%,WH(x) is even,wy(x,y) = k even,ry = 1,y

[SIE

I
(@]
na

supp(2,) = {(z,2) : 2 € supp(F2) };
supp(hy,) = {(z,y) : x,y € FQ%,WH(JI) is even, wy(,y) odd, T,z = 0} and
supp(hn,) = {(2,y) : x,y € F3 ,wn(z) is odd, w(z,y) 0dd, Lu, ) = 1}

Let ¢} (x1, za, ..., x,) be the symmetric function with support supp(¢}) = E .. Then the

ANFs of gny, Gnys Gngs Py s Pong s 20 € By, are as follows;

gﬂo(mlw"al‘n) :Zml Z L ( Z (1—|—CL’% +$%+§) qb;cl(mlv?mn)) ) (512)

k=1, even

k=1, even

gnl(xl,...,xn):in Z xl( Z Tk <1+:1:%+%> qSZ(xl,...,xn)), (5.13)

% n n
gm(l’h...,xn)(l-i-zxi) (1—%‘2 xz) };xg <1+x%+§)¢2(m1,...,xn) ,

even

(5.14)

3
Zn(x1, ..o x) :H (:v, +rng;+ 1) Fn(xq,... ,x%), (5.15)

o (%1, - . ., ) = (1+Zx> (Z x) ( > (1+xk)¢,§(:c1,...,mg)), (5.16)

3 n 3 .
Py (T1, ..oy xn) = T 1+ Z T; Tk o7 (x%H, coxg) |- (5.17)
=1 =241 k=1, even

Since supp(gn,) ASupp(zn); SUPP(Gn, ), SUPP(gns ), SUpP(hn,) and supp(hy,) are pairwise

disjoint sets, their union is same as their symmetric difference.

Hence, supp(F},) = supp(gng ) Asupp(gn, ) Asupp(gn, ) Asupp(hn, ) Asupp(hn, ) Asupp(2y,).
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Therefore,

Fo(x1, 29, ..., Tn) =Gng (X1, T2y ooy n) + Gny (X1, T2, oo, 20) + Gy (21, T2, ., Tp)

+ zn(x1, o) + By (21, - xn) F By (21, ).

5.4.2 Nonlinearity of F),

Since the modified function F;, is no longer equivalent to a linear function in Ej ,, for n
even and k odd, the weightwise nonlinearity NL;(F;,) improves significantly in contrast
to Corollary 5.3.10. Table 5.2 presents the nonlinearity N L(F,), weightwise nonlinearities
NLx(F,), and the global weightwise nonlinearity GWNL of the functions F,, for 8 < n < 16,
which are generated using Theorem with the base function Fy(z1,25) = 5. As
NLo(F,) = NLy(F,) = NL,—1(F,) = NL,(F,) = 0, these values are omitted from the
table. Comparing the nonlinearity results of f, (in Table 5.1]) and F), (in Table 5.2) shows

that both the nonlinearity and weightwise nonlinearities improve substantially.

n  NL [ NL,|[NLs|NL | NLs | NLs | NLy [ NLs | NLy | NLyo | NLi; [ NLjo | NLys | NLyg | GWNL
8 |82 7 |13 |14 |14 |7 0 0 0 - - - - - 55
9 | 164 |8 |26 |27 [33 |26 |8 0 0 N N - N N 128
10356 |10 |28 |47 |66 |49 [32 |10 |0 0 N - N N 242
11712 |11 |44 |79 [113 | 171 |93 |43 |11 |0 0 - - - 565
121504 | 12 |45 | 127 | 234 | 210 |244 | 127 |50 |12 |0 0 - - 1061
133008 |13 |63 | 177 | 361 |582 |594 |371 | 178 |79 |13 |0 0 N 2431
14 (6112 |15 |66 |230|635 | 708 | 1016|709 |575 |230 |72 |15 |0 - 4271
1512224 | 16 |89 | 302 | 925 | 1510 | 2424 | 1725 | 1295 | 960 |302 |88 |16 |0 9652
16 | 24338 | 17 | 91 | 378 | 1321 | 2001 | 3485 | 3002 | 3499 | 1995 | 1363 | 378 | 126 | 18 | 17464

Table 5.2: Listing of NL(F},), NL,(F},), GWNL(£},) for 8 < n < 16.

An upper bound on weightwise nonlinearities of WAPB Boolean functions was estab-
lished in [20], and it is NLy(f) < %[|Ex.| — /|Ex.n]] (see Lemma B.2.5). However, this
upper bound is not tight.

For instance, the NL; of any Boolean function is O from the Theorem but the upper

bound of NL; by [20] is # More experimental examples can be found in [43, Table
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3]ford < n < 8and2 < k < n — 2. In Table @, we provide a comparison between
the weightwise nonlinearities of the modified functions £, and the theoretical upper bound.
Further, no tight upper bound is available for the nonlinearity of WAPB Boolean functions.
Therefore, we have presented a comparison of the nonlinearity of £, with the upper bound

of the nonlinearity of n-variable Boolean functions [55].

n function NL NL2 NL3 NL4 NL5 NLG NL7 NLg NLg NLlO NLll GWNL
UB 244 |15 |37 |57 |57 |37 |15 |- - - - 218
Fy 164 | 8 26 |27 |33 |26 |8 - - - - 128

10 UB 496 |19 |54 |97 |118 |97 |54 |19 |- - - 498
Fi 356 |10 |28 |47 |66 |49 |32 |10 |- - - 128

1 UB 1000 | 23 |76 | 155 | 220 | 220 | 155 |76 |23 |- - 948
iy 712 |11 |44 |79 | 113 | 171 |93 |43 11 - - 565

12 UB 2016 | 28 | 102 | 236 | 381 | 446 | 381 | 236 | 102 | 28 - 1940
Fis 1056 | 12 | 45 127 | 234 | 210 | 244 | 127 | 50 | 12 - 1061

13 UB 4050 | 34 | 134 | 344 | 625 | 837 | 837 | 625 | 344 | 134 | 34 3948
Fis 3008 | 13 | 63 | 177 | 361 | 582 | 594 | 371 | 178 | 79 13 2431

Table 5.3: Comparison of NL (F,,) with the upper bound(UB) presented in [20]

We present a comparison of the nonlinearities of our proposed functions with those
from recent constructions in the following tables. The results clearly demonstrate that the
class of WAPB Boolean functions F;, achieves better weightwise nonlinearities compared

to existing constructions, particularly in the case where n is not a power of 2.

WPB/ WAPB Boolean functions | NLy | NL3 | NLy
Upper Bound [20] 5 7 5

| [20] 2 |4 |2

| [08] 2 |2 |2

| [106, f, Equation(8)] 1 4 1

| [48] 1 4 1
F,[Theorem 5.4.3] 3 4 3

Table 5.4: Comparison of NL, of 6-variable WAPB constructions
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WPB/WAPB Boolean functions | NLy | NL3 | NLy | NLj
Upper Bound [20] 8 14 |14 |8

| [106, f, Equation(8)] 5 5 1

| [48] 5 5 1
F,[Theorem 5.4.3] 1 |7 5

Table 5.5: Comparison of NL; of 7-variable WAPB constructions

WPB/ WAPB functions | NLs NL; NL,4 NL5 NLg
Upper Bound [20] 11 24 30 24 11

| [20] 2 12 19 12 6

 [64] 6,9 08,14,16, | 19,22,23,24, | 19,20,21,22 | 6,9

18,20, 21,22 | 25,26,27

| [63, gaa+2 Equation(9)] | 2 12 19 12 2

' [77, f.n Equation(13)] | 2 0 3 0 2

' [77, g Equation(22)] | 2 14 19 14 2

| [78, fn Equation(2)] |2 8 8 8 2

| [78, fm Equation(3)] |6 8 26 8 6

| [44, Table 1] 5322 110,7,12,12 | 16,15,18,19 | 12,11,12,12 | 5,3,2,6

| [44, Table 3] 5 16 20 17 5

| [104, ¢,, Equation(11)] | 2 12 19 12 6

| [49] 6,6,7 | 19,14,15 21,20,18 11,11,14 3,6,6
F,[Theorem 5.4.3] 7 13 14 14 7

Table 5.6: Comparison of NLj;, of 8-variable WPB constructions.

5.5 Perturbation of Vectors for Constructing Highly Non-
linear WAPB Boolean Functions

In this section, we will present a class of n variable WAPB Boolean functions by modify-

ing supp( f,,) presented in Theorem using the support of a highly nonlinear function

¢ € B,,. The following result presents the nonlinearity of the function derived from Propo-

sition and Lemma b.3.9.

1. Let f, € B, (n > 2), defined as in Theorem 5.3.3. Then NL(f,) = 2NL(f,_,) if n

is odd and NL(f,) = wn(f=) if n is even.

2. For n even, the nonlinearity of f,, defined in Theorem is very low as X; =
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n

{(z,y) € Fy : z,y € F;é, wy () is odd} is the support of a linear function Z T
i=1

and the cardinality of Xy = {(2,2) € Fy : z € supp(fz)} is wy(fz ). Furthermore,

for n even and k odd, supp,(f.) = supp(fn) NEx, = {(z,y) € Fy : 2,y €

Fzg,WH(I) is odd} NEy,, = suppk(zi%:l z;) and hence NL;(f,,) = 0.

As we observed that the nonlinearity of f,, tends to be weak when n is even, primarily
because its support supp(f,,) is a linear function. In Section b.4, we introduced a method
that involves the swapping of vector components by fixing a fixed position, which led to a
significant improvement in both the nonlinearity and weightwise nonlinearity of the func-
tion f, defined in Theorem [.3.3. Building on this idea, we now propose an alternative
modification technique that is taking advantage of the support of a highly nonlinear func-
tion. Specifically, we aim to enhance the nonlinearity by applying coordinate permutations
to selected support vectors in supp( f,,) when n is even.

Therefore, it is assumed that n > 2 and is even in this section. Hence, when n is even,
as in Theorem 5.3.3, supp(f,,) = {(z,y) € F} : z,y € FQ%,WH(Z') is odd} N{(z,z) € F} :
z € supp(fz=)}. Then

{(z,y) eFy:z,y € FQ%,WH({E) is odd, wy(z) +wn(y) = k}

suppy(fn) = AN{(z,2) €eF} : z € suppg(f%)} if' k even
{(z,y) € F} : 2,y € FE, wy(x) is odd, wi(z) + wn(y) = k}  ifk odd

Now we will consider both cases of k& (i.e., odd and even) and will propose to permute the

coordinates of some vectors in suppy,( f,).

5.5.1 When £k is odd

In this case, supp,(fn) = {(z,y) € F} : x,y € IFQ%,WH(J:) is odd, wy(x) +wy(y) =k} =
supp,(l(z,y)) where [(z,y) = Z?:l x;, as we discussed at the end of Section 5.3. The

linear function I(z,y) = "2, x; depends solely on the coordinates of = and is independent
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of y. To break the independence and enhance the nonlinearity, we introduce a modification
using the support of a nonlinear function ¢ € Bz. Specifically, for each z € IFQ% such
that wy(x) is odd (i.e., satisfy [(x,y)), we keep (z,y) if y € supp(¢), and otherwise we
replace (x,y) with (y, z). By choosing ¢ to be a highly nonlinear function, we ensure that
the component y is expected to be far from the linear functions, and as a result, we have a
high nonlinearity in f;,.

Here, if wy(z,y) = k then wy(y, x) = k. Further, if (x,y) € supp,(f.) then wy(y)
is even as wy(z) is odd. So, (y,z) & suppi(fn) if (z,y) € supp,(f.). Therefore, the
replacement of (z,y) € supp,(f.) by (y,z) does not change the weight of the resultant

function in the domain Ey ,,.

Lemma 5.5.1. Let ¢ € Bu. A function f € B, such that for every k € [0,n] and odd,

SUPPk(f¢) =

n

{(z,y) €FY :x,y € FZ wy(x) is odd, wy(y) = k —wy(z),y € supp(¢)}

U{(y,x) €eFy . x,y € FQ%,WH@?) is odd, wy(y) = k —wy(x),y & supp(é)}. (5.18)

Then wi,,(f%) = 1(3).

Proof. Let A = {(z,y) € F}|z,y € Fzg,WH(x) is odd, wy(z) + wn(y) = k}. Hence,

a- 3 ()10

=1
For any ¢ € Bg, we have A = A, U A, where,

S Y s

4 is odd

Ay = {(z,y) €Fyia,y € FQ%,WH(ZL’) is odd,wy(z) +wy(y) = k,y € supp(¢)} and

Ay = {(z,y) €Fy 2,y € FF wi(x) is odd, wu () +wn(y) = k,y & supp(®)}.
So, A; N Ay = (. Further denote,

A; = {(yvx) € ]Fg HEPNNS IFQ%vWH(x) is 0dd> WH(y) =k— WH($)7y ¢ Supp(¢)}
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Here, wy(y) is even in A as wy(z) and k are odd. So, |A5| = |Az| and AN A5 = 0. As
sup, (f?) = (A\A2)UAS, wy, (f9) = [(A\A2)UAS| = |A|=[Ao|+]A43] = |A| = 5(}). O

5.5.2 When £ is even

In this case, supp,(f.) = {(z,y) € Fy : z,y € ]F2%,WH(I) is odd, wy(z) + wy(y) =
k}AN{(z,2) € Fy : z € suppg(f%)}. Let denote the set L = {(z,y) € Fy : z,y €
IFQ%,WH(x) is odd,wy(z) + wy(y) = k}and M = {(z,2) € F} : z € supp%(fg)}. In this
case, the replacement of (z,y) € supp,(f,) by (y, x) is not straight forward as in Subsec-
tion 5.5.1. If (z,y) € L then wy(y) is odd as wy(z) is odd. As a result, (y,z) could be
present in L. Therefore, replacement of (x,y) € supp,(f,) by (y,z) can possibly dupli-
cate an existing vector in L, which reduces the weight of the resultant function. Therefore,
we attempt to swap two bits of x and y instead of swapping x and y as in the following
lemma. For given (z,y) € Fy where z = (21,...,22),y = (y1,...,y») € IFQ%, we denote
(2, y") = (1, i1, Yi, Tigs - - - ST Y1, Yi1, Tiy Yigs - - -, Y2 ). Thatiis, (2%, ') is

obtained by swapping the -th bits of z and y.

Lemma 5.5.2. Let f, € BB, be the function defined in Theorem [5.3.3. For every k € [0, n]
and even, let Wy, = {(z,y) € supp,(fn) : Wn(z)odd, Ji € [1,5]s.t. x; = y; forj €
[1,i—1], and x; = 0,y; = 1}, and

W, ={(z"y") : (x,y) € Wy,i € [1,2]s.t. zj =y, forj € [1,i—1], and z; = 0,y; = 1}.
A function g,, € B, defined as suppy(g,) = (suppy(fn) \ Wi) U W, for every k € [0,n]

and even. Then Wy, ,(gn) = Wi.n(fn), if k is even.

Proof. From Theorem[5.3.3, supp,.(f.) = {(z,y) € F} : z,y € FQ%,WH(Z') is odd, wy(z)+
wh(y) = kN {(z,2) e Fy : 2z € supp%(f%)} for k € [0, n] and even. Here, the weight of
each vector in W, is k and |W},| = |W,|. As k is even, wy () and wy(y) are odd for every

(z,) € Wy. That implies, wy(z?) and wy(y') are even for every (z,%°) € W,. Hence,
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Wi N W, = (). Further, 2’ # y' for every (x%,4') € W, as i-th bit in  and y are different.
Hence, suppy (f,,) N W, = 0. Hence, Wy.,(9n) = Wi (fn) — [Wi| + Wil = Wi (fn). O

Similar to the approach in Lemma [.5.1], we now use the support of another Boolean

function (possibly, a highly nonlinear) to swap z* and ' in some of (z*, y*) € W] as defined

in Lemma 5.5.2.

Lemma 5.5.3. Lety) € Bu. Let g, € B, as defined in Lemma with Wy, and W). A
function h?¥ € B,, such that for every k € |0, n| and even,

suppi(hy) = {(z,y) € suppi(gn) : (x,y) & Wit U{(z,y) : (z,y) € W}, andy €
supp(¥)} U {(y, =) : (2,y) € Wy andy & supp(y)}.

Then Wi ,(hY) = Wi, (gn)-

Proof. Denote supp,,(h?) = H, UW? U W,?, where Hy, = {(z,y) € suppy(gn) : (z,y) &
Wik Wi = {(@.) : (e,9) € Wi andy € supp(u)} and W = {(y.2) : (2,) €
Wi and y & supp(1)}.

From Lemma 5.5.2, we have supp,(¢g.) = (supp,(f.) \ Wi) U W,. Here, wy(z) and
w(y) are even for every (z,y) € W,. Since, z; # y; in (z,y) € W,, (v,y) # (y,x) for

each (r,y) € W,. Forany ¢ € Bz, W, can be partitioned as
Wi, = {(z,y) € Wy, s y € supp(¢)} U {(z,y) € Wy & supp(v)}.

Then [{(z,y) : (x,y) € Wyandy ¢ supp(¢)}| = [{(y,z) : (z,y) € Wyandy ¢
supp(¥)} = |W,?| From the definition of W, for every (z,y) € W, thereisani € [1, 2]
such that 7; = y; for 1 < j <i—1landy = 0,7; = 1. Hence, W, N {(y,2) : (z,9y) €
W, andy ¢ supp(¢))} = W, N W = 0.

Further, as wy (), wy(y) are odd for every (z,y) € Hj and wy(x), wy(y) are even for
every (z,y) € Wy UW?, H, N WY = 0. Hence wi,(hY) = |Hy| + [W’| + |[W7| =
(Wi (9n) = [Wil) + [Wi] = Wi (90)- [
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5.5.3 A class of WAPB Boolean function

Now we will apply Lemma and Lemma to construct a WAPB Boolean function

with improved nonlinearity.

Theorem 5.5.4. Let ¢, ¢ € Bz. Let f,, € B, be the function defined in Theorem [5.3.3 Let
supp,(h¥) ifk is even

suppi(fy)  if'k is odd,
where f. h¥ are as defined in Lemma and Lemma respectively. Then F*V is a

F% € B, with support supp,(F%V) = {

WAPB Boolean function.
The following is a recursive construction of a WAPB Boolean function.

Construction 5.5.5. Forn > 2, let F*¥ € B,, with support

{(z,1) €F2: 2 € Fo} ={(0,1),(1,1)}  ifn=2,
{(x,0) € F} : & € supp(F2%)) U

{(x,1) € Fy : x ¢ supp(F)}  ifn > 2 and odd,
SpN{(z,2) eFy: z € supp(Fé)w)} ifn > 2 and even.

supp(F") =

supp,(h¥)  if'k is even
supp,(f¢) ifkis odd.

The algorithm for computing F%¥(z), z € F3 is presented in Algorithm 5.5.3.

Here S,, = U?_ supp,(F?¥) and for even n > 2, supp, (F¥) = {

The time complexity of computing F?¥(z) for 2 € Fy is O(n max{O(¢(%),v(%))}).
If the chosen functions ¢ and 1) are easily computable, then computation would be very
fast. If ¢ and ¢ are quadratic bent function as taken in Section [7.5.1], the time complexity
would be O(n?). Such efficient functions with good cryptographic properties can be used

for the implementation of ciphers for lightweight cryptography.
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Algorithm 1 Output of F*¥(x)

Require: n; z = (z1,29,...,7,) €F3; ¢,¢ € B
Ensure: F,(x)
1: if n is odd then

2: 2= (T1,%2, ..., Tp_1)
3: if z,, = 0 then return F°Y, (2)
4: else return 1+ F’% (2)
5: end if
6: else
7: X[l’% = (ZBl,ZEQ, .,ZE%); X{g+1’n] = ($%+1,$%+2,...
8: k.= WH(m); ki = WH(X[L%])§ ko = WH(X[%-&-l,n])
9: if k is odd then
10: if k; is odd then return ¢( Xz )
11: else
12: returnl + (X n)
13: end if
14: else
15: if X[L%} = X[%+17n] then
16: if k£, is even then
17: return F;fw(X[L%])
18: else
19: return 1 + Fﬁw(X[l,%])
20: end if ’
21: else
22: 1:=1
23: while x; = Tni doi+ +;
24: end while
25: if £, is even then
26: if z; > Toyg then
27: return ¢(X(n )
28: else
29: return (X[ )
30: end if
31: else
32: if z; > Tny then return 1
33: else return 0
34: end if
35: end if
36: end if
37: end if
38: end if

>$n)
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5.5.4 [Experimental results on nonlinearity

In this section, we present experimental results on the nonlinearity and weightwise nonlin-

earity of F'%¥. We have chosen ¢, 1) € B, a highly nonlinear function;

Y1y + -+ ynayn if' 5 is even,

oy) = ly) = n
W) ) Yiya+ -t yn_oyn 1 +yn  if 3 isodd.

This function is a bent function when g is even and a concatenation of two bent functions

when 3 is odd. Further, these two functions are easy to compute, which is helpful for

implementation in lightweight cryptography.
Table B.7 presents the nonlinearity and weightwise nonlinearity of the functions F itd

forn = 8,9,..., 16, which are generated using Construction [5.5.5.

n | NL NL; | NLs | NLy NLs NLg | NLy | NLs | NLy | NLyo | NLy; | NLyo | NLys | NLyg E:NLk
k=0

8 |96 4 16 |20 |16 4 0 0 - - - - - - 60

9 192 6 22 |45 |45 22 6 0 0 - - - - - 146
10 | 416 9 36 |69 |94 73 12 9 0 0 - - - - 302
11 | 832 11 |50 | 113 | 163 | 173 | 117 | 34 11 0 0 - - - 672
12 11596 |12 |36 | 146 | 264 | 286 |264 | 148 |36 14 0 0 - - 1206
1313192 |15 |69 |219 | 507 | 660 | 660 |495 |240 |69 17 0 0 - 2951
1416904 |19 | 102 | 336 | 764 | 1083 | 1484 | 1079 | 654 | 299 | 30 18 0 0 5868
15| 13808 | 22 | 147 | 474 | 1155 | 2013 | 2735 | 2670 | 1965 | 1154 | 465 | 75 22 0 12897
16 | 28152 | 24 | 64 | 564 | 1216 | 2547 | 5036 | 4610 | 5036 | 2919 | 1216 | 516 | 64 24 23836

Table 5.7: Listing of NL(F?¥), NL,(F¢%) and Y_;_, NL,(F?¥) for 8 < n < 16.

We have presented a comparison of weightwise nonlinearities of F/¢% with the upper
bound presented in [20] in Table B.8. Further, no upper bound is available for the nonlin-
earity of WAPB Boolean functions. Therefore, we have presented a comparison of non-

linearity of F¥ with the upper bound of the nonlinearity of n variable Boolean functions.

A comparison of the nonlinearities of our result with some recent constructions for n =

8 are presented in Table 5.9,

98



5 On the Secondary Constructions of WAPB Functions

n function NL NL2 NL3 NL4 NL5 NL6 NL7 NL8 NLg NL10 NL11 ZZ:O NLk

s | UB 120 |11 [24 [30 [24 [11 |- - - - - 100
Fy 9% |4 |16 |20 |16 |4 |- - - - - 60

o | UB 244 |15 [37 |57 |57 [37 |15 |- - - - 218
Fy 192 |6 |22 [45 [45 [22 |6 |- - - - 146

10 | UB 496 |19 |54 |97 [118[97 |54 [19 |- - - 498
Fo 416 |9 |36 |69 |94 |73 |12 |9 |- - . 302

11 LUB 1000 | 23 |76 | 155 | 220 [ 220 [ 155 |76 |23 |- - 948
iy 832 |11 |50 |[113 [163 [ 173 [ 117 |34 |11 |- - 672

1, | UB 2016 | 28 | 102 | 236 | 381 | 446 | 381 | 236 | 102 | 28 | - 1940
Fy 1596 | 12 | 36 | 146 | 264 | 286 | 264 | 148 | 36 | 14 | - 1206

13 | UB 4050 | 34 | 134 | 344 | 625 | 837 | 837 | 625 | 344 | 134 | 34 | 3948
Fis 3192 [ 15 |69 | 219 [ 507 | 660 | 660 | 495 | 240 | 69 | 17 | 2951
Table 5.8: Comparison of NL(F¥) with the upper bound(UB) presented in [20]

WPB/ WAPB functions | NL NLo NL3 NLy NLs NLg

Upper Bound [20] 11 24 30 24 11

| [20] 88 2 12 19 12 6

| [66] 96,108 | 6,9 0,8,14,16, | 19,22,23,24, [ 19,20,21,22 | 6,9

18,20, 21,22 | 25,26,27

| [08] 88,90 | 6,8 8 20,22,24 |8 6,7

| 65, g2a+> Equation(9)] 2 12 19 12 2

| [77, f.n Equation(13)] 2 0 3 0 2

| [77, g, Equation(22)] 2 14 19 14 2

| [78, f.n Equation(2)] 2 8 8 8 2

| [78, f.n Equation(3)] 6 8 26 8 6

| [44, Table 1] 5322110,7,12,12 | 16,15,18,19 | 12,11,12,12 [ 53,2,6

| [44, Table 3] 5 16 20 17 5

| [104, g,, Equation(11)] 2 12 19 12 6

| [46] 6,6,7 | 19,14,15 21,20,18 11,11,14 3,6,6

| [105] 6 17 23 17 6

Fg[Theorem p.4.3] 82 7 13 14 14 7

F; [Construction 5.5.5] | 96 4 16 20 16 4

Table 5.9: Comparison of NL;(F??) of 8-variable WPB constructions.

5.6 Conclusion

This chapter have explored different cases of Seigenthaler’s method to construct WAPB or

WPB Boolean function. We have introduced two distinct constructions of WAPB Boolean

functions in n variables. The first construction has extended the WPB framework proposed
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5 On the Secondary Constructions of WAPB Functions

in [[77] and have presented a recursive approach based on a smaller WAPB Boolean func-
tion defined over ny-variables, where ny < n. The second construction is by modifications
aimed at improving both the nonlinearity and the weightwise nonlinearities of the result-
ing functions. Notably, the both the modified construction has achieved a better improved
weightwise nonlinearity NL; for even n and odd k. The algebraic degree, nonlinearity,
weightwise nonlinearity, and algebraic immunity of the proposed constructions have been

thoroughly analyzed in this chapter.
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Chapter 6

On the Direct Sum Approach of WAPB
Boolean Functions

6.1 Introduction

For cryptographic use, especially in lightweight ciphers, Boolean functions need to have
good cryptographic properties along with a simple way of expression for fast computa-
tion, inexpensive implementation, and energy efficiency. The direct sum construction is a
fundamental method in the design of Boolean functions. Given two Boolean functions
f € B, and g € B,, their direct sum is a Boolean function h € B,,,, defined as
h(z,y) = f(z)+ g(y), where x € FJ',y € Fj. Several cryptographic properties, such
as nonlinearity and algebraic immunity of the direct sum construction, are defined in Sec-
tionR.2.3. If f or g is balanced, then their direct sum h € BB,,.., is also balanced over FJ*™".
However, when f and g are WAPB Boolean functions, it does not necessarily happen that i
is a WAPB Boolean function. In the FLIP cipher, the filter function is a direct sum of three
functions to achieve the efficiency criteria (refer to the function defined in Equation P.9).
Motivated by this cipher, we have studied the construction of WAPB Boolean functions
from the direct sum of two WAPB Boolean functions.

The first construction for the class of WAPB and WPB Boolean functions was intro-
duced in [20] using the direct sum of Boolean functions. The following propositions present
some classes of WPB and WAPB Boolean functions by modifying the direct sum of two

Boolean functions.

Proposition 6.1.1. /20] Let f, f',g,q' € B, where f, f’, g are WPB Boolean functions.
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Then the function h € Bs,, defined by

h(w,y) = (@) + [[ 2+ 9) + (f (@) + ['(2)g'(y), where z,y € F3,
i=1
is a WPB Boolean function.

Similarly, another WAPB construction presented in [[106] is based on the direct sum of

WPB Boolean functions of n;s variables where n;s are distinct powers of 2.

Proposition 6.1.2. /[[/06] Let n = ny + ny + --- + n, for n; being the power of 2 for
1<i<pand0 <ny <nyg <---<mny Let f, € B, be WPB with f,,(0,0,...,0) =
0, fn,(1,1,...,1)=1for 1 <i<p. Then h € B, defined as

hn('rlax% cee 7'xn) = fm(l'hx% cee 7xn1) + fn2<xn1+17xn1+27 <. 7xn1+n2) T

+fnp (xn*np+17 xnfnp+27 ) xn)
is a WAPB Boolean function.

In this chapter, we present a general result when the direct sum of the WAPB Boolean
functions forms a WAPB Boolean function. In Section 6.2, we analyze two cases for which
the direct sum of two WAPB Boolean functions is a WAPB or WPB Boolean function.
Our results provide more straightforward proof of existing direct sum results of Proposi-
tion and [20, Corollary 1]. We also provide a recursive construction based on direct
sum to construct a WPB Boolean function and also study its nonlinearity and algebraic im-
munity, which are shown to be significantly better. Towards the end of the section, we
introduce an elegant technique for obtaining a WAPB Boolean function of any variable n
using the direct sum approach. Furthermore, in Section 5.3, we discuss the cryptographic
properties of direct sum and provide an improved bound on the weightwise algebraic im-

munity established in[20].
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6 On the Direct Sum Approach of WAPB Boolean Functions

6.2 Direct sum of WAPB Boolean functions

In this section we have studied on the formation of WAPB Boolean functions from the

direct sum of two WAPB Boolean functions.

Theorem 6.2.1. Let f € B,,, g € B, be two WAPB Boolean functions. Let h € B,, ., be

defined as h(z,y) = f(x) + g(y) for x € F5* and y € FYy. Then

miny S 5T60
) 22220 LR for k€ [0,m + n).

Wk’n(h) = (

Proof. As f € B,,,g € B,, are WAPB Boolean functions, we have from Definition

that
(7) + ot ;
wy(f) = ’“T for k € [0,m + n] where §] = 0 fori € [m + 1,m + n] and
(i) + 9% . |
Wi (g) = 5 for k € [0,m + n| where 6f = 0 fori € [n+ 1, m + n].

Here, we could extend & (in wy, ,(f) and 5,{) tillm +n,as () = 0fork >mand (}) =0
for k > n.
As h(z,y) = f(z) + 9(y), M(z,y) = 1 if and only if (i) f(z) = 1 and g(y) = 0 or,

(ii) f(z) = 0 and g(y) = 1. Hence, the weight of h(z,y) = f(z) 4+ g(y) in the restricted
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6 On the Direct Sum Approach of WAPB Boolean Functions

domain of E,, j, 1s

Wk:,m—i—n(h) = Z [Wi,m(f)wk—i,n(]- + g) + Wz,m(l + f)Wk—z,n(g)}

H[(24) ()25
()2 ()

Il
<.
I > |l
<)
—
VR

O

The proof of Theorem can also be done using Piling-up lemma [73]. Here, the
function A (in Theorem [6.2.1)) is a WAPB if and only if the chosen functions f, g satisfies
op = —3F 6le) € {-1,0,1}.

(2

Example 6.2.1. Let f € B; and g € B, be two WAPB Boolean functions and h € By be
defined as h(z,y) = f(z)+g(y) forz € F3,y € Fi. Thend] = 6] = 0and 6}, 67,67, 0. €
{—1,1}. Further, 6 = §5 = 6§ = 0 and 63,57 € {—1,1}. Here h is a WAPB iff 6! =
— Sk 6069 e {—1,0,1} fork € [0,9] with 07 = O fork £ 91i.e., fork =2,3,4,5,6,7.
Then the above conditions form the equations

S = —6160 = 667 = +1;

o = =509 — 6168 = o167 = +1;

o =32 0065, = 0=0;

(2
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0 = = Y000/ = 0=0;

(2

o= =31 018, = 8§07 + 865 =0

i=0 "1

o= =S50 6100 . = 6169 46167 = 0;

1=0 "1

of = — Z?:o 6/60 = 0=0;

0F = =210 0]00; = 0=0;
o = —3° 0108, = 6)6) = +1;
= S0l = ol = 1

If we consider all f, g and h are balanced, then 6] + 67 + 67 + 6/ = 69 +067 = 6h + 60 +
6 + b = 0. Using all the above equations, we have simplified conditions 6 = —§f = +1
and 6] = —6/ = 6/ = =5/ = £1. If we have f(0) = ¢(0) = Oie., 6] = 67 = —1.
Then the balanced functions f € Bs, g € B, satisfying 5{; = (L{ = -1, (5{ = 5£ = 1; and

68 = —1, 067 = 1 result a balanced WAPB h(z,y) = f(x) + g(y) € Bo.

The terms 67,k € [0,m + n] are the products of the convolutions of the sequences
{67 :i € [0,m]} and {6% : j € [0,n]}. Therefore, h is a WAPB if and only if the following

matrix multiplication satisfies

(500 0 o 0]
o 8 0 - 0 o3 o
siosf sf ... 0 89 oh
Af§9 = 6" thatis, | 2 0 0 =1 | 6D
0 0 - o & |0 Orpem
0 0 0 & |

Here, the matrices A/, §9 and 6" are of order (m +n + 1) x (n+ 1),(n + 1) x 1 and

(m 4 n+ 1) x 1 respectively. This multiplication can also be written as

(62 0 0 -~ 0
8 8 0 - 0 5 on
69 69 80 - 0 &/ oh
A9§F =5 thatis, | - 0 L = R (6.2)
O O ce (5,‘% (5791_1 5,;; 671—:7,4»71
00 - 0 09
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The matrices A9 and 6/ are of order (m +n + 1) x (m + 1) and (m + 1) x 1 respectively.
Here, 87,67, 6 € {—1,0,1} with 6] = 0ifi £ m,0? = 0ifj A nand 6} = 0ifk £ m+n.

’7)7‘77

Now we will study some different cases of m and n.

Theorem 6.2.2. Let m and n be positive integers such that e(m) Ne(n) = (. Let f € B,
and g € B, be two WAPB Boolean functions. Then h € B,, ., defined as h(z,y) =

f(z)+ g(y) for x € F',y € F% is a WAPB Boolean function with

(m+n)ie, kZAm+n

e
—6767 . ife(k) Ce(m)Ue(n) =e(m+n)ie, k<m+n

g {o ife(k) € e(m) Ue(n)

where e(s) = e(k) Ne(m) (i.e., s = k&m where & is the bitwise AND operation,).

Proof. Since f € B,, and g € BB, are WAPB Boolean functions, from Lucas’ Theorem we

have

§f — {o ife( e(m) 4 g0 {o ife() Lel) o
+1 ife(i) Ce(m) / +1 ife(j) Ce(n).

Given that e(m) N e(n) = 0. That implies, e(m + n) = e(m) U e(n). As h(z,y) =
f(x)+g(y), for k € [0,m +n], substituting 67 &7 from Equation 6.3 in Theorem [6.2.1, we

have

1 m-+n 1 m-+n
wonen) =3 (") - St =5 |(") - X e
1€]0,k] i€[0,k]

e(i)Ce(m)
e(k—i)Ce(n)

Consider i € [0,k] and e(:) = {a1,aq,...,a,} C e(m). Further consider e(k — i) =
{b1,ba,...,b,} Ce(n). Thene(i)Ne(k—i) = Dande(k) = e(i)Ue(k—1i) C e(m)Ue(n).
Hence, we have

%(m,j") ife(k) € e(m)Ue(n)

Wi (R) = LI (mim) — > 67169 | ife(k) Ce(m)Ue(n).
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Moreover from the above argument, we have that if k = 24 4292 4 ... 4 2ar 4 2b1 4 b2
-+ -+ 2%, then the only case when e(i) C e(m), e(k—1i) C e(n)isi = 241 +292 4 ... 4 2%
and k —i =20 2% 4 ... 4 2% je, e(i) = e(k) N e(m). Hence,

Wi n(h) = {%(m:”) ife(k) € e(m)Ue(n)
1 - 1
2

() = of67,| where e(i) = e(k) Ne(m)  if e(k) € e(m) Ue(n).

]

Example 6.2.2. Consider two WAPB Boolean functions f € Bygand g € B4. Then 6Z-f =0
fori € {1,3,4,5,6,7,9} and 67,64, 6{,6{, € {—1,1}. Similarly, 67 = 0 for j € {1,2,3}
and 07,07 € {—1,1}. Here two sets e(10) = {3, 1} and e(4) = {2} are disjoint. Then h €
B4 such that h(z,y) = f(z) + g(y) is a WAPB with §7 = 0 for k € {1,3,5,7,9,11,13}
and &) = —6380, 05 = —0308, 84 = —6367, 05 = —0308, ¢ = —6L8], 01y = —0{y65, 8Ty =
_5552({: 5?4 = _5{052-

The result on the direct sum of WPB Boolean functions in [[106, Theorem 3] (which is

stated in Proposition [p.1.2) is a direct consequece of the Theorem [6.2.2. The theorem is

stated and proved using our method and notation as follows.

Theorem 6.2.3. Let n be a positive integer with e(n) = {a1,as,...,a,} with0 < a; <
as < --- < ay,. Denoten; = 2% fori € [1,p|. Let f,, € B,, be WPB Boolean functions

with f,,(0,0,...,0) =0, f,,(1,1,...,1) =1 for 1 <i < p. Then h € B, defined as

ho(z1, 29, xn) = fo (@1, Ty oo Tny) + fro(Tonga1, Trgaoy - ooy Tngany) + -0

+fnp (xn—np+17 xn—np—&—% s >$n)

is a WAPB, with

o {o el) e 64
Sfor k € [0,n].
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Proof. 1t is given that 5({"1' = —1 and (55?’ = 1. We will prove it using induction on p =

le(n)]. If |e(n)| = 1, it is already a WAPB and satisfying Equation b.4. Assume that it is
trueif le(n)] <p—1. Letm =ny + na+ - - + ny_1 ie, e(m) = {a1,as,...,ap_1}. As

per the assumption

hm(xla ... 7xm) - fnl(xh ... 7xn1) + -+ fnpfl(xm—np71+17 ... 7xm)

1s a WAPB Boolean function with

o {0 ife(k) ¢ e(m)

B = (=1)E® ife(k) C e(m),
for k € [0, m]. Let n = m + n, where n,, = 2% and n,, > m. Further, let h,(x1, ..., x,) =
P (@1, .o Tm) + fo,(@mg1s - .., 2n). Here, 6(];"” = —1and 6£’;” = 1. Asn, = 2% and

n, >m,e(n,) = {a,} and e(m) Ne(n,) = 0. Hence, for k € [0, n] (using Theorem .2.2),

s 0 ife(k) Z e(n)
b —5lm s where e(s) = e(k) Ne(n,) ife(k) C e(n).
(0 ife(k) Z e(n)
= —6lwstmife(k) C e(n) and e(n,) Ne(k) = 0
(=57 6im ife(k) C e(n) and e(n,) N e(k) = {a,}
(0 ife(k) Z e(n)
= ¢ —(=D)(=(=1)®) ife(k) C e(n) and e(n,) Ne(k) = 0
[~ (D (=(=D)I®I=) ife(k) C e(n) and e(n,) Ne(k) = {a,}

Now we will study the possibility of formation of a WPB Boolean function by the direct
sum of two WAPB Boolean functions. Let m and n be two nonnegative integers such that
e(m) = {a1,as,...,a,} with0 < a1 < ay < --- < a, and e(n) = {by,b,...,b,} with

0<by <by<---<b, Ifm+n = 2'for anonnegative integer [ then e(m)Ne(n) = {a,}
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(i.e.,a; = by),and e(m) Ue(n) = {a1,a1 + 1,a; + 2,...,1 — 1}. For example, if m = 76
and n = 52 then e(m) = {2,3,6},e(n) = {2,4,5} and m +n = 128 = 27. Here,
e(m)Ne(n) ={2} ande(m)Ue(n) ={2,3,4,5,6}.

Theorem 6.2.4. Let m and n be two positive integers such that m~+n = 2! for a nonnegative
integer l. Let f € B,, and g € B, be two WAPB Boolean functions. Then h € B,
defined as h(zx,y) = f(x) + g(y) for x € Fy',y € Fy be a WPB Boolean function if there

isac e {—1,1} such that

% _ 9%
oh on’
(5f
T a /
> 1f\{ Y = cforevery Ty C e(m) with a;, € T
Oyry
e
2629\{“1} = —cforevery Ty C e(n) with a; € Ty;
272
f g
52T1 . _5232
= .
5551 62T2

where S; = (T1 \ {s}) U (e(m)N{a, a1 +1,...,5 —1}) and

S = (Ty \ {s}) U (e(n)N{ar, a1 +1,...,s — 1}) with s be the smallest integer in e(k).

Proof. Let e(m) = {ay,as,...,a,} with0 < ay < --- < ap and e(n) = {by,b,...,b,}
with 0 < by < by < --- < b,. Since m +n = 2!, e(m) Ne(n) = {a,} (i.e., a; = by), and
e(m)Ue(n) ={aj,a1 +1,a0 +2,...,1 —1}.

Since f € B,, and g € B,, are two WAPB Boolean functions, for any 77 C N U {0} we

have
+1 ifT C +1 ifT' C
5§T = 1 < e(m) and 0, = 1 < e(n)
0 if T Z e(m), 0 it T & e(n).
Here, 6! = 003 € {—1,1} and 6", = 6/,6¢ € {—1,1}. For a balanced function h, we
have
f 5% _ o
6508 = =67 69 = = (6.5)
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For all other cases i.e., k € [0,m + n — 1], we need to find conditions for §} =
— Z?:o 5{ 07, = 0. Weuse m = 76 and n = 52 for demonstration purposes during
the following steps. We consider three different cases for & € [1,m + n — 1] as follows.

Case I (Whene(k) Z e(m)Ue(n) = {a1,a1+1,a1+2,...,l—1}): Then e(k) contains
an integer d € [0,a; — 1].

If e(k) contains an integer d € [0, a; — 1] then we claim that for every i € [0, k|, atleast
one of the 6/,67_, is 0. Let there be an i € [0, k] such that §/ # 0 i.e., e(i) C e(m).
Since d < ay, e(k — i) contains d i.e., e(k — i) Z e(n) and that implies 47 , = 0. Hence,
S, 8/67 . = 0. In this case, no condition is formed.

For example, if we take & = 5, then e(k) = {0,2} Z e(m) Ue(n) = {2,3,4,5,6} and
d = 0. Here, 30, 6767 , = 6002 + 6109 + 6569 + 616¢ + 616 = 0as 6¢ = &6/ = 6§ =
8 =l =o0.

Case Il (When e(k) C e(m) Ue(n) and a; € e(k)): Let T = e(k), Ty = T Ne(m) and
Ty =T Ne(n). Here, ' N1y = {a,} and T3 UT, = T. Now we will find 7 € [0, k] such
that both 67, 67_. nonzero. Let 67 # 0 and 67_. # 0 for some i € [0, k], i.e., e(i) C e(m)
and e(k — i) C e(n).

Leta; ¢ e(i). Thenay € e(k—1i) as ay is smallest integer in e(m)Ue(n) and a; € e(k).
Thus, e(7) and e(k—1) are disjoint. That implies, e(i)Ue(k—i) = e(k) Hence, e(k—i) = T
and e(i) = Ty \{a1} = T\ T». Similarly, if a; € e(i), e(i) =Ty and e(k — i) = T3 \ {a1}.

(2

Hence, in this case, —0!" = Zf:o dfézﬂ. = 5§T\T2 S, + (5§T1 0z, €{-2,0,2}.

st 9
Therefore, 67 = 0 if 5§T\T2 69r, + 5£T1 8rr = 0le,if fs?\TQ = — %E;Tl . Hence,
211 272
o/ &%
. T a T: a
o =0 if 2o o DT (6.6)
k 5f 69
9Ty 2T2

For example, consider k = 44 i.e., e(k) = {2,3,5}, with m = 76 and n = 52. Here
e(k) C e(m)Ue(n)anda; = 2 € e(k). Then T} = {2,3} and 75 = {2,5}. Hence,

'524 = Z?io 5%244 = 553532”5 + 5£2+235§5 = 55556 + 5{2552 € {-2,0,2}. To impose
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f g
o, = 0, the WAPB functions f, g need to satisfy ;TS = —g%.
12 36

Hence, for a fixed 75 C e(n) containing ay, the condition in Equation 6.4 is satisfied

.. s’
for every 71 C e(m) containing a;. Thus, —2}\{“1}

2T1
T C e(m) containing a;. Similarly, for a fixed 7} C e(m) containing a;, the condition

= ¢ € {—1, 1} is constant for every

59
in Equation 6.6 is satisfied for every T, C e(n) containing a;. Thus, %T{‘”} = —c €
242
{—1, 1}, is constant for every 75 C e(n) containing a;. That is, forac € {1, —1},
5f
T a .
% = c for every Ty C e(m) with a; € Ty;
52T1
0%,
% = —cfor every Ty C e(n) with a; € Ts. (6.7)
212
In the above example i"—{—i“—f—ﬁ—ﬁ—candﬁ— Uo = %2 — % —
PO ST =5, T, e, MM T, T T, T

Case III (When e(k) C e(m) U e(n) and a; & e(k)): Let denote T = e(k), T} =
TNne(m)and T, = T Ne(n). Here, Ty N Ty, = ) and Ty U Ty, = T. Now we will find
i € [0, k] such that both 67, 67_, are nonzero. Let 8/ # 0 and 67_, # 0 for some i € [0, k],
That is, e(i) C e(m) and e(k — i) C e(n).

Ifa; ¢ e(i) thene(i)Ue(k—i) = e(k) as e(¢) and e(k —1i) are disjoint. Hence, e(i) = T}
and e(k — i) = Ty ie., 1 = 270 and k — i = 272, In the example, if we take k = 24 i.e.,
e(k) = {3,4},wehavei = 2"t =23 =8and k —i = 272 = 21 = 16 where a; = 2 & ¢().
Then 67 6% # 0.

Further, let a; € e(7). Since a; is the smallest integer in e(m)Ue(n), a; € e(k—1). Let
s be the smallest integerin e(k). Ask = i+ (k—i),{a1,a1+1,...,s—1} Ce(i)Ue(k—1)
and s & e(i) Ue(k — ). Letdenote S; = (71 \ {s}) U (e(m)N{as, a1 +1,...,s —1})
and Sy = (Ty \ {s}) U (e(n) N {ay,...,s —1}). Hence i = 2% and k — i = 2%

In the example, let take k = 24 i.e., e(k) = {3,4}. Here, e(k) C e(76)Ue(52) and a; =
2 & e(k). Further, Ty = {3},T> = {4}. Then the smallest integer in e(k) is s = 3. Hence
S1 = (T \ {3} U (e(76) N{2}) = {2} and Sy = (T3\ {3}) U (e(52) N {2}) = {2,4}.

111



6 On the Direct Sum Approach of WAPB Boolean Functions

Hence, fori = 251 = 22 = 4and k — i = 252 = 22 + 2% = 20, 6/ 69, # 0. Now combining
above two cases for the example k£ = 24, we have Zf:o &7 &= 52le 0z, + 5551 8Js, =
85 0%5 + 6505

Hence combining two cases, when e(k) C e(m) U e(n) and a; & e(k), we have —} =

Sk 06107, = 0lp 0%, + 615, 6%, € {—2,0,2}. Therefore, 6 = 0if 8], 0%, + 015, 6%, =

i=0 "4 2T1 Y 9Ts 251 %252 2T1 79T
0. Hence,
b 5! &7
fs9 _n = 271 VoS
E 0;6,_; =0 = A
i=0 251 272

]

Example 6.2.3. Consider m = 12 and n = 20. Thenm +n = 32 = 2° withe(m) = {2, 3}
and e(n) = {2,4}. Here, e(m)Ue(n) = {2,3,4} and a; = 2. Let f € Bjy and g € By be
WAPB Boolean functions.

5

e s
The first condition in Theorem results that §7° = —57-
12 20

The second and third conditions in Theorem result, fora ¢ € {1, —1}, that

! f

O _ O _ 0 _ & _ q
FoT5f  Cf T sf 6 oan
62{2} 62{2,3} 54 512

g g g g

Y 59 T 59
52{2} 52{2,4} 54 520

From the fourth condition in Theorem [6.2.4, we have

& _ 9 _ o3y & % _ A4
o = o (when e(k) = {3}); o = T (when e(k) = {3,4}); 5= o (when
.. . 5f 59 59 st sl
e(k) = {4}). Now combining all equations, we have + = — =% = —=+and % = % =
012 920 e o3 d1a
f
g—‘jc = —% = —%. If we consider f such that 6] = x and 6{, = y for some z,y € {1, —1}
8 0
7 7
then 5% = %8 = % = c¢ = ¢ = xy. Hence (5§ = z and (5}5 = y. Furthermore, if
4 8
we consider 6§ = z € {1, —1} then ¢y = z and 0] = 05, = —xyz. Hence, for WAPB
f, g satistying 6] = 6] = x;6] = 6], = y; 09 = 6% = zand 6 = Y, = —xyz for

x,y,z € {1, —1} results in a WPB Boolean function h € Bss,.

Now we have a consequence of the possibility of existence of WPB function due to the

direct sum of two WAPB Boolean functions, i.e., when m = n = 21,
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6 On the Direct Sum Approach of WAPB Boolean Functions

Lemma 6.2.5. Let n = 2!! be a positive integer and f,g € B, be two WAPB Boolean

functions. Then h € B, defined as h(x,y) = f(x)+g(y) for x,y € Fy be a WPB Boolean

.o 83
function lfé—£ = —3-

Proof. Since f,g € B, are WAPB and n is a power of 2, 6J,5/,69,69 € {1,—1} and

0Yn>

6/ =69 = 0 fori € [1,n — 1]. Hence, from Theorem [.2.1], we have

(%(2: if k #0,n,2n,
% (2:) _ 5558] ifk=0,
Wk,Zn(h) 3\ (2n) (51’(59 + §f5g)] ifk =
D) k) 0%n n-0 ="
5 [C) —ofo1] = 2n.

Here, for & = 0 and 2n, the value of 669, 609 are aleady in {1, —1}. For k = n, 6}69 +

0»¥n"n
s :
6169 € {—2,0,2}. For h being a WAPB, /469 + 6/69 = 0 i.e., g—% = —%. Further if
r s
g—% = —%, we have % = —Egggz = —1 = §169 = —0/09 == 6 = —0% . Hence h is

balanced and results h is a WPB Boolean function.

Alternative proof: From Equation b.1, the convolutions of the sequences {5{ 1€ [0,m]}

and {0 : j € [0,n]} produces the sequence {6462.0,0,...,0,6/69}. Hence, the direct sum

of f and g, i.e., h € By, such that hs,(x,y) = f.(x) + g.(y), is a WAPB. Further, h is a

WPB if 667 + 03¢ = Oie, % = ~% = -4 O
In the above case, h will be a WPB Boolean function if one of f and g is balanced (i.e.,

WPB) and the other one is not balanced (i.c., a WAPB but not WPB). However, we can

construct a WPB Boolean function h from two WPB Boolean functions f and ¢ as in the

following corollary which is presented in [20].

Corollary 6.2.6. /20] Let f,g € B,, be two WPB Boolean functions where n = 2'. Then

h € By, defined as h(z,y) = f(x) +g(y) + v1y2 - ynfor z,y = (y1,92, ..., yn) € FY be
a WPB Boolean function.
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6 On the Direct Sum Approach of WAPB Boolean Functions

Proof. As f,g € B, are WPB Boolean functions, §(x1,zs, ..., z,) = g(x1,T2,...,2T,) +

f g
T1Xo -+ - Ty 1S @ unbalanced WAPB Boolean function. Then 2—(} = —1 and gfg = 1. Hence,

from Lemma .2.9, we have h(z,y) = f(z)+§(y) for z,y € F} isa WPB Boolean function
with 6 = —0{09 = —6.69 and 6}, = —6/69 = 6169, O

n-n n-n

We will study some cryptographic properties of a class WPB functions recursively gen-

erated using Lemma or, Corollary [6.2.6.

Theorem 6.2.7. Forn = 2.1 > 1, let f, € B, be defined recursively as

falzy, oo mn) = fo(2r,. ) + fo(@ng, .. @) + H x;, for | > 2 and
=241
fo(x1, x2) = x9. Then

1. f, is WPB.
2. folwy, .. 2p) = sz + Z%‘—l%‘ + in—Smi—in—lxi R EUE NS I R
21| 22|; 23|;

3. NL(f,) =21 —1(32 —1).
4. Al(fn) <142

Proof. 1. Here, f, is WPB and using Corollary [6.2.4, it can be proved inductively that
fnforn =2 1> 2is WPB.

2. The ANF of f, can inductively be proved with the base case fo € B, such that

fo(z1, x2) = 5. Assume that

Jun(@r, o) = i+ Y wiaTi b Y T s ol T Ty T,

2104 223 234
2m
Then f2m(x17 s 7'x2m) = fm(xla s wrm) + fm(merla s 7x2m) + H Xi.

i=m+1
As m is a power of 2, the result follows.
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3. Forn =241 > 1, let l,(z1,...,2,) = Do i and g (1, 20) = fo + 1y =

gn (1, ..., x%)—i—g% (:cgﬂ, o :cn)—irxgﬂ -+ -x,. Here, [,, and g, are linear and non-
linear parts of f,,, respectively. Further, denote ¢/ (z1,...,2,) = gn(x1,...,2T5) +
T1Tg -+ Tp. Thatis, gn(21,...,20) = gn(21,...,20) + g’%(a:gﬂ, ..., Zy,). Hence,

WH(G)) = WH(gn + T122 - 7,) = Wh(g,) — 1

We will prove that [,, is a nearest linear function from f,, and for that reason we will
find wy(g,,). We can check that wy(g2) = 0 and wy(gs) = wp(zsz4) = 4. From
the ANF of g,,, n > 4, we can compute g,(1,1,...,1) = (Pgo; 1+ D g5 1+ +
1) mod 2 = 1 as every summations but the last one contains even number of 1s.

Therefore, wy(g,,) satisfies the recursion

WH(gn) = Wh(gz )Wh(g2 ) + wh (g3 )wh(ga) forn = 21> 2.

Denote the sequence wy(g,) = w; for n = 2!, Then wy(g,) = 2" — w;, wu(g,) =

w; — 1, wp(g,) = 2" — w; + 1. Hence, we have

w1 = wl(2QZ —w 4+ 1)+ (QQZ —wy(w; — 1)
= —2w? +2(2% + Dw, — 2%
= — 2wy = dw? — 422 4 Dw, + 22
= (2w)? — 22 + 12w + (2% +1)2 = (2% +1)2 27+

=¥ +1-2w)*— 2> +1)

2l+1

= 22" 12w = (27 +1—2w)?

l
= 211 = zl2 where z; = 2% + 1 — 2uw,.

Here 2o =22 +1— 2wy =2 +1—-8=09. Using the back recursion, z; = 3. Then

. . . -1
solving the nonlinear recursion [2], z; = 27 |, > 2 and z; = 3, we have z; = 3* .

l l -1
. 22 41—z _ 22 41-32 _ o021 1
Hence, wy(g,) = w; = 5 = 5 =2 3

(3% -1 =271~
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—~
w
wI3

N |+

= 1. As go(z1,.. . 20) = falor, .o 20) + 225, T NL(f) < wi(gn) =
271 —1(32 — 1) forn > 4.

We can check that l4(z, . .., 24) = T3 + x4 is a nearest linear function with distance

28— 1(32—1) = 4. Let assume that NL(f,,) = 2"~' — 1(3%2 — 1) with a nearest linear

3
function [,,. Then NL(f,, +zy25 -+ x,) = 2" — %(3% — 1) — 1 with a nearest linear
function /,,. As fs, is a direct sum of f,, and f,, + x1x5 - - - z,,, from Proposition ,
NL(fon) = 2"[NL(fy) + NL(fo + @122+ 2n)] — 2NL(fo)NL(f + 2120 - 20) =
[t - 1(3% — 1)+ 271 — L(3% — 1) — 1] —2(2n — (3% —1))(2" 1 — 4 (3% —

1) —1)=2"(2"-32) - 12" =32 + 1)(2" — 32 + 1) =22»~1 — L(3n —1).

4. We can verify from the ANF of f,, that (14, z;)(1 +z4)(1 +25) - (1 +2) =
(L4 > 9 i) [14:(1 + ;) is an annihilator of f,,. Hence, Al < 1+ 7.
]

The following lemma presents a method for getting an n variable WPB Boolean function

from the concatenation of two n — 1 variable WAPB Boolean functions.

Lemma 6.2.8. Let n = 2' and f,g € B,_, are WAPB functions with 5] = —&! | 6/ = ¢

fori € [1,n]. Then h € B, defined as h(x1,xs,...,x,) = xof(x1,22,...,25-1) + (1 +

Tn)g(x1, o, ..., xy_1) is WPB.

Proof. Here, wy,(h) = Wi, (f) + Wi_1,(g) for & € [1,n — 1], wo,(h) = wo,(f) and
Won(h) = Wn_1.n(9)-

Case k = 0,n: Won(h) = Won(f) and Wy, (h) = W,_1,(g). Hence, 0 = 6] € {—1,1}
and 6" =69 _, € {-1,1}.

Case k € [1,n — 1]: wy,(h) = Wi (f) + Wk—1,0(9) = 3 [(";1) + 5,’:} +3 [(Zj) - 5;‘1_1}
=3 [(Z) +0f + 6,371} =1 [(Z) +0f + 5};1} = 1(%). Hence, 0} = 0 for k € [1,n] and that

implies h is a WPB Boolean function on n-variables. U
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Now we are defining a class of WAPB Boolean functions, which will help us to generate

WPB Boolean functions.

Definition 6.2.1. An WAPB Boolean function f € B, satisfying 8/ = —&7_, fori € [1,7]
(i.e., 8/ = (=1)i6], for i € [0,n)) is defined as an alternating WAPB (AWAPB) Boolean

function.

From Lucas Theorem (Proposition B.2.1]), it can be checked that an n-variable AWAPB
Boolean function exists if and only if n is a positive integer of the form 2! — 1. We present a
construction of an AWAPB Boolean function in 2! — 1 variables from two WAPB functions

in the following lemma.

Lemma 6.2.9. Let n = 2! be a positive integer. Let f € B,,_, AWAPB Bolean function and
g € B, be an unbalanced WAPB Boolean function. Then the direct sum h € By, 1 defined
as h(z,y) = f(x) + g(y) for v € Fy~',y € F} is a AWAPB Boolean function if g is not

balanced i.e., 05 = 09.

Proof. Since f € B,_; is AWAPB and g € B, is unbalanced WAPB, §/ = (—1)%6] for
i € [l,n—1],8 =0fori € [I,n— 1] and 6 = 67. Ase(n)Ne(n —1) = 0, for
k € [0,2n — 1], we have (from Theorem .2.2)

st 0 ife(k) Z e(2n —1)

g —6109__ where e(s) = e(k) Ne(n—1) ife(k) C e(2n — 1)
0 ife(k) Z e(2n — 1)

= =606 = (—1)F+16)63 if k <mnande(k) Ce(2n—1)

669 = (=1)Ft1gl69 ifk > mnande(k) C e(2n — 1).

As e(k) Ce(2n — 1) = (27! — 1) for every k € [0,2n — 1], the case 0} = 0 will never
occur. Further, as n is an even integer forn > 1, (=1)* "1 = (=1)* for k € [n,2n —1].

Hence,

0 ife(k) Z e(2n — 1), which will never occur,
o = ¢ (=1)*16167 ifk < nande(k) Ce(2n—1),
(=1)*16169  ifk > nand e(k) C e(2n — 1).

117



6 On the Direct Sum Approach of WAPB Boolean Functions

Hence, if 69 = 69 (i.e., g is not balanced), 6" = (—1)*+16/ 6 which implies that / is a

AWAPB with 6/ = —5169. O

If g is WPB, then it can be made as a unbalanced WPB by adding the term []"_, y; with

g and hence we have the following corollary.

Corollary 6.2.10. Let n = 2! be a positive integer. Let f € B,,_, be an AWAPB Bolean
function and g € B,, be a WPB Boolean function. Then h € B, 1 defined as h(z,y) =

f(@) +g(y) + T, yifor v € Fy~ 'y € F} is a AWAPB Boolean function.

Using Lemma and Corollary 6.2.10, we can recursively generate AWAPB and

WPB Boolean functions as illustrated in the following example.

Example 6.2.4. Consider f; € B; such that f;(z1) = x;. Here f; is an AWAPB Boolean
function with 6(’; = —1and 5{ = 1. Considering f = g = f; in Lemma , we have
fo(z1,9) = 2921 + (1 + 23)21 = 1 is a WPB in B,. Now considering, f = fi,g = foin
Corollary 6.2.10, we have fs(x1, 29, 23) = o1 + 23 + L9235 is AWAPB in Bs.

Further, instead of using the same function f3 for f and g in Lemma b.2.8, we consider
f(z) = f3(x) and g(x) = f3(Ax) where A is a permutation matrix which permutes the
cordinates of the input vector . As a result g is too an AWAPB Boolean function with 57 =
07 for i € [0,n]. Here, consider g(x1, xe, x3) = x1 + x3 + xows. Then fy(x1, x0, x3,24) =
af(x1, 29, 23) + (1 + x4)g(21, T2, T3) = X1 + o + Tox3 + Tox4 + 374 is WPB.

Then considering, f = f3, g = f4 in Corollary 6.2.10, we have

fr(xr, @a, ..., x7) = f3(x1, T2, x3) + fa(24, T5, T6, T7) + T4T5T677

is an AWAPB Boolean function in 7 variables. Similarly, using Lemma and Corol-
lary alternatively, we can generate WPB and AWAPB Boolean functions in higher

number of variables.

118



6 On the Direct Sum Approach of WAPB Boolean Functions

6.3 Cryptographic properties of the Direct sum

Now we will study and collect some existing results on the cryptographic properties of the
direct sum of Boolean functions. We consider f € B,,,g € B, and h € B,,,,, defined as

h(z,y) = f(z) + g(y) for x € F}* and y € F} in the following results. We also consider

a=(da',a") € F'*" where a’ € FJ* and a” € F3.
Proposition 6.3.1. /93/

1. The Walsh transform of h given as Wj,(a) = Wy(a')W,(a").

2. The nonlinearity of h is given as NL(h) = 2"NL(f) + 2™NL(g) — 2NL(f)NL(g).
Proposition 6.3.2. /20] For k € [0, m + n),

1. the Walsh transform of h over E,, ,  is given as
Wi ( Z Wii(a YWy p—i(a").

2. a bound on nonlinearity over E,, ., is given as

NLi(f) > i <( )NLk i(g) + (kii)NLi(f)—QNLi(f)NLkZ-(g)).

=

Proposition 6.3.3.
1. [13] max(Al(f),Al(g)) < Al(h) < min{max{deg(f),deg(g)}, Al(f) + Al(g)}.
2. [20] For 1 < k <min{m,n},Alx(h) > Orgrljjgk{max{Alj(f),Alk_j(g)}}.
The Item 2 of Proposition can be generalized as follows.
Theorem 6.3.4. For 0 < k <m +n,
min {max{Al;(f), Ali—;(g)}} < Ale(h) < deg(h).

max{0,k—m}<j<min{m,k}
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Proof. Let A, be an annihilator of h over E,, 4, .. Then A (x,y)h(z,y) = 0forall (z,y) €
Erin and there exists an (2o, yo) € Emynk such that Ag(zo,y) = 1. Let Wizy) =
J (ie., zyg € E,,;) for some max{0,k — m} < j < min{m,k}. As Ag(xo,y0) = 1,
h(zo,y0) = f(z0) + g(yo) = 0 i.e., either f(zo) = g(yo) = 0 or, f(zo) = g(yo) = 1.
Now fixing zo, we have Ay (zo,y)(f(xo) + g(y)) = 0 forally € E, ;_;. That implies,
Ai(zo,y) = Aka,(y) is an annihilator of g or, 1 + g over E,, ;_; (as Ax(zo,%0) = 1).
Similarly, fixing yo, we have A(x,vo)(f(z) + g(yo)) = 0 for all z € E,, ;. That implies,
Aj o () is an annihilator of f or, 1 + f over E,, ;. As a summary, if A is an annihilator
of h over E,, n, then there is a j € [max{0, k — m}, min{m, k}] such that A, is an
annihilator of f or, 1 + f over £, ; and A ,, is an annihilator of g or, 1 + g over £, ;_;.
Hence, deg A, > Alg(h) > max{()’k_mr?gir;gmm{mk}{max{Alj(f), Ali_;(9)}}.

1 + h is an annihilator of & but not necessarily 1 + h is an annihilator of & in the domain
E, if 1 4+ his 0 in the domain F, ;. In our case, h is a WPB and hence is a balance
function in each domain £, j, for k € [1,n — 1]. That implies, 1 + h is not 0 in each domain

E,x for k € [1,n — 1] and hence 1 + h is an annihilator of 4 in the domain £, ; and

Al (h) < deg(h). 0

6.4 Conclusion

We have studied the direct sum of two WAPB/WPB Boolean functions and conditioned
when it obtains a new WAPB/WPB Boolean function. Some of the results presented in [20,
106] are consequences of our results. We have presented some constructions of WAPB/WPB

Boolean functions in this direction. There is still an open problem to study the direct sum

h(zx,y) = f(z) + g(y) in Theorem [6.2.2 when e(m) N e(n) # 0.
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Chapter 7

Bulding WAPB Boolean Functions From
Permutation Group Actions

7.1 Introduction

Various classes of Boolean functions based on the actions of permutation groups are avail-
able in the literature. For example, a prominent class of Boolean functions, such as symmet-
ric Boolean functions [[16] and rotation symmetric Boolean functions [96, 97, 59], belong
to this category (see Definition [7.1.1]). These functions are invariant under any permutation
and cyclic rotation of the input coordinates, respectively. These functions often possess
exceptional properties, making them highly valuable for a wide range of practical appli-
cations. For example, rotation symmetric Boolean functions have played a crucial role in
exceeding the quadratic bound of nonlinearity [59].

In this chapter, we propose a general method for building a class of WAPB Boolean
functions using the action of a cyclic permutation group on . This generalizes the con-
struction of WPB Boolean functions (in n = 2™ variables) by Liu and Mesnager in [66] to
construct WAPB Boolean functions (in any n variables). The class of WPB functions in-
troduced in [66] are 2-rotation symmetric (as defined in Definition [7.1.2). The authors also
examined the weightwise nonlinearity profile of this class of WPB functions and provided
a constant lower bound on k-weightwise nonlinearity, where £ is a power of 2. In our work,
we propose a bound for the nonlinearity and k- weightwise nonlinearities of functions from
this construction. Additionally, we explore two significant permutation groups, (¢)) and

(o), where 1) is a distinct binary-cycle permutation and o is a rotation. We theoretically
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analyze the cryptographic properties of the WAPB functions derived from these permuta-
tions and experimentally evaluate their nonlinearity parameters for n between 4 and 10.

The chapter is based on the results presented in our work [31]].

7.1.1 Permutation symmetric Boolean functions

We denote S,, by the symmetric group on n elements. For a permutation 7w € S,,, the action
of permutation group P = (m) on [} makes a partition of F%, called orbits. The set of
orbits is denoted as O. For x € F4, we denote the orbit containing x as O, (z) = {y €

F3 | 7%(y) = x for some k € Z}. Now we define two special permutations as follows.

1. Rotation (or, cyclic) permutation (¢): The permutation ¢ € S, is called rotation
permutation if

o((x1,29,...,2n)) = (Tp, 1y, Ty1)

for every (21,9, ...,x,) € F. We denote the rotation permutation on n elements
by o (or, 0, to specify the number n). The cyclic group P = (o) is called rotation

symmetric group.

2. Distinct binary-cycle permutation()): Let n be a positive integer with the unique

binary representation as
n = niy+ng+---+n, wheren; =2 ny =2 ... n, =2 (7.1)

and 0 < a1 < ap < -+ < a,. A permutation ¢ € S, is called a distinct binary-
cycle permutation if its disjoint cycle form contains cycles of length ny, no, ..., ny,.
We name the permutation by distinct binary-cycle permutation as the length of each
cycle is a power of 2 and the lengths of cycles are distinct. We denote the permutation

on n elements by v (or, ¥, to specify the number n). Without loss of generality, we
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consider

¢ = (xla Lo, ... 7$n1)(xn1+17 Tng+2; - - 7$n1+n2) to (xn*nuﬂrla Tp—ny+25 - -+ 7xn)

— O'nlo'n2 ce Oy,

(7.2)

w*

Note that, 0 = ) when n = 2™ is a power of 2. For 7 € S,, we define m symmetric

Boolean functions and 2-m symmetric Boolean functions as follows.

Definition 7.1.1 (w Symmetric Boolean function (7S)). Let 7 € S,, be a permutation on n
elements with order o(m). A Boolean function f is 7 symmetric (in short, 7S) if and only

if for any (z1, 29, ..., z,) € Fy,

f(rk(zy, 29, .., 2)) = f(a1, 20, .., 2,) forevery 1 < k < o(7)

k= 7w onk 1 for k > 1 and 7' = 7. Therefore, 7S Boolean functions have the

where 7
same truth value for all vectors in every orbit obtained by the action of permutation group

P = (r) on F}.

For m = o, the oS Boolean functions are known as Rotation Symmetric Boolean func-
tions(in short, RotS). The oS Boolean functions are very well studied functions in the liter-
ature [83, 24, 96]. However, no study on 1S Boolean functions is available in the literature.
When n is power of 2, the class of ¢S Boolean functions and the class of /S Boolean func-

tions are same.

Definition 7.1.2 (2-7 Symmetric Boolean function(2-7S)). Let 7 € S,, be a permutation
on n elements and O be the set of all orbits due to the group action of P = (m) on Fj. A
Boolean function f is 2-7 symmetric (in short, 2-7S) if and only if for every orbit O € O

with a fixed representative element v,

. , 0
f(m% (o)) = flro); F(@* o)) = f(ro) + 1 forevery 0 < i < L%J
Note that, if |O| is odd then f(7!°='(15)) can be any value from Fs.
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Therefore, 2-mS Boolean functions have the alternative truth value for the lexicograp-
phically ordered vectors in every orbit obtained by the action of permutation group P = ()

on 5. As example, a 2-RotS Boolean function (i.e., 2-0S) on n = 5 satisfies
£(00001) = f(00100) = f(10000)

and

£(00010) = £(01000) = 1 + £(00001)

for the orbit {00001, 00010, ...,10000} with representative 00001.
A construction of a class of 2-0S WPB Boolean functions, when n is a power of 2, is

presented by Liu and Mesnager [66] as follows.

Proposition 7.1.1. /66] For a Boolean function f € B, with n is power of 2, if f(2?) =
f(x) + 1 holds for all © € Fan \ {0, 1}, then f is WPB.

The Boolean function proposed in Proposition is 2-0S. Since, n is the power of 2
in the construction, the cardinality of all orbits in Fy \ {0, 1} are even. Therefore, f(z?) =
f(z)+ 1,2 € Fan \ {0, 1} is well defined and hence, the truth value 1 and 0 can be assigned
alternatively to the half of the vectors in the each orbit. This can not be assigned when n is
not a power of 2 as there are some orbits with cardinality odd and hence the f(2?) = f(x)+1
can not be defined. However, we propose a generalization of this concept to construct
WAPB Boolean function on any n where n is a natural number in Section [7.3. When n is
power of 2, the class of 2-0S Boolean functions and the class of 2-1)S Boolean functions
are the same.

Moreover, in the specific case of Proposition [7.1.1, the function is also o%-symmetric
(02S), as it takes the same value on each orbit under o2. This property, however, is only

achievable when n is a power of 2.
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7.2 Construction of WAPB Boolean functions using Group
action

In this section we present a construction of 2-7S WAPB Boolean functions using the group
action of a cyclic permutation group P = (7). Let P = () be a cyclic subgroup of the
symmetric group S,, on n elements. Let the group action of P on [F}; partitions the set into g,
number of orbits. The orbit generated by = € F3 is denoted as O, (z) = {7'(z) : 0 < i <
o(m)}. Since wy(7'(x)) = wy(x) for 0 < i < o(), the group action P splits each Ej,, into
orbits and let gy, ,, be the number of orbits in Ej ,,. Denote v, ,, ; be the orbit representative
of ¢-th orbit in E; ,, with some ordering. A construction of 2-7S WAPB Boolean functions

is presented in Construction P).

Construction 2 Construction of a 2-7S WAPB Boolean function
Require: 7™ € S,
Ensure: A 2-7S WAPB Boolean function f, € B,

1: Initiate supp(f;) = 0

2:t=0

3: fork < Oton do

4 for i < 1to gi, do

5: U= Vgpni; | =|0x(u)]
6: if [ is even then
7
8
9

for j < 1to £ do
supp(fx)-append(u)
: u < mom(u)
10: end for

11: else

12: u=T7"(u)

13: for j < 1to [5!] do
14: supp( fr)-append(uw)
15: u < mom(u)

16: end for

17: Update t < 1 — ¢

18: end if

19: end for

20: end for

21: return f,
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Construction P ensures a balanced WAPB Boolean function. The binary variable ¢ in-
dicates whether the partially constructed is balanced (when ¢ = 0) or has an extra 1 (when

t = 1) during each iteration of orbits.

Example 7.2.1. Consider n = 5 and the permutation 7 = o is the rotation permutation.

Then considering the orbits with representatives
00000, 00001, 00011,00101,00111,01011,01111,11111

we have the resultant function f, € Bs of Construction 2 as supp( f,) = {00000, 00010,
01000, 00011, 01100, 10001, 01010,01001,00111,11100, 10011, 10110, 11010, 01111,

11101, 10111}. Hence, f, is a 2-RotS (i.e., 2-0S) WAPB Boolean function.

Given a permutation 7 € S, let O, and O, denote the set of orbits of even cardinality
and odd cardinality of the group action P = (m) on %, respectively. Furthermore, let
Oy, denote the set of orbits of cardinality k for k£ € [0,n]. Here, O is the set of orbits of
cardinality 1. Since every orbit in O; contains exactly one element, abusing the notation,

we also denote O; = {x € F |z = w(x)} (i.e., the set of vectors in F} of orbit length 1).

Theorem 7.2.1. For m € S, wheren € 7%, let O1 = {x € F} : w(x) = x}. Then, for
ceFyandk € [0,n],

lfCG]FS\Ol

I |{xng\01:c-(x+7r(x))—1}|—{ . A

2. fz € Epp\Or e (z+m(z) =1} = $(|Epn| — Ki(l,n)), where | = wy(c +
T (0)).

Proof. Now for any x = (x1,22,...,2,),¢ = (¢1,¢2,...,¢,) € F},

c-(z4mx)=c-r+cmx)=c-r+7c)- 2= (c+nc)) =z (7.3)
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Therefore, ¢ - (x + m(z)) is a linear Boolean function on n variables. Then ¢ - (x + 7(z))
is the zero Boolean function if and only if ¢ = 771(c) i.e., ¢ € O;. Hence,

\{xewgzc-(x+7r<x>>:1}y:WH<c-<x+w(x))>:{ (2)”_1 ﬁ:gifﬁl_\a (7.4)

Further, if z € Oy, then 7(x) = x and that implies ¢ - (z + w(z)) = 0. Hence,
Hrx € Or:c- (x+7(zx)) =0} = O]
= |{reO :c-(x+n(x)) =1} =0. (7.5)

Now, combining Equation 7.4 and Equation [7.3 we have the desired result of Item

. 2"l ifeeF2\ O
|{I€F2\O1IC-(SL’+7T($))—1}| { if06021.\ 1

Moreover, as ¢ - (2 +7(2)) = (c+7*(c)) -  is linear in Ey ,,, using Proposition §.2.2, we
have
1
{z € Brn i (w+m(@) = B = wia((c +77(e)) - ) = S(IBin| = Ki(l;n))

where [ = wy(c + 7 1(c)). If z € O then ¢ - (z + 7(z)) = 0.
1
Hence, |[{z € E;, \ O1 : ¢ (z +7(z)) =1}| = §(|Ekn| — Ki(l,n)). O

7.2.1 Nonlinearity and k£-Weightwise Nonlinearity for any 7 € S,,

O,
Theorem 7.2.2. Let n be a positive integer and 7 € S,,. Then NL(f,) > 2"2 — %
Proof. Here O., O, and O, are the set of orbits of even cardinalty, odd cardinality and
single elements of the group action G = () on F4 respectively. Then the Walsh spectrum

of fr ata € F} is as follows.

Wila) = Y (=1)fF@rer = 38 " (—1)frtes (7.6)

z€Fy 0€0 z€0
= 2D (DRI Y S (e @)
0€0, z€0O 0€0, z€0
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> > (-

0€0, €0

axr __ ]‘_ ~(z)+tazx w(m(x))tam(x
e = LSS (e 3 S f()+()]

OGO €0 0€0, €0
1
_ = 1)fr@tas 4 fr(m(2))+a-m(z)
- 3| s )
OGOF z€0
1 T T a-mT(x
= 3 ZZ fw() —1)*T — (=1) ())]
L0€O, 2€0

(as fx(m(2)) = 1+ fr(2)).

There are some vectors x in even orbits such that ((—1)** — (=1)*"@) = 0i.e, a- (z +

m(x)) = 0. As these vectors contributes 0 to the sum, we now remove them in the equation.

Hence, we have

22 (1

0€0, €0

Similarly,

a-x 1 x a-x a-m(x
der = IS Y (RO (1))
| O€0e z€0:a-(z+7(x))=1
1
= 3 > > 2 x (—1)/r@taw (7.8)
OGOE z€0:a-(z+m(z))=1

= > > (=l (7.9)

0€0, z€0:a-(z+7(x))=1

Z Z f-,r(:r +a-x

00, z€0

Z Z(_ f,r(w)—l—aac + Z Z z)+a-x
0€0,\01 €0 0€0; z€0

Z lOZf ffr (o)) +a(vo) 4 Z frr(Vo +avo (7.10)
0€0\0; =0 0co,

where v is the orbit representative of the orbit O. Then, for an orbit O € O, \ Oy, if
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(@O (16)) = 1+ f(x1°2()) = f(vo), we have

0|1
_1)fr (7" (vo))+a-(vo)
(—1)
=0
L (1o |0]-1
_ _ 1= (=" (v0))+a-i(vo) _1\fx (" (v0))+a-mi (o)
> 3 (=)
=0 =0
|O]-1 |0]-1 Fr(vo)+am
:% Z( 1)f7f( 7 (vo))+a-t (vo) + Z 0))+a-7t(vo) + (_1) 20 ©
=0
|O]-1 |O]—1
:1 fr (7 (vo))+a- (vo) “(vo))+a-m (vo) _ 1)1+ fr(vo)+avo
y (—1) + + (1)
=0
(_1)f7r(Vo)+a'Vo _ (_1)1+f7r(Vo)+a'Vo
_l’_
2
1 |O]-1
=3 Z(_l)mﬂ(m)) <<_1)a~7ri(uo>_(_1)a-ni+1<uo>> +(—1)fotare (7q1)
=0

If f(71°Y (o)) = f(7!972(v5)) = 1 + f(vo), consider o = 7~ 1(1o) as the represen-
tative element. We have now the earlier situation with the representative element vy i.e.,
f(@O (o)) = 1+ f(71°2(1jy)) = f(Vo). Hence we will have Equation [7.11] for the

representative element v. Hence, Equation becomes

Z Z fﬂ-(x +a-x

0e0, z€0
|O]-1

— = 3 | 3 (e <(_1)a~wi<uo>_(_1)a~wi+l<uo>>
2

0€0,\01 1=0

+ ) (—1)frlortavo (7.12)
0€c0,
1 T a-T a-T(x 1Z a-V
=3 Z(_l)fw( ) ((=1)** — (~1) ( )) + Z (=1)f=(ro)taro
0€0,\01 €0 0e0,
1
_ = fﬁ(:p +a-x f-,ru +a-v
=3 2 x (—1 + Z o)+avo
0€0,\01 z€0:a(z+n(z))=1 0€0,
= (-1 fw Jraw | Z frr(Vo +avo (7.13)
0€0,\01 z€0:a(z+m(z))=1 0€0,
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Now substituting the values in Equation 7.8 and Equation in Equation 7.6, we have:

Wfﬂ(a) = Z Z ( l)f” +‘””_|_ Z f7r (vo)+a-vo

0cO\O1 z€0:a(z+n(z))= 0€0,
SALCCIENID YD SRl ED SIS
0€0\0; z€0:a(z+n(z))= 0€e0,
1Y% ool
0e0\0; z€0:a(z+n(x))=1
on-1 o 1f F3\ O
= Wy, (a)] < { 0,| +10| ;fz g 021\ ! (from Theorem [7.2.1]).

Hence, the nonlinearity of f satisfies

1 1
— n—1_ = > n—1 __ = n—1
NL(fr) = 277 = gmax Wy (o)) 2 277 — o max{2" + 0], |Ool}
_ 2n—1 o 2n—2 - |OO|
2
O,
— NL(f,) > 2"—2—’2‘.

]

For a permutation m € S,,, we denote O, i, O, and O, ;, by the sets of all orbits of

cardinality even, odd and one of the group action P = () on Ej ,, respectively.

Theorem 7.2.3. Let ™ € S, for some n € Z". Then

1 n .
NLi(fr) > 1 <(/€) — 2|0, x| +21£11£n Kk(l,n)> .

l even

Proof. The restricted Walsh spectrum of f, at a € F} is

Wyoi(a) = > (=1f0Fer = 3 N (_q)frltes (7.14)

IGEk n 0eO, k ze0
+ ) (1o (7.15)
0€0, €0

Following a similar process as in the proof of Theorem [7.2.2], we have

Z Z f7T (x)+ax Z Z (_1)f7r(z)+a-a: (716)

0€eO, & z€0 OE(/)E’k z€0
a(z+7(z))=1
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and

Z Z z)tar Z Z (_1)fﬁ(x)+aw

0€0, 1, €0 0€0, \O1 k z€0
a-(z+m(z))=1

+ ) (~frtortero (7.17)

OEOD k

where v is the orbit representative of the orbit O. Now substituting the values in Equation

and Equation in Equation [7.14, we have
Wi = Y Y (-pf@rer g N0 T (c)fere

0€0, 1, z€0 0€0, \O1,k z€0

a-(z+n(z))=1 * a(ztr(z)=1
+ Z fw(Vo +avo
0€0,
— Z Z (—1)/)taw 4 Z 1)/x(vo)taro
0€0,\0y, €0 0€0, k

a-(z+m(z))=1

= ]mek(a)\ < ’ Z Z ( 1)f7r +aac’ + | Z fTr (vo)+a l/ol
0€0;\O1 i z€0 0€0,
ar(a+(z))=1

1
< §(|Ek,n| — Ki(l,n)) + O],

where the last equation comes from Theorem [7.2.1|. Hence, the restricted nonlinearity of f,

satisfies
_ |Ek,n| L
NLi(f) = =5 = 5 max Wy, u(a)
Ex ., 1

1 .
== NLk(fW) Z — (|Ek:,n| — 2|Oo,k:| + min Kk(l,n))
4 aclFy

1 n .
= 3 ((k) — 2|0, | +0r£l1§nn Kk(l,n)\) .

Further, [ = wy(a + 7 (a)) is always even as wy(a) = wy(7 ' (a)). Hence, we have

1 n .
NLi(fz) = 1 ((kz) — 2|0, 1| + Join Kk(l,n)) .

l even
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Using Theorem K.2.4[Ttem [], we have further,

1 n .
NLk(fﬂ’> > Z <(/{7) - 2|Oo,k’ +221113n Kk(lan)> .

[ even
[
In the following sections we study 2-7S WAPB Boolean functions for two different
permutations ¢, o € S,, for any positive integer n. Here, o is the rotation permutation and v
is the distinct binary-cycle permutation as defined in Section [7.3. Both functions generalize

the Liu-Mesnager construction [66] of WPB Boolean functions in n = 2" variables.

7.3 Construction and Study of 2-1)S WAPB Boolean func-
tions

In this section, we present a class of 2-1)S WAPB Boolean function which is a special case
of the construction presented in Section 7.2, This construction extends the idea of Liu-
Mesnager construction [66] to generate WAPB Boolean functions. As Liu-Mesnager con-
struction outputs a WPB Boolean function, the form of n (the number of variable) needs
to be a power of 2. However, in our case, the number of variables n can be any positive
integer for generating WAPB Boolean functions.

Let n be a positive integer with binary representation as n = n;+mny+- - -+n,, as defined
in Equation [7.1. We denote wy (n) = w i.e., the number of 1’s in the binary representation

of n. For x = (2, z, ..., x,), we have

W(x) = (0n (T, T0y), Ony (Tryats - s Trging )y - -+ s Ony (Tnny a1y -+ -5 ) (7.18)

where o, is the rotation permutation on n; elements. Here, ord(¢)) = 2% = n,,. Hence,
the cardinality of orbits obtained due the action of P = () on 4 are of power of 2 i.e.,
|Oy(x)| = 2! where 0 < | < a,, for z € Fj. Hence, there are some orbits of cardinality 1

and the remainings are of even cardinality.
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Lemma 7.3.1. Let n be a positive integer and 1) € S,, as in Equation [J.2. Then there are

2V orbits of cardinality 1 where w = wy(n).

Proof. For a vector x € [} is having an orbit of cardinality 1 i.e., |Oy(x)| = 1 if and only

if the coordinates of = present in the cycles are of same value i.e.,

Tl =Ty = ...= Tpy,
Tpni41 = Tpy4+2 = - -« = Tpy+4ngs

(7.19)
Tn—np+l = Tn—ny+2 = - = Tp-

As each partition of coordinates can be either 0 or 1, there are 2 vectors = in [} satisfying

Equation and hence |Oy(z)| = 1. O

Since every orbit contains the vectors of same weight, we denote the weight of an orbit
is the weight of vectors in the orbit i.e., wy(Oy(x)) = wy(x) for x € F}. Further, for
= (x1,29,...,20),y = (Y1,Y2,- - -,Yn) € Fy, we say y covers x (i.e., z 2 y), if x; < y;
forl1 <i<mnie,y, = 1lifx; =1 for 1 <i < n. Similarly, given two positive integers n
and k with binary representation n = 2% 4292 4 ... 4 2% and k = 201 + 202 ... 4 20

we denote k =n if{bl,bg, .. .,bt} - {al,ag, NN ,aw}.

Lemma 7.3.2. Let n be a positive integer and 1 € S, as in Equation [[.J. For k € [0, n],

the number of orbits of weight k and cardinality 1 is 1 if k < n, otherwise it is (.

Proof. Letk = 2% 4 2% ... + 2% where 0 < by < by < --- < b,.

Casel: Letk < ni.e., {b,bs,...,b0;} C{ay,aq,...,a,}. Since the only way of writing k
as sum of powers of 2is k = 21 22 1. . .4-2% and satisfying the condition in Equation[7.19,
there is only one vector x with wy(z) = k and |Oy(x)| = 1. In this case, the coordinates
of z in the partitions of cardinality 2%, 2%2, ... 2% are having value 1 and other coordinates

have value 0.
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Case II: Let £ A n, then {by,b,...,b;} Z {a1,as,...,a,}. If wy(x) = k, the nonzero
coordinates of = can not be partitioned of (distinct) sizes from the set {291,292 ... 2w},
As a result, the coordinates of 2 will not satisfy the Equation 7.19. Hence, |Oy ()| > 1.

Hence, in this case there is no orbit of weight £ and cardinality 1. [

We denote O, be the set of orbits of odd cardinality (i.e., here 1) and O, be the set of
orbits of even cardinality. Since the cardinality of all orbits of carinality odd is 1, abusing
the notation, we also denote O, as the set of all vectors belonging in the orbits of odd
cardinality. Hence from Equation .19, O, = {(z1,29, -+ ,x,) EFYy 121y =29 = -+ =
Ty Tppl = Tngt2 = 0 = Toygngs " 5 Lln-ny)+l = Tineny)42 = **+ = Tp}. For
example, if n = 6, there are there are 2"#(®) = 22 = 4 orbits of weight 1 and O, =
{000000, 000011, 111100, 111111}.

By choosing such permutation v for Construction , we have every slice E; ,, 0 < k <
n, contains at most one orbit of odd cardinality (and i.e., 1). Therefore, it becomes easy to
construct 2-1)S WAPB Boolean functions as other orbits are of even cardinality. Hence, we

have the following result.

Theorem 7.3.3. Let n be a positive integer and 1) € S,, as in Equation [7.3. For a Boolean
Sunction fy € By, if fu(¥(z)) = 1+ fy(x) holds for all x € Fy \ O, where O, is the set

of vectors whose orbit cardinality is 1, then fy, is WAPB.

Hence, when n = 2™, a power of 2, ¥ = ¢ and Construction ] on input ¢ € S,
results the 2-RotS WPB Boolean function by Liu and Mesnager [66]. A simplified version

of Construction [ is presented in Construction [7.3 for input .
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Construction 3 Construction of 2-1)S WAPB Boolean function using ¢ € S,,
Require: ¢ € S, as in Equation
Ensure: A 2-¢)S WAPB Boolean function f, € B,,.
1: For every orbit O in [F} due to the action of P = (1), do the following:
if |O| is even then
[ satisfies fy,(¢(z)) =1+ f(z) forz € O
end if
if |O| = 1 then
assign fy(z) =0or L.
end if
return f,

7.3.1 Nonlinearity and i£-Weightwise Nonlinearity for 2 — 'S WAPB
Boolean Functions

Theorem 7.3.4. The number of orbits generated due the action of i) on F3 is

Gn = i zﬂ): 2gcd(n1,k)—l—gcd(ng,k)+~~~+gcd(nw,k)‘

n
W ok=1

Proof. As ord(y) = 2% = n,, letdenote G =< ¢ >= {} 2 ... "} where o} =

n’

and ¢! = 1) o ¢p*~1 for i > 2. From the disjoint cycle form of ¢ as in Equation 7.18, we

have
V(X)) = (0n, (T1, - Ty )y Ong (Ty 15 -+ Togbng )y + - s Oy (T t15 + -+ 5 Tn))
where ,,, is the rotation permutation on n; elements. Hence, we denote, ¥, = (0, Ongs - - -, Onyy)
and for positive integers k, we have ¢k = (o ok ... ok ).
Now to apply Burnside’s lemma, for every k € {1,2,...,n,}, we need to compute the

number of fixed vectors z € Fy by /¥ i.e., ¥ (2) = 2. Thatis, forevery k € {1,2,...,n,},

we need to compute the number of vectors z € Fj such that pf (z1) = 2z1,pf (22) =

Zoy. ooy PE (Zw) = 2 Where z = (21, 22,..., z,) and 21 € FY' 2 € F32, ... 2, € Fy».
Here, the number of permutation cycles in a,lii =ged(n;, k) forl <i<wand1 <k <

n,, and the length of each permutation cycle in af” is 7 Therefore, the total number

ng
ged(ng,k
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of permutation cycles in ¥* is
ged(ng, k) + ged(ng, k) + - - - + ged(ny, k).

As every permutation cycle fixes all 0’s or all 1’s, each permutation cycle has two choices.
Therefore, 1)* fixes 28cd(m.k)+eed(n2 k) ++eed(nw:k) number of 2 € F}. Hence, by using the

Burnside Lemma, the number of orbits is

1 , 1 & . ng ) tged(n
gn = = D [Fiwey(m)| = - ) oeedlmbrestlua by petecdin ), =
Y req W og=1

The representative of each orbit can be be assigned 0 or 1 and accordingly other vectors
in the orbit are assigned. Hence, there are 29~ WAPB 2-1/S Boolean functions in n variables.
Further, we can count the number of balanced WAPB 2-1)S Boolean functions in n variables.
There are 2" many orbits of cardinality 1 and remaining g,, — 2" orbits are having cardinality
even. Further, 2*~! orbits from the 2% orbits of cardinality 1 are to be assigned 1 to make f,
balanced. Hence (23:) x 297=2" balanced WAPB 2-¢/S Boolean functions can be generated

using Construction [7.3. Now we will study some cryptographic properties of the function
fw € B,.

Theorem 7.3.5. Let o € S, as in Equation 7.2 with wy(n) = w. Then NL(f,) > 2"2 —
2wl

Proof. As wy(n) = w, from Lemma there are 2" orbits with cardinality 1 and re-
maining orbits are of even cardinality (i.e., |O,| = |O;| = 2%). Then from Theorem [7.2.2,

the nonlinearity bound of fy, is

NL<f¢) Z 2n—2 o ’020’ — 2n—2 o 211)—1‘

O

The following corollary presents a nonlinearity bound for the 2-1)S WPB Boolean func-

tion which resembles with the WPB Boolean function by Liu and Mesnager [66].
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Corollary 7.3.6. Let n = 2™ be a positive integer. Then NL(f,) > on=2 _ 1,

In Table [7.1], we have presented the maximum and minimum nonlinearity among all
fy for the number of variables n = {4,5,...,10} along with the upperbound of balanced
Boolean functions and lowerbound of f,, as per Theorem 7.3.5. We have searched all such
balanced Boolean functions for n < 6 and from 70 x 229, 2 x 22°,6 x 223, 6 x 223 randomly

chosen such Boolean functions for n = 7, 8,9, 10 respectively.

n 4 5 6 7 8 9 10
Number of functions  |2* x (f) 25 x (5) |28 x () || 2% x (Z) 234 x(f) 208 (;1) 2138 (3)
=25 |2 6% 2= 6x 20 =70x 27| =28 | —6x2%|=6x 2%

Max NL by experiment 4 12 26 o6 116 238 480

% functions at max NL 100 22.92 0.65 [|4.3 x1073]4.6 x 107%[1.6 x 107°[2.4 x 1073
Nonlinearity upper bound
of balanced functions [93] 4 12 28 58 118 244 494

Min Nonlinearity 4 6 14 28 64 144 328

% functions at min NL 100 4.17 0.26 [|2.3 x107%[3.3 x 1073[3.2 x 107°[1.6 x 10~°
Average NL by experiment| 4.0 9.79 21.83 47.35 106.01 220.58 453.49
Nonlinearity lower bound 3 6 14 28 63 144 254

by Theorem

Table 7.1: Percentage of f,, € B,, satisfying lower bound and upper value of NL(f,).

Now we will study the weightwise nonlinearity of fy.

Theorem 7.3.7. Let n > 2 be a positive integer and ) € S, as in Equation 7.2, Then

() gmen) s

l even

NL.(fs) >
! <(n) + min Kg(l,n) — 2> ifk < n.

k 2<I<n
l even

Proof. From Lemma [1.3.2, we have |O, ;| = |O14| = 1if k =< n else it is 0. Hence from
Theorem [7.2.3, we have

NLL(f) 2 | ((’;) + min Kka,n)) te

l even

where ¢ = 0 if £ A n and —2 otherwise. O
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We can discard the case [ = n from finding minimum in K (/, n) for some cases.

Corollary 7.3.8. Let n > 2 be a positive integer and 1) € S, as in Equation [7.3 If k is

even or n is odd then:

1 n )
NLg(fy) > ) ((k) +2§rlr%1£1_1Kk(l,n)> +¢,

l even
where e = 0 if k A nand —2 otherwise. Otherwise (i.e., k is odd and n is even), NLy(fy) >

0.

Proof. 1f n is odd then Ky (n, n) is not included in the minimum finding as [ has to be even.
Further, from Theorem §.2.4[Item [], if & is even then [max Ke(l,n) = Kg(n,n). Hence

we are done for the case k is even or n is odd.

If k is odd and n is even, then 22111<n Ki(l,n) = Ki(n,n) = —(}). Further, in this case
Teven

k A n. Hence, NL,(f,) > 0, which is infact always true. O
n K 2 13| 4 |5 6 7 8 9 10 11 12 13| 14 | 15| 16 | 17 | 18
15 2410|330 |0|1215|0| 1506 |0 | 500 | O 45 0 - - - - -
16 |28 10| 443 [0 1931 0| 3003 |0 | 1502 | O 228 0 8 - - -] -
17 |32 10| 580 [0 3003 |0 5720 | 0| 4004 | O 910 0 60 0 - - -
18 |36 |0| 750 |0 |4550 |0 | 10725 | 0| 9724 | 0 | 3094 | O | 340 | O 8 -] -
19 |40 10| 950 |0 | 6650 | 0| 18343 |0 | 21879 | O | 9282 | 0 | 1530 | O | 76 | O | -
20 | 4510|1190 | 0| 9524 | 0| 30719 | 0 | 43758 | O | 25194 | O | 5814 | O | 484 | 0 | 10

Table 7.2: Values of the lower bound of NLy(f,,) as per Theorem [7.3.7.

Table [7.2 presents the numerical values of the lower bounds of NLj( fy) forn = [15,20]
deducted from Theorem [7.3.7. Further, substituting the results of Theorem §.2.4[Item [I] and

Item [] in Corollary [7.3.7, we have nonlinearity bounds for particular values of k.
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Theorem 7.3.9.  [. Ifnis odd then

1/n—1
5 Z X ifk € [0,%5Y], odd and k £ n
1 1
5((2_0-4) ifk € [0,%5Y], odd and k < n

1 : n+1
50k ifk € ["=,n]andk A n

1 -1
5((71]{: )_1) ifk e [™ n]and k < n.

2. Ifnisevenandk € [§ + 1,n] is even then

\

1/n—-1 )
DA ifkZn

NLy(fy) > %((ngl)_g ifk < n.

Note that the bounds in Theorem do not cover the cases when (1) n is odd with
k € [0, 5] and even; and (2) n is even with k € [0, %].
Since E|z),, is the largest slice among all slices Ey, ;. k € [0, n], studying the non-
linearity in this domain is useful for cryptographic purposes. The cipher FLIP also uses
the domain Ex ,, for its design. Using the particular case results of Theorem k.2 4[Ttem
and Item Pf] in Corollary 7.3.7, we have the nonlinearity bounds for the largest slice (i.e.,

k = [%]) in the following theorem.

Theorem 7.3.10.  [. Ifn =2m + 1 is odd then

1 —1
5 " ) ifm A n (i.e., nis not of the form 2" — 1);
NLn(fo) 2 1 )0 24
5(( 1) —1) ifm < n (i.e., nis of the form 2t — 1).
m_

2. Ifn = 2m is even then

(@) NL,,(fy) > ("7;2) if m is even.

() NLyoa(fy) > 4 (("_2) + (::_é)) if m is odd and n > 10.

m—1
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Now, we study the restricted nonlinearity NL,( f,,). We denote by NL}. as

NL} = min{NL}(f,) | f, € B, constructed as in Theorem [7.3.3}.

Theorem 7.3.11. Let n > 2 be an positive integer and ¥ € S,, as in Equation [7.3. Then

(n—1)%

NLa(fy) > | S

I.

Proof. From Theorem §.2.4, we have Orilli<n Ka(l,n) = —|2]. Using it in Theorem

|3

we have,
EEZ;— 12]) if2 An
5) = 15 if2 < n.
if n is even (i.e., n = 4t form)
if nis odd (i.e., n = 4t + 1 form),

NLy(f,) > {

s [

Therefore, for 2 A n, we have NLy(fy) > { (n1)?
8

a(n=2) 1 e - - _
and for 2 < 1, we have NLs(f,) > 4 .5 —3 %fn is even (i.e., n = 4t + 2 form)
Y — 1 ifnisodd (e, n = 4t + 3 form).

mn=2) jg always an integer and for n odd, (n_sl)2

We can check that for n even, ==

is an integer

if and only if 2 £ n. Hence, combining the cases, we have

—92 . .
n(n=2) if n is even

NL > ;
2(fy) 2 { L@J if n is odd.
g = B g g ) = 252 when n s even. Hence, NLo(/y) =

n_1)2
o), 0

Further, as

Theorem 7.3.12. Let n > 2 be an positive integer and 1 € S,, as in Equation [[.J. Then

for k € [0,n] NL} < NL3}. For generalization, NL} < NL%:Zfori > 0.

Proof. We use the technique followed in the proof of [66, Theorem-3.14] to prove it. It can
be checked that NLg(f) < NLg(f)if R C E.

Let n = 2% 4 2%w-1 4 ... 4+ 2% for a,, > Qu—1 > --- > a; > 0 as defined
in EquationZ.1. Fory € Ey,,, consider the form y = (G, Tu_1,- - -,7;) Where (7;) =

(Yni—15 Yn;—25 - - - Yn,_,) € F5" and wy(y) = k. Now define a set

Rk = {(gwgwgwflgwfl . ‘ylgl) Y= gwwal . 'yl € ]Fg and WH (y) = k} g E2k72n‘
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It can be checked that for * = (¥,,¥,,J—_1Jw_1 - - - Y191) € Rk, the orbit containing z,

Own (I’) = {(szwzwflzwfl .- -3131) : (szwfl .- -El) S Olb% (y)7 Y=YwYw-1--- yl}'

Then for a WAPB f € B,, satisfying Theorem [7.3.3, we have a WAPB ¢ € B,, such that

Vy € F3, g(y) = f(x) for x € R. This implies,
NL;(g) = NL, , (9) = NLg, (f) < NLe,,, (f) = NL3(f).

The equality NLg, , (9) = NLg, (f) can be proved as follows.

B s _1\f(@)taz
NLp (f) = == —gmax ) (-1)
rERY,
_ |Ek.n| _ lmaX ( 1)g(y)+a (Jw o~ F191)
2 2 acFy
) Ek,n
— |Ek’n| _ lmaX ( 1)g(y)+(al+aT)~y
2 2 acFy
yEEk,n
where o', a” € Fy with a = (@@, ... a\a})
|[Epn| 1
= B Jmax 3 (<) = N (9)
2 yeEk,n

2n __ : 2n _ 2n/ f . A
Let the NL5; = o min NL5:(f) = NL3;(f) for a WAPB Boolean function f € Ba,.
Then there is a WAPB § € B, such that NL}(5) < NL27(f). Hence, NL? < NL}(j) <

NL3:(f) = NL3;. O
Now using Theorem and Theorem [7.3.12, we have the following Corollary.

Corollary 7.3.13. Let n > 2 be an positive integer and 1 € S,, as in Equation[7.2. Then

(n_1)2 n 2n 22n, 2in
[ SNL SN NG < SNLE <

n(n —2)

Moreover, if n. = 2™ for m > 1, < NLE < NL2* < NLZ™7 < ... < NLEY, <
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Thus, the above theorem provides a better lower bound for the weightwise nonlinearity

NLx(fy), as proven in the article [66], recalled in the following proposition.

Proposition 7.3.14. [66]/Theorem 3.14] For any n = 2™ > 8 and f;, be a WPB Boolean
function as defined in then

9, ifl1<i<m-—3,
NLSY (fs) > 6, ifi=m—2,
19, ifi=m—1.

7.4 Construction and Study of 2-0S (i.e., 2-RotS) WAPB
Boolean functions

In this section, we present a class of 2-0S WAPB Boolean function which is another special
case of the construction presented in Section [7.2. Since o € S,, is the rotation permutation,
these functions are also known as 2-RotS WAPB Boolean functions. When 7 is a power of
2, the construction matches the Liu-Mesnager construction [66] to generate WPB Boolean
functions. Now to study nonlinearity bound in Theorem [7.2.2, we need to count the number
of orbits of odd cardinality due to the group action of C;,, = (o,,) on F%. For a positive
integer n, we denote ng as the largest odd integer that divides n i.e., ng = 5 for largest

integer ¢ such that Z; is an integer.

Proposition 7.4.1 ([96], Theorem 3). Let C,, = (o,,) for o, € S, be the cyclic group of
rotation permutations acting on 3. Then the number of orbits induced on Y} is given by

Gn = % S ()27, where ¢(t) is Euler s phi-function.

tin

Lemma 7.4.2. Let d | n for positive integers d and n. Let C,, = (o,) for o, € S, and

Cy = (04) for o4 € Sy. Forv € F3, |0,,(v)| = |0y, (0)| where © = (v,v,...,v) € F3.

Proof. Forv € F4, we can check that 0,,(0) = 0,,(v, v, ...,v) = (04(v), 04(v), ..., 04(v)).
If|0,,(v)| = k then o%(v) = v = (c%(v),d%(v),...,0%()) = (v,v,...,v), that

is, o¥(0) = © = |0,,(0)| | k. Further, if |O,, ()] = [ then ¢! (9) = o, that is,
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(c(v),d4(v),...,o4(v)) = (v,v,...,v) = oi(v) =v = |0,,(v)| | . Therefore,

|0,,(v)| = |0,, ()| for every v € F. O

Theorem 7.4.3. For o, € S, the number of orbits of odd cardinality due to the action of

Cy, = (o,,) on FY is given by gn odd = Gny-

Proof. For d | n, it can be easily checked that if |O,_ (z)| = d for an x € F} then there is
a v € F¢ such that such that z = (v,v,...,v) and |O,,(v)| = d in F4. Every odd divisor d
of n is also a divisor of ny and viceversa. Hence, for d | n and d odd, |O,, (z)| = d for an
x € F} if and only if there is a v € F¢ such that x = (v,v,...,v) and |O,,(v)| = d if and

only if |0y, (y)| = d wherey = (v,v,...,v) € Fy°. Therefore, g, oda = gno- O

7.4.1 Study of Nonliearity and k-weightwise Nonlinearity of 2 — oS
WAPB Boolean Functions

Theorem 7.4.4. Let 0, € S, for a positive integer n. Then, NL(f,,) > 22 — £,

Proof. From Theorem [7.2.2, we have

NL(f, )>on2 ool rodd _ on—2 _ Ino

O]

As g, is an even integer [21] (Proposition 3.1), the bound is always an integer. When
n = 2™ is a power of 2, the nonlinearity bound becomes NL(f,, ) > 2" 2—1as g,, = g1 =
2. Since f,, = fy, when n is a power of 2, the nonlinearity bound NL( f,,, ) matches with
the result in Corollary [7.3.6. In Table 7.3, we give the maximum and minimum nonlinearity
among all f, for the number of variables n = {4,5,6}, and over a sample n = {7,8,9, 10},

along with the upper bound of balanced Boolean functions and lower bound of f,, as per

Theorem [7.4.4.
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| n (4[5 ] 6 ] 7 [ 8 [ 9 [ 10 |

Max NL by experiment 4 12 26 o4 116 232 480

% functions at max NL | 100 | 2.34 | 6.51 |[ 8.2 x 1073 [ 3.8 x 1073 [ 85x107*[ 9.5 x 107
Nonlinearity upper bound
of balanced functions [Q3] | 4 12 28 58 118 244 494

Min NL by experiment 4 6 14 34 64 188 334

% functions atmin NL | 100 | 0.52 | 1.04 |/ 3.1 x 107 [3.2x 1073 | 9.5x 107° | 9.5 x 107°
Average NL by experiment | 4.0 | 9.59 | 22.05 48.51 106.01 220.18 460.45
Nonlinearity lower bound | 3 4 14 22 63 98 252

by Theorem

Table 7.3: Percentage of f, € B, satisfying lower bound and upper value of NL(f,).

Theorem 7.4.5. For 0, € S, and k € [0,n], the number of orbits due to the action of

Cy, = (o,) on Ey, is given by

1 cd(n, i
Gk = — (g ( ))7

n ) )
{0, €Cnio(o,) |k}

=

where o(a?) () IS the order of o’.

- ged

Proof. Forl <i < o(0,),denote F; = {z € E, : 0’ (x) = x} be the set of fixed elements

n

of o¢, in Ex,,. To apply Burnside’s Lemma for counting the number of orbits, we need to

determine |F}|. Observe that o(c?) = . Hence, the number of disjoint cycles in o is

_n
gcd(n,i)

gcd(n, 1), with each cycle having length o(c?) = m. A vector x € FY is fixed by o,
if each cycle in x must be all 0 or all 1. For z being in Ey ., o(c’) | k and there are O(fji)
cycles in x contain all 1 and remaining cycles contain all 0. Thus, there are | F;| = (ng(ﬁi)).
o(a?)
Hence, applying Burnside’s Lemma, we have
1 1 ged(n, i)
=g Y IRI=L Y (),
oL eCpn {0}, €Cn0(c},)|k} o(a},)
O]

Lemma 7.4.6. For o, € S, the number of orbits of odd cardinality due to the action of

Cy, = (o,) on Ey, is given by

0 if2¢ 1 k
Gk.n,odd = .
92%7710 lf2€ ‘ k?
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where ny is the largest odd integer that divides n and 2° = - i.e., e is the largest integer

such that 2°¢ divides n.

Proof. As in the proof of Theorem [7.4.3, for d | n, if |O,, (z)| = d for an z € Ej,, then
thereisav € F§ suchthatz = (v, v,...,v) with [0, (v)| = dinF§andwy(v) = ;1 = %,
Thus, in this case, % | k and hence v € E%,d.

For any odd divisor d of n, if % | k then 2° | k. That is, if 2° { k then % { & for every odd
divisor d of n and that implies g, 5, oga = 0.

Now consider the case 2¢ | k. Every odd divisor d of n is also an divisor of ny and vicev-
ersa. Further, for any odd integer d of n, if & { k then % { 2& and viceversa. Hence,
10,5, (z)| = dforanx € By, withdis odd, d | nand 5 | k iff thereisa v € E%d such

thatz = (v,v,...,v)and |O,,(v)| = diff |O,, (y)| = dwherey = (v,v,...,v) € Ex

Ing 5e,10°

Therefore, gr.nodd = 9 ,, - Il

5€ 10

Theorem 7.4.7. Let n > 2 be a positive integer and o, € S,, be the rotation permutation.
Then
1 n : roe
i ((,) + min. Kka,n)) if2° 4k
@

l even
1
4

=29, + min Ki(l n)> i | k,

l even

where ny is the largest odd intger that divides n and 2° = n—”o

Proof. The proof can directly be obtained by substituting the value of |0, x| = gk 044 from

Lemma in Theorem [7.2.3. ]

7.5 Experimental results and Comparisons

In this section, we present experimental results on the cryptographic properties, nonlinear-

ity (NL), weightwise nonlinearity (NLy), algebraic immunity (Al), and weightwise algebraic
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immunity (Aly), of functions from the 2-¢)S and 2-0S WAPB classes. Additionally, we com-
pare these functions with notable classes of WPB Boolean functions in 8 and 16 variables
with respect to the same properties. It should be noted that for n = 8 and n = 16, the WPB
Boolean function classes 2-¢)S and 2-08S are identical. Consequently, we study only one
representative class for these dimensions and include it in the comparative analysis.

The number of 2-¢/'S and 2-0S WAPB functions grows prohibitively large for 7 or more

variables. For this reason, our experimental evaluation considers:
» All 2-¢S and 2-0S WAPB functions for n = 4, 5, 6, yielding exact results.
« Large random samples of such functions for n € [7, 16].

Thus, the results reported for n € [7, 16] are based on sampling and represent lower bounds
for the maximum attainable values of each property and upper bounds for the minimum
attainable values. For example, the entry value 4,5 for Alg(fy) in Table 7.9 for n = 13
indicates the observed minimum and maximum values within the sample. This implies that

the true maximum satisfies max Alg( f,) > 5, and the true minimum satisfies min Alg(f;,) <

4.

7.5.1 Nonlinearity

Table [7.4 presents the maximum and minimum nonlinearity attained by 2-1)S and 2-0'S
functions for n € [4,10]. The table also compares these values with the known upper
bound for balanced Boolean functions and the theoretical lower bounds for 2-¢'S and 2-
oS functions, as given by Theorem and Theorem [7.4.4, respectively. For n < 6,
our results are exhaustive, i.e., we have examined all balanced Boolean functions of the
respective classes. For larger numeber of variables (n = 7, 8,9, 10), the data are derived
from extensive random sampling, with sample sizes of approximately 70 x 229, 2 x 225,

6x2%3, and 6x 22 functions, respectively. Additionally, Table 7.4 compares the nonlinearity
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between the 2-¢'S and 2-0S functions. A further comparison of the NL values for WPB
functions f,, and f, on 8 and 16 variables against other prominent classes of WPB Boolean

functions is provided in Table [7.3.

n 4 5 6 7 8 9 10
Nonlinearity upper bound of
any balanced functions [93] 4 12 28 58 118 244 494
Max NL(f,) by experiment 4 12 26 56 116 238 480
% functions f, at max NL 100 | 22.92 | 065 |43 x1072|4.6x 1073 | 1.6 x107° |24 x 1073
Max NL(f,) by experiment 4 12 26 54 116 232 480
% functions f, at max NL 100 | 2.34 | 651 [82x1073 |38 %1073 |85x107*]9.5x 107
Nonlinearity lower bound 3 6 14 28 63 144 254
of f, by Theorem
Min NL(f,) by experiment 4 6 14 28 64 144 328
% functions fy at min NL 100 | 4.17 | 026 |23 x107* |33 x1073 |32x107° | 1.6 x 107°
Nonlinearity lower bound 3 4 14 22 63 98 252
of f, by Theorem
Min NL(f,) by experiment 4 6 14 34 64 188 334
% functions f, at min NL 100 | 0.52 | 1.04 [ 31x107%|32x1072|9.5x107°]9.5x 107
Average NL(f,) by experiment | 4.0 | 9.59 | 22.05 48.51 106.01 220.18 460.45

Table 7.4: Experimental results of nonlinearity of 2-¢'S, 2-0S WAPB Boolean functions.

Variables
Function ¢ e
Minimum [46] 8 128
[98] (66, 82] NA
[20] 88 29488
[44] 96 30704
[72] (110, 112] NA
[46] [112,116] | [32512, 32598]
fo="Ffs [64,116] | [31280,32378]
Upper bound 118 32638

Table 7.5: Comparison of nonlinearity of WPB functions in 8 and 16 variables.

7.5.2 Weightwise nonlinearity

Table [7.4 reports the maximum weightwise nonlinearity of 2-S and 2-¢S functions for
n € [4,16]. The structure of the table is as follows: for each n (except n = 4,8, 16), two

rows of entries are given, where the upper row corresponds to NL( f;) and the lower row
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to NLx(f,). For n = 4,8, 16, only one row is presented because the two function classes
coincide for these numbers of variables.

For n = 4,5, 6, the results are obtained from an exhaustive search over all functions of
the respective classes. For n € [7, 16, the values are derived from a large random sample.
Consequently, all entries for 7 < n < 16 represent lower bounds on the true maximum
weightwise nonlinearity. In addition to comparing max NL; between f,, and f, functions,
we also provide a comparison of NL; for the 2-¢)'S (equivalently, 2-0S) WPB functions in

16 variables against other notable classes of WPB Boolean functions in Table [7.7.

fy
fo | NLy | NLg | NLy | NLs | NLg | NL; | NLg | NLg | NLyp | NLy; | NLyo | NLy3 | NL1y4
n
4 1
3 3
o 3 3
3 6 3
6 4 6 4
- 5 | 11 | 11| 5
6 12 12 6
3 9 | 22 [ 27 | 22 9
0 12 | 34 [ 55 | 55 | 34 | 12
12 33 55 55 33 12
10 14 48 93 110 93 48 14
14 | 52 |91 | 112 | 91 | 52 | 14
1 18 68 | 145 | 207 207 145 68 18
18 66 | 142 | 205 205 142 66 18
12 23 93 | 220 | 360 | 422 | 360 | 220 93 23
23 93 | 220 | 364 426 364 220 93 23
13 27 1121 | 322 | 596 | 802 | 802 | 596 | 322 121 27
28 | 120 | 319 | 592 799 799 592 319 120 28
14 31 154 | 454 | 930 | 1413 | 1628 | 1413 | 930 454 154 31
31 158 | 458 | 944 | 1432 | 1644 | 1432 | 944 458 158 31
15 36 | 194 | 622 | 1407 | 2386 | 3079 | 3079 | 2386 | 1407 | 622 194 36
38 | 193 | 620 | 1406 | 2383 | 3082 | 3082 | 2383 | 1406 | 620 193 38
16 44 | 246 | 846 | 2083 | 3867 | 5556 | 6259 | 5556 | 3867 | 2083 | 846 | 246 44

Table 7.6: Experimental results on NL; of 2-¢)S and 2-0S functions for2 < k <n — 2
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Function NL, | NLj NL, NL; NLg NL~ NLg
Construction 1 [66] | > 5 | > 144 | > 472 | > 1056 | > 2184 | > 1296 | > 2184
Construction 2 [43] | 2 6 52 226 1500 2502 3002

[20] 4 56 350 1288 3108 4774 5539
[74] 40 204 765 1814 3484 5138 5875

fo="1fs 44 246 846 2083 3867 5556 6259

Upper bound [20] | 54 268 888 2150 3959 5666 6378

Table 7.7: NL, of WPB functions in 16 variables.

7.5.3 Algebraic immunity

The experimental investigation into the algebraic immunity for all 2-¢)S and 2-0S func-
tions for n = 4,5, 6 (exhaustive search) and for a large random sample of functions for
n = 7,8,...,16 are summarized in Table 7.8, The analysis confirms that both classes
contain functions achieving the maximum possible algebraic immunity. Notably, while the
probability of a random Boolean function in an odd number of variables attaining maximum
Al is known to be extremely small, we nevertheless identified functions from both the 2-1S

and 2-0S families—including those with odd n—that achieve this bound.

n 4 5 6 7 8 9 10
max Al 2 3 3 4 4 5 5
Al(fy) 2 2,3 2,3 2,3,4 2,3,4 3,4,5 4.5
% of fy 100 58.33,41.67 | 2.83,97.17 | 0.01,90.98,9.01 | 0.002,4.76,95.24 | 0.02,93.99,5.99 | 0.31,99.69
Al(f,) 2 2,3 2,3 3,4 2,3,4 4,5 5
% of f, 100 66.93,33.07 | 4.69,95.31 82.09,17.91 0.002,4.76,95.24 97.03,2.97 100

n 11 12 13 14 15 16
max Al 6 6 7 7 8 8
Al(fy) 5,6 6 6,7 7 7,8 8
% of fy, | 99.04,0.96 100 99.35,0.65 100 0.999, 0.001 100
Al(f,) 5,6 6 6,7 7 7 8
% of f, | 98.19,1.81 100 99.11,0.89 100 100 100

Table 7.8: Experimental results of Al of 2-¢S and 2-0S functions

7.5.4 Weightwise algebraic immunity

We performed an experimental analysis of the weightwise algebraic immunity 2-¢'S and

2-0'S functions. The results are summarized in Table 7.9, which includes exhaustive data
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for all 2-¢)S and 2-0S functions with n = 4, 5,6, and sampled data for n € [8,16]. The
table is organized as follows: for each n (except n = 4,8,16), two rows are given, the
upper row corresponds to Al ( f,,) and the lower row to Al,(f,). Forn = 4,8, 16, only one
row is provided since the two function classes coincide for these numbers of variables.
Because the data for n € [7,16] are obtained from random samples, the reported val-
ues constitute lower bounds on the true maximum weightwise algebraic immunity. The
table also allows a comparison of max Al, between 2-¢'S and 2-0S functions. Furthermore,
we compare Al for the 2-1S (equivalently,, 2-0S) WPB functions inn 8 and 16 variables
against other prominent WPB Boolean function classes in Table and Table [7.11. We
note the following structural symmetry: if f(z1,zo,...,2,) € B, is a 2-¢'S (respectively,
2-08) function then g = f(1 + x1,1 + x9,...,1 + x,) € B, is also a 2-y'S (respectively,
2-08) function. Consequently, Al (f) = Al,_x(g) which explains the symmetry observed

between the entries for Al and Al,,_;.

Function Als | Als | Aly | Als | Alg
[20] 1 2 2 2 2
[L05] 2 2 2 2 2
[29] 1 2 3 2 2
[74] 1 2 3 2 2
[98] 2 2 3 2 2

max fy, = f, | 2 2 3 2 2
Upper bound | 2 3 3 3 2

Table 7.10: Comparison of Al of WPB functions in 8 variables.
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fy
fo | Aly Als Aly Als Alg Al Alg Alg Al | Alyp | Al | Alys | Alyy
n
4 1
2
5 2,31 2,3
6 L2 1,2 | 1,2
2 | 1,2 2
. L2 2 2 1,2
2 2 2 2
3 2 [ 1,2 | 23 | 1,2 | 2
0 2 | 2,3 [ 2,3 | 23 [2,3] 2
,2] 23 | 23| 23 23] 1,2
o |L2[123] 23 [234]23[123] 1,2
2 11,23 3 3,4 | 3 [1,2,3] 2
| L2 23 3 3,4 |3,4] 3 2,3 | 1,2
L,2] 2,3 | 3,4 4 4| 3,4 | 2,3 |1,2
o 2 | 2,3 [2,34] 3,4 | 4] 3,4 [2,3,423] 2
2 | 2,3 | 3,4 | 3,4 [3,4] 3,4 | 3,4 23] 2
3 2 | 2,3 | 3,4 4 45| 45 4 [3,4]23] 2
1,2 2,3 | 3,4 4 5 5 4 13,423/ 1,2
| L2 23] 34 4 45 5 45 | 4 [3,4123]1,2
2 2,3 3,4 4,5 5 5 5 4,5 3,4 2,3 2
s (L2 23 [ 34455 6 6 5 | 453,423 1,2
2 1 23 | 34| 45 | 5 6 6 5 |45 (341(23]| 2
16 2 2,3 4 4,5 5 6 6 6 5 4,5 4 2,3 2

Table 7.9: Experimental results of Al of 2-¢S and 2-¢S functions for 2 < £ < n — 2
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Table 7.11: Comparison of Al of WPB functions in 16 variables.

7.5.,5 Summary

In this subsection, we summarize the experimental results concerning the nonlinearity

(NL), weightwise nonlinearity (NLy), algebraic immunity (Al), and weightwise algebraic
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7 Bulding WAPB Boolean Functions From Permutation Group Actions

immunity (Alg) of 2-¢)S and 2-0S functions. We compare their performance with promi-
nent classes of WPB Boolean functions from the literature [20, 98, [72, 44, 46, 74] in 8
and 16 variables. The comparison data for other functions are drawn from [46, 43, [11]
forNL, NLy, Al respectively. Note that for n = 8 and n = 16, the class of 2-¢S and 2-0S
functions coincide.

The key findings of the comparison are outlined below.

* Nonlinearity : The nonlinearity profile of 2-¢)S and 2-0S functions, provided in
Table [7.4, indicates that both classes attain high nonlinearity. Furthermore, as shown
in Table [7.9, the nonlinearity of the 2-/S and 2-0'S functions ranks second among the

compared WPB functions.

« Weightwise nonlinearity : Table [7.6 presents the weightwise nonlinearity profile
of 2-1S and 2-08S functions, demonstrating that both achieve high weightwise non-
linearity with similar profile characteristics. Notably, Table [7.7 confirms that the
weightwise nonlinearities of 2-¢)S and 2-0'S functions are the highest among all com-

pared WPB functions.

« Algebraic immunity : The algebraic immunity profile, displayed in Table [7.8, re-
veals that functions from these classes can reach the maximum or near-maximum Al.

The Al profiles of 2-¢)S and 2-0S appear largely similar.

« Weightwise algebraic immunity : Table 7.9 summarizes the Al profile across slices
Ex.», showing that both classes can attain maximum or high weightwise algebraic im-
munity. The results indicate a slightly better Al profile for 2-0'S functions compared
to 2-1S. Importantly, as evidenced in Table and Table [7.11], the weightwise alge-
braic immunity of functions in these classes is superior to that of all other compared

WPB functions.
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7 Bulding WAPB Boolean Functions From Permutation Group Actions

From this comparative analysis, we conclude that it is possible to construct 2-1)S or
2-0S functions that are WAPB and simultaneously achieve high (and in some cases maxi-
mal) nonlinearity, weightwise nonlinearity, algebraic immunity, and weightwise algebraic

immunity.

7.6 Conclusion

In this chapter, we have generalized the construction of WPB Boolean functions, initially
proposed by Liu and Mesnager [66], to a broad class of weightwise almost perfectly bal-
anced Boolean functions. Our generalization is based on the action of cyclic subgroups of
the symmetric group (i.e., (7)) on n-element sets, particularly allowing us to overcome the
restriction of n being a power of two. As a consequence, we have introduced and analyzed
two new classes of WAPB Boolean functions: 2 — ¢S and 2 — ¢S Boolean functions. Both
constructions include the Liu-Mesnager construction as a special case when 7 is a power of
2.

We have provided lower bounds on the nonlinearity and weightwise nonlinearities for
all functions from this class, based on the number of orbits of odd sizes. In particular, we
have focused on the cryptographic properties of WAPB functions obtained from two spe-
cific permutations ¢ and o, demonstrating that these functions achieve good nonlinearity
and weightwise nonlinearity. Specifically, we have shown that the weightwise nonlinearity
bounds for the largest slices (i.e., when k& = [ ]) and for £ = 2. Our results have improved
the previously established bound on NL, for the Liu-Mesnager functions, and provided ex-
perimental insights into the distribution of the nonlinearity for the class of WAPB functions

we have introduced.
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Chapter 8

Conclusions

This thesis has focused on the construction of Boolean functions that are balanced or almost

balanced over Ej,,, forall £ € [0, 1]. Such functions are known as weightwise perfectly bal-
anced (WPB) or weightwise almost perfectly balanced (WAPB) Boolean functions. These
functions are particularly relevant in the design of stream ciphers where the input to the
Boolean function is restricted to the vectors in [} with constant Hamming weight, as seen
in the architecture of FLIP cipher.

We have explored secondary and recursive constructions of WAPB Boolean functions
based on the Siegenthaler’s construction over a restricted domain and a lifting technique on
known support of lower dimensional WAPB functions. These methods have generalized to
handle arbitrary n, prior to the previous constructions that were restricted to n = 2™ for
m € Z*. We have introduced a class of WAPB Boolean functions based on group action of a
cyclic subgroup P = (¢)) of the symmetric group over F3: 2 — 1S Boolean functions. This
class of functions have generalized the construction of WPB Boolean functions, initially
proposed by Liu and Mesnager [66], to a broad class of WAPB Boolean functions. We
have analyzed direct sum constructions for WPB and WAPB Boolean functions. We have
presented conditions under which the direct sum of two WAPB or WPB functions results

in a WAPB or WPB function.

8.1 Open Problems and Future Work

Although this thesis has some substantial contributions to the analysis of WAPB Boolean

functions, several open questions and promising research directions remain to be explored.
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8 Conclusions

1. The existing upper bounds on weightwise nonlinearity i.e.NL,(f) < $[(}) — 1/ (})]
(except the case n = 50, k = 3, which is still open to compute) are known to be loose
for many values of k for example £ = 1,n — 1. Finding the tighter upper bounds for

each k or a function that achieve the NL(f) remains a challenging problem.

. As we have defined two new classes of WAPB Boolean functions that are 2 — ¢S and

2 — 1S Boolean functions in Chapter . As we have computed the weightwise non-

linearity of these class of Boolean functions and have shown that the lower bound is

depends on the minzlglgn Kk (l,n) for each k € [2,n —2]. Therefore, several cases for

k € [2,n—2]isstill r;l?;in to work due to difficulties in computing minglglgn Ke(l,n).
even

. There are still several cases to be remain to figure out in what conditions the direct

sum of WAPB or WPB can be a WAPB or WPB. For example, to study the direct
sum h(z,y) = f(x) + g(y) in Theorem when e(m) Ne(n) # 0.

. A comprehensive theory for weightwise algebraic immunity i.e.Al,(f) has not been
studied rigorously. New methods for designing WAPB functions with high weight-

wise algebraic immunity are needed to be studied.
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